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NETWORKS

Transceiver, Cable, Switch
Compatible List For Enterprise Switch

L3 Switch - EC54620 series
ET4202-5X ET4202-LX ET4202-EX ET4202-2X ETA202-RI45 ET5402-SR ETS402-R ET5402-ER ET5402-ZR

1000BASE-SX 1000BASE-LX 1000BASE-EX 1000BASE-ZX 1000BASE-T RI4S 10G SFP+ SR 10G SFP+ LR 10G SFP+ ER 10G SFP+ ZR

v v v v v v v v v
v v v v v v v v v

ECS4620-28F

L3 Switch - EC54620 series

ET5402-DAC-XM ET5402-A0C-XM
(1-5m) (3-100m)
106 SFP+DAC 106 SFP+ AOC
EC54620-52T v v
EC54620-52P v v
EC54620-28T v v
£C54620-28P v v
EC54620-28F v v

L2 Switch -ECS4150 series ECS4130 series, ECS4125 series, ECS4120 series,

ET4202-5X ET4202-LX ET4202-EX ET4202-2X ETA202-RI45  ET4202-BD43-10-  ETA202-BD34-10-1
1000BASE-SX 1000BASE-LX 1000BASE-EX 1000BASE-2X 1000BASE-TRI45  1000BASE-BD43 _ 1000BASE-BD34
ECS54150-28T v v
ECS4150-28P v v
ECS4130-28T v v v v v v v
ECS4130-28T-DC v v v v v v v
ECS4125-10P v v v v v
ECS4120-52T v v v v v
ECS4120-28T v v v v v
ECS4120-28Fv2 v v v v v
ET5402-5R ET5402-LR ET5402-ER ET5402-2R ET5402-RI45
106 SFP+ SR 10G SFP+ LR 10G SFP+ ER 10G SFP+ ZR 10GBASE-T RIS
ECS4150-28T v v v
ECS4150-28P v v v
EC54130-28T v v v v
EC54130-28T-DC v v v v
EC54125-10P v v v v
EC54120-52T v v v v
EC54120-28T v v v v
ECS4120-28Fv2 v v v v

L2 Switch - EC54100 series

EC54100-52T v v v v v
ECS4100-52P v v v v v
EC54100-28TC v v v v v
EC$4100-28T v v v v v
EC54100-28P v v v v v
EC$4100-12T v v v v v
ECS4100-12PH v v v v v

L2 Switch - ECS5520 series, ECS4530-54CSFP, ECS4120-28Fv2-1

02-5X ET4202-LX ET4202-EX ET4202-2X ET4202-RI45 ET4202-5XI ETA202-LXI ET4202-EXI ET4202-2X1

1000BASE-SX 1000BASE-LX 1000BASE-EX 1000BASE-ZX 1000BASE-TRI45  1000BASE-SX 1000BASE-LX 1000BASE-EX 1000BASE-ZX
( I-temp) ( I-temp) ( I-temp) ( I-temp)

ECS5520-18X v v v v v v v v v

ECS5520-18T

ECS4530-54CSFP v v v v v v v v v

EC54120-28Fv2-1 v v v v v v v v v
ET4202-R1451 ET4202-CSFP43101 ET4202-CSFP43201 ET4202-CSFP43401 ET5402-5R ET5402-R ET5402-ER ET5402-ZR ET5402-SRI

1000BASE-T RI45 1000BASE-CSFP 10KM  1000BASE-CSFP 20KM  1000BASE-CSFP 40KM 10G SFP+ SR 10G SFP+ LR 10G SFP+ ER 10G SFP+ZR 10G SFP+ SR

(I-temp) ( Itemp)
ECS5520-18X v v v v v v
ECS5520-18T
EC54530-54CSFP v v v v v v v v v

ECS4120-28Fv2-1 v v
ET5402-LRI ETS402-ERI ET5402-ZRI ET6401-SR4 ET6401-LR4

10G SFP+ LR 10G SFP+ ER 10G SFP+ZR 40G QSFP+ SRA 406 QSFP+LR4
(I-temp) ( I-temp) (Itemp)

ECS5520-18X v v v v v

ECS5520-18T v v

ECS4530-54CSFP v v v

EC54120-28Fv2-1 v v v

L2 Switches

ET5402-DAC-XM ET5402-A0C-XM e ET6402-DAC-XM ET6402-10DACXM ET6402-A0CxM (3- ET6402-10A0C-xM
(1:5m) (3-100m ) (1:5m) (1-5m) 100m) (3-100m)

10G SFP+ DAC 10G SFP+AOC 10G SFP+ AOC 406G QSFP+ DAC 40G QSFP+ AOC__ 40G QSFP+AOC  40G QSFP+AOC

ECS5520-18X v v v v v v v

ECS5520-18T v v v v

ECS4530-54CSFP. v

EC54150-28T v v

ECS4150-28P v v

EC54130-28T v v

EC54130-28T-DC v v

EC54125-10P v v

EC54120-52T v v

EC54120-28T v

EC54120-28Fv2 v v

ECS4120-28Fv2-1 v v

Web-smart Pro Switch - EC52100 series

—— ET4202-5X ET4202-LX ET4202-EX ET4202-2X ET4202-RI45
1000BASE-SX 1000BASE-LX 1000BASE-EX 1000BASE-ZX 1000BASE-T RIS
EC52100-52T v v v v v
£C52100-28T v v v v v
ECS2100-28P v v v v v
£C52100-28PP v v v v v
EC52100-10T v v v v v
EC52100-10P v v v v v
EC52100-10PE v v v v v

Web-smart Switch - EC52020 series

—— ET4202-5X ET4202-LX ETA202-EX ET4202-2X ETA202-RI45
1000BASE-SX 1000BASE-LX. 1000BASE-EX 1000BASE-ZX 1000BASE-T RI45
EC52020-28T v v v v v
EC52020-28P v v v v v
EC52020-10T v v v v v
EC52020-10P v v v v v

Industrial Switch - ECIS4500 series
ET4202-LXI XI ET4202-2XI

1000BASE-LX 1000BASE-ZX
ECISA500-8T2F v v v v

ECISA500-6T2F
ECISA500-6T4F

ECISA500-4P4T
ECISA500-4P2T2F
ECISA500-8P4F

ECISA500-8P2T4F

© Copyright 2023 Edgecore Networks Corporation. The information contained herein is subject to change without notice. This document i for
informational purposes only and does not set forth any warranty, expressed or implied, concerning any equipment, equipment feature, or service offered
by Edgecore Networks Corporation. Edgecore Networks Corporation shall not be lizble for technical or editorial errors or omissions contained herein.
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LETTER OF AUTHORIZATION

Date: July 1st, 2025

Re: Letter of Authorization of Official Non-exclusive Project Partner to
Padtec SA for Edgecore Product Lines in Brazil.

We, Edgecore Networks Corporation, the developer and manufacturer of
wired and wireless networking products.

We, are hereby duly authorized non-exclusive right to Padtec SA,
registered office at R. Dr. Ricardo Benetton Martins, 1000, Parque Il do
Polo de Alta Tecnologia, Campinas - SP, 13086-510, Brazil to use our
brand “Edgecore” and product manufactured by us to submit the
Tender/RFP/EQI in Brazil as follows. We also state that Edgecore is not
established in Brazil.

PREFEITURA DE CACERES

SECRETARIA MUNICIPAL DE ADMINISTRACAO

AV. Brasil, 119, COC, Bairro Jardim Celeste, Caceres/MT, Cep 78.210-906
Project Title: Processo Administrativo n® 29/2025

Bid No: Pregao Eletrénico 90015/2025

The Letter of Authorization will become effective from now until the
termination of the contract or early termination of the foresaid Project/Bid.

Your sincerely,

L Led | ok President

Edgecore Networks Corporation

HEREROARAF

Edgecore Networks Corporation
www.edge-core.com
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Images are for refernce only. See ordering information for SKU details.

B Specifications

Multi-core x86 Network Appliance With
Intel® Alder Lake N, Amston Lake Or Twin Lake

B Features

e Intel® Atom® x7425E/x7405C/x7835RE & Processor N97/N250/N150

e DDR5 4800MT/s, SODIMM, Max. 16GB

e 6x 2.5GbE RJ45 (By SKU), 1x USB 3.0, 1x Console

e 1x M.2 (SATA) 2280, 1x EMMC 16GB Onboard (By SKU)

e 1x M.2 3042/3050/3052 For 5G/LTE (USB3.2), 1x M.2 2230 E Key
For Intel AX201 (CNVIo) (SKU A/B)

Platform

Form Factor

Desktop

Onboard Slots

1 x M.2 (SATA) 2280

1 x EMMC 16GB onboard (SKU A/C/D/E/F)

Processor Options

Intel® Atom® x7425E/N97(Alder Lake N)
X7405C/x7835RE (Amston Lake)
N250/N150 (Twin Lake)

Expansion

PCle

N/A

CPU Socket Onboard
Chipset SoC
Security Acceleration N/A

Mini-PCle/M.2/SIM

1 x M.2 3042/3050/3052 For 5G/LTE
(USB3.2)

1 x M.2 2230 E Key For Intel AX201
(CNVlo, SKU A/B Only)

BIOS AMI SPI Flash BIOS
System Memory
Technology DDR5 4800MT/s SODIMM

1 x Nano SIM

PGN Module N/A
Miscellaneous

Watchdog Yes

Max. Capacity

16GB

Internal RTC with Li Battery Yes

TPM Yes (SKU A/C/D/E/F)
Socket 1 x 262-pin SODIMM
Cooling
Networking
Processor Passive CPU Heatsink
SKU A: 6 x 2.5GbE RJ45 LAN Ports
SKU B: 5 x 2.5GbE RJ45 LAN Ports System Fanless
SKU C: 6 x 2.5GbE RJ45 LAN Ports q
Ethernet Ports SKUD- 6 x 2.5GbE RI45 LAN Ports Environmental Parameters
SKU E: 5 x 2.5GbE RJ45 LAN Ports Temperature 0~40°C Operating
SKU F: 5 x 2.5GbE RJ45 LAN Ports P -20~70°C Non-Operating
|~ o i
ypess A Humidity (RH) ;O9ggkNgsecgat2§tin
~959% i
NIC Module Slot N/A perating
System Dimensions
LOM
(WxHxD) 231 x 44 x 200 mm
10 Interface N/A
Weight 1.1kg
OPMA Slot N/A
Package Dimensions
1/0 Interface
(WxHXD) 358 x 290 x 135 mm
Reset Button 1
Weight 2.3 kg
LED Power/Status/Storage
Power
Power Button 1
Type / Watts 12V 40W Power Adapter
Console 1 x RJ45
Input AC 100~240V@50~60Hz
UsB 1xUSB 3.0
Certification
LCD Module N/A
- Approvals and Compliance RoHS, CE/FCC Class B
Display N/A
Power Input 1 x DC Jack
Storage
HDD/SSD Support N/A
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B Product /O View

Images are for refernce only. See ordering information for SKU details.

A DC Jack With Lock D' Console & USB G LANLED
B ' Power Button E 6x 2.5GbE RJ45 (SKU A/C/D) Or 5x 2.5GbE RJ45 (SKU B/E/F) H Status LED
C  Reset Button F ' SIM Cover

B Dimensions (WxDxH): 231 x 200 x 44 mm

NCA-1250

e I = T—— e .}

B Ordering Information

NCA-1250A Intel x7425E 4-Core With 6x 2.5GbE RJ45 LAN Ports, 1x TPM Onboard, Wi-Fi/LTE/5G Modules Support
NCA-1250B Intel N97 4-Core With 5x 2.5GbE RJ45 LAN Ports, 1x TPM (By Project), Wi-Fi/LTE/5G Modules Support
NCA-1250C Intel x7405C 4-Core With 6x 2.5GbE RJ45 LAN Ports, 1x TPM Onboard, LTE/S5G Modules Support
NCA-1250D Intel x7835RE 8-Core With 6x 2.5GbE RJ45 LAN Ports, 1x TPM Onboard, LTE/5G Modules Support
NCA-1250E Intel N250 4-Core With 5x 2.5GbE RJ45 LAN Ports, 1x TPM Onboard, LTE/5G Modules Support

NCA-1250F Intel N150 4-Core With 5x 2.5GbE RJ45 LAN Ports, 1x TPM Onboard, LTE/SG Modules Support

V1-2025.05.22

© Lanner Electronics Inc. All rights reserved.

l a n n e r All product specifications are subject to change without notice.

contact@lannerinc.com | www.lannerinc.com
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1Doc: Protocolo 1.943/2025 | Anexo1Boc:3R0yOIRIHB2EN0FE62899d Lictat@imifRg@025 drdtesso; NatorRbM29s@0bapaaiev204dti{51262) 2206/4726




NCA-1250 User Manual

About this Document

This manual describes the overview of the various functionalities of this product, and the information you

need to get it ready for operation. It is intended for those who are:

- responsible for installing, administering and troubleshooting this system or Information Technology
professionals.

- assumed to be qualified in the servicing of computer equipment, such as professional system
integrators, or service personnel and technicians.

The latest version of this document can be found on Lanner’s official website, available either through the
product page or through the Lanner Download Center page with a login account and password.

Icon Description

The icons are used in the manual to serve as an indication of interest topics or important messages. Below
is a description of these icons:

This mark indicates that there is something you should pay special
Note or Information attention to while using the product.

& This mark indicates that there is a caution or warning and it is
Warning or Important  something that could damage your property or product.

Online Resources

To obtain additional documentation resources and software updates for your system, please visit the
Lanner Download Center. As certain categories of documents are only available to users who are logged
in, please be registered for a Lanner Account at http://www.lannerinc.com/ to access published documents
and downloadable resources.

Technical Support

In addition to contacting your distributor or sales representative, if there are any technical queries, you could
submit a support ticket to our Lanner Technical Support department.

Documentation Feedback

Your feedback is valuable to us, as it will help us continue to provide you with more accurate and relevant
documentation. To provide any feedback, comments or to report an error, please email to
contact@lannerinc.com. Thank you for your time.

2
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Contact Information

Taiwan Corporate Headquarters
Lanner Electronics Inc.

7F, No.173, Sec.2, Datong Rd.

Xizhi District, New Taipei City 22184,
Taiwan

ViR EROARLR

221 FdtHH ILE
REBE =R 17357 7 18

T: +886-2-8692-6060

F: +886-2-8692-6101

E: contact@lannerinc.com

USA

Lanner Electronics Inc.
47790 Westinghouse Drive
Fremont, CA 94539

T: +1-855-852-6637

F: +1-510-979-0689

E: sales us@lannerinc.com

Europe

Lanner Europe B.V.
Wilhelmina van Pruisenweg 104
2595 AN The Hague

The Netherlands

T: +3170 701 3256

E: sales eu@lannerinc.com

www.lannerinc.com
B/4726
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China

Beijing L&S Lancom Platform Tech. Co., Ltd.
Guodong LOFT 9 Layer No. 9 Huinan Road,
Huilongguan Town, Changping District, Beijing
102208 China

T: +86 010-82795600

F: +86 010-62963250

E: service@Is-china.com.cn

Canada

Lanner Electronics Canada Ltd
3160A Orlando Drive
Mississauga, ON

L4V 1R5 Canada

T: +1877-813-2132

F: +1905-362-2369

E: sales ca@lannerinc.com
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Copyright and Trademarks

This document is copyrighted © 2025. All rights are reserved. The original manufacturer reserves the right to make
improvements to the products described in this manual at any time without notice.

No part of this manual may be reproduced, copied, translated or transmitted in any form or by any means without the
prior written permission of the original manufacturer. Information provided in this manual is intended to be accurate
and reliable. However, the original manufacturer assumes no responsibility for its use, nor for any infringements upon
the rights of third parties that may result from such use.

Acknowledgment

Intel® and Intel® Celeron® are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries.
Microsoft Windows and MS-DOS are registered trademarks of Microsoft Corp.
All other product names or trademarks are properties of their respective owners.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.

» Increase the separation between the equipment and receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

» Consult the dealer or an experienced radio/TV technician for help.

FCC Caution

» Any changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate this equipment.

» This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Note

1.  An unshielded-type power cord is required in order to meet FCC emission limits and also to prevent interference
to the nearby radio and television reception. It is essential that only the supplied power cord be used.

2. Use only shielded cables to connect I/O devices to this equipment.

3. Changes or modifications not expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

& Important

1. Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

2. This device meets all the other requirements specified in Part 15E, Section 15.407 of the FCC Rules.

4
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Safety Guidelines

Follow these guidelines to ensure general safety:

» Keep the chassis area clear and dust-free during and after installation.

» Do not wear loose clothing or jewelry that could get caught in the chassis. Fasten your tie or scarf and roll up your
sleeves.

» Wear safety glasses if you are working under any conditions that might be hazardous to your eyes.

» Do not perform any action that creates a potential hazard to people or makes the equipment unsafe.

» Disconnect all power by turning off the power and unplugging the power cord before installing or removing a
chassis or working near power supplies

» Do not work alone if potentially hazardous conditions exist.

» Never assume that power is disconnected from a circuit; always check the circuit.

Consignes de sécurité

Suivez ces consignes pour assurer la sécurité générale :

» Laissez la zone du chassis propre et sans poussiére pendant et aprés l'installation.

» Ne portez pas de vétements amples ou de bijoux qui pourraient étre pris dans le chassis. Attachez votre cravate ou
écharpe et remontez vos manches.

» Portez des lunettes de sécurité pour protéger vos yeux.

» N'effectuez aucune action qui pourrait créer un danger pour d'autres ou rendre I'équipement dangereux.

» Coupez complétement I'alimentation en éteignant I'alimentation et en débranchant le cordon d'alimentation avant
d'installer ou de retirer un chassis ou de travailler a proximité de sources d'alimentation.

» Ne travaillez pas seul si des conditions dangereuses sont présentes.

» Ne considérez jamais que I'alimentation est coupée d'un circuit, vérifiez toujours le circuit. Cet appareil géneére,
utilise et émet une énergie radiofréquence et, s'il n'est pas installé et utilisé conformément aux instructions des
fournisseurs de composants sans fil, il risque de provoquer des interférences dans les communications radio.

Lithium Battery Caution

» There is risk of explosion if the battery is replaced by an incorrect type.

Dispose of used batteries according to the instructions.

» Installation should be conducted only by a trained electrician or only by an electrically trained person who knows
all installation procedures and device specifications which are to be applied.

» Do not carry the handle of power supplies when moving to another place.

» Please conform to your local laws and regulations regarding safe disposal of lithium battery.

» Disposal of a battery into fire or a hot oven, or mechanically crushing or cutting of a battery can result in an
explosion.

» Leaving a battery in an extremely high temperature environment can result in an explosion or the leakage of
flammable liquid or gas.

» A battery subjected to extremely low air pressure may result in an explosion or the leakage of flammable liquid or
gas.

Avertissement concernant la pile au lithium

» Risque d'explosion si la pile est remplacée par une autre d'un mauvais type.

» Jetez les piles usagées conformément aux instructions.

» L'installation doit étre effectuée par un électricien formé ou une personne formée a I'électricité connaissant toutes
les spécifications d'installation et d’appareil du produit.

» Ne transportez pas I'unité en la tenant par le cable d'alimentation lorsque vous déplacez I'appareil.

v

Operating Safety

» Electrical equipment generates heat. Ambient air temperature may not be adequate to cool equipment to
acceptable operating temperatures without adequate circulation. Be sure that the room in which you choose to
operate your system has adequate air circulation.

» Ensure that the chassis cover is secure. The chassis design allows cooling air to circulate effectively. An open
chassis permits air leaks, which may interrupt and redirect the flow of cooling air from internal components.

» Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry. ESD damage occurs when
electronic components are improperly handled and can result in complete or intermittent failures. Be sure to follow
ESD-prevention procedures when removing and replacing components to avoid these problems.

5
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» Wear an ESD-preventive wrist strap, ensuring that it makes good skin contact. If no wrist strap is available, ground
yourself by touching the metal part of the chassis.

» Periodically check the resistance value of the antistatic strap, which should be between 1 and 10 megohms
(Mohms).

Sécurité de fonctionnement

» L'équipement électrique génere de la chaleur. La température ambiante peut ne pas étre adéquate pour refroidir
I'équipement a une température de fonctionnement acceptable sans circulation adaptée. Vérifiez que votre site
propose une circulation d'air adéquate.

» Vérifiez que le couvercle du chassis est bien fixé. La conception du chassis permet a I'air de refroidissement de bien
circuler. Un chassis ouvert laisse I'air s'échapper, ce qui peut interrompre et rediriger le flux d'air frais destiné aux
composants internes.

» Les décharges électrostatiques (ESD) peuvent endommager I'équipement et géner les circuits électriques. Des
dégats d'ESD surviennent lorsque des composants électroniques sont mal manipulés et peuvent causer des pannes
totales ou intermittentes. Suivez les procédures de prévention d'ESD lors du retrait et du remplacement de
composants.

» Portez un bracelet anti-ESD et veillez a ce qu'il soit bien au contact de la peau. Si aucun bracelet n’est disponible,
reliez votre corps a la terre en touchant la partie métallique du chassis.

» Vérifiez régulierement la valeur de résistance du bracelet antistatique, qui doit étre comprise entre 1 et 10
mégohms (Mohms).

Mounting Installation Precautions
The following should be put into consideration for rack-mount or similar mounting installations:

» Do not install and/or operate this unit in any place that flammable objects are stored or used in.

» The installation of this product must be performed by trained specialists; otherwise, a non-specialist might create
the risk of the system'’s falling to the ground or other damages.

» Lanner Electronics Inc. shall not be held liable for any losses resulting from insufficient strength for supporting the
system or use of inappropriate installation components.

» Elevated Operating Ambient - If installed in a closed or multi-unit rack assembly, the operating ambient
temperature of the rack environment may be greater than room ambient. Therefore, consideration should be given
to installing the equipment in an environment compatible with the maximum ambient temperature (Tma) specified
by the manufacturer.

» Reduced Air Flow - Installation of the equipment in a rack should be such that the amount of airflow required for
safe operation of the equipment is not compromised.

» Mechanical Loading - Mounting of the equipment in the rack should be such that a hazardous condition is not
achieved due to uneven mechanical loading.

» Circuit Overloading - Consideration should be given to the connection of the equipment to the supply circuit and
the effect that overloading of the circuits might have on overcurrent protection and supply wiring. Appropriate
consideration of equipment nameplate ratings should be used when addressing this concern.

» Reliable Grounding - Reliable grounding of rack mounted equipment should be maintained. Particular attention
should be given to supply connections other than direct connections to the branch circuit (e.g. use of power strips).

Installation & Operation

» This equipment must be grounded. The power cord for product should be connected to a socket-outlet with earthing
connection.
Cet équipement doit étre mis a la terre. La fiche d'alimentation doit étre connectée a une prise de terre correctement
cablée

» Suitable for installation in Information Technology Rooms in accordance with Article 645 of the National Electrical
Code and NFPA 75.
Peut étre installé dans des salles de matériel de traitement de I'information conformément a I'article 645 du National
Electrical Code et a la NFPA 75.

» The machine can only be used in a restricted access location and must be installed by a skilled person.
Les matériels sont destinés a étre installés dans des EMPLACEMENTS A ACCES RESTREINT.

» Some USB devices may not be compatible with the system. If you encounter an error, please remove the USB device
and restart the system.

» The unit is to be connected only to PoE networks without routing to the outside plant.
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Warning

» Class | Equipment. This equipment must be earthed. The power plug must be connected to a properly wired earth
ground socket outlet. An improperly wired socket outlet could place hazardous voltages on accessible metal parts.

» Product shall be used with Class 1 laser device modules.

Avertissement

» Equipement de classe I. Ce matériel doit étre relié a la terre. La fiche d'alimentation doit étre raccordée & une prise
de terre correctement cablée. Une prise de courant mal cablée pourrait induire des tensions dangereuses sur des
parties métalliques accessibles.

» Le produit doit étre utilisé avec des modules de dispositifs laser de classe 1.”

r--...= POWER CORDS FROM UNIT.
EE  BNARR  BERARRENENLET -

Ea.ﬁﬁﬁﬂﬁ RGFMARRRUEFHERT -
WAHNUNG: Wenn Sie das Gerat zwecks Wartungsarbeiten vom Netz
trennen miissen, missen Sie beide Netzieile abnehmen.
ATTENTION: DEBRANCHER TOUS LES CORDONS D'ALIMENTATION
~ POUR DECONNECTER L'UNITE DU SECTEUR.

f => CAUTION: TO DISCONNECT POWER, REMOVE ALL |

Electrical Safety Instructions

Before turning on the device, ground the grounding cable of the equipment. Proper grounding (grounding) is very
important to protect the equipment against the harmful effects of external noise and to reduce the risk of
electrocution in the event of a lightning strike. To uninstall the equipment, disconnect the ground wire after turning
off the power. A ground wire (green-and-yellow) is required and the part connecting the conductor must be greater
than 4 mm2 or 10 AWG.

Consignes de sécurité électrique

» Avant d'allumer I'appareil, reliez le cable de mise a la terre de I'équipement a la terre.

» Une bonne mise a la terre (connexion a la terre) est trés importante pour protéger I'équipement contre les effets
néfastes du bruit externe et réduire les risques d'électrocution en cas de foudre.

» Pour désinstaller I'équipement, débranchez le cable de mise a la terre aprés avoir éteint I'appareil.

» Un cable de mise a la terre est requis et la zone reliant les sections du conducteur doit faire plus de 4 mm2 ou 10
AWG.

Scrow

Grounding Procedure for DC Power Source

» Connect the grounding cable to the ground.
» The protection device for the DC power source must provide 30 A current.
» This protection device must be connected to the power source before DC power.

Graunding
Point

Grovnding
Cahle

Graind

Procédure de mise a la terre pour source
d’alimentation (C

» Branchez le cable de mise a la terre a la terre.

» L'appareil de protection pour la source d'alimentation CC doit fournir 30 A de  gape ga miss
courant. ala-derns

» Cet appareil de protection doit étre branché a la source d'alimentation avant
I'alimentation CC.

Wis

Appareil

Point de misa
4 latena

A la terre
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CHAPTER 1: PRODUCT OVERVIEW

The NCA-1250 offers robust multi-core computing power in a compact desktop form factor. It can be
configured with Intel® Atom® Processor X-series and processor N-series, codenamed Alder Lake N, Amston
Lake, and Twin Lake platform, making it a cost-effective gateway platform for SMB, retail, branch offices and

those looking to deploy any edge security application.

Package Content

Your package contains the following items:
1x NCA-1250 Network Appliance

1x Power Cable

1x Console Cable

1x Power Adapter

1x Nameplate & 4x rubber foot pads

>
>
»
>
>

Note: (1) If any component is missing or damaged, please contact your dealer immediately for assistance.
(2) The supplied power adapter and power cable are dedicated to this product only; do not use them with
devices other than this model.

Ordering Information

Intel ® x7425E/4 Cores with 6x 2.5GbE RJ45 LAN Ports, 1x TPM (Onboard), Wi-Fi/LTE/5G

NCA-1250A

Modules Support

Intel® N97/4 Cores with 5x 2.5GbE RJ45 LAN Ports, 1x TPM (By Project), Wi-Fi/LTE/5G
NCA-1250B

Modules Support

Intel® x7405C/4Cores with 6x 2.5GbE RJ45 LAN Ports, 1x TPM (Onboard), LTE/5G Module
NCA-1250C

Support

Intel® x7835RE/8 Cores with 6x 2.5GbE RJ45 LAN Ports, 1x TPM (Onboard), LTE/5G Module
NCA-1250D

Support

Intel® N250/4 Cores with 5x 2.5GbE RJ45 LAN Ports, 1x TPM (Onboard), LTE/5G Modules
NCA-1250E

Support

Intel® N150/4 Cores with 5x 2.5GbE RJ45 LAN Ports, 1x TPM (Onboard), LTE/5G Modules
NCA-1250F

Support

10
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System Specifications

Intel® Atom® x7425E/N97 (Alder Lake N)/

Processor Options x7405C/x7835RE (Amston Lake)/
Platform N250/N150 (Twin Lake)
CPU Socket Onboard
Chipset SoC
Technology DDR5 4800MT/s SODIMM
System Memory Max. Capacity Up to 16GB
Socket 1x 262-Pin SODIMM
RTINS
IO Interface N/A
OPMA slot

e 1xRM4S5 ConsolePort

LED Indicator Power/Status/Storage LED Indicator
[T 1 Power Button

1/0 Interface
USB MR x usB 30 Port

[ 1x DC Power Adaptor
HDD/SSD Support N/A
Storage 1x M.2 2280 for SATA

Orilseetel Sl 1x EMMC 16GB Onboard (SKU A/C/D/E/F)

SIM Card Slot
Watchdog Yes
Miscellaneous Internal RTC w/ Li-Battery Yes
TPM TPM 2.0 Onboard (SKU A/C/D/E/F Only)

: [ passive CPU heatsink
coeting system ____[ZIEE

0~40°C Operating;

Temperature -20~70°C Non-Operating

Environmental Parameters

- 10% to 90% Operating;

Humidity (RH) 5% to 95% Nan)—Opergting
——— (O 231 x 44 x 200mm

weight . fRlc
e e (WxDxH) 358 x 290 x 135mm

Weight 2.3 kg (8.2kg/3-in-1)
_—

[ A 100~240v @50~60Hz

Approvals and Compliance RoHS, CE/FCC Class B

11

www.lannerinc.com
/47206



NCA-1250 User Manual

Front Panel

NCA-1250A/C/D

NCA-1250B/E/F

I

F1 SIM Card Slot SIM Card Slot Cover

F2 LED Indicators

F3 Antenna Port 2x Antenna Holes for 5G Module (Optional)

12
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Rear Panel

NCA-1250A/C/D

NCA-1250B/E/F

H o

N Descripon

R1 Antenna Port SMA Connector for the Wi-Fi and 5G/LTE Module (Optional)

R2 Power Supply 1x DC Jack with Lock

R3 Power Button 1x Power ON/OFF Button

R4 Reset Button 1x Reset Button (Software Reset)

R5 Console Port 1x GbE RJ45 Console Port

R6 USB Port 1x Type A USB 3.0 Port

R7 LAN Port 5x or 6x 2.5GbE RJ45 Ethernet Ports with LED Indicators (By SKU)

NOTE: For LAN ports support PXE function, pls refer to Appendix C.

13
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CHAPTER 2: MOTHERBOARD INFORMATION

Block Diagram

The block diagram indicates how data flows among components on the motherboard. Please refer to the
following figure for your motherboard’s layout design.
A/B SKU «

. G e (Adder lake-N only)
TDPC DDES 450 Hz SOTHMM W 3 0SS

O

Reserved
(Defankt NA)

H U L[ ﬂ M2 2 TR0 SATA

|r’ DORS CNVIO USE3.2 Display Pom SSD

Reset Botiom |§| — %
P Ty s 3
(B8 ) — % Intel Alder lake-N / Amston lake / Twin lake =
s =3 .:- —
aowii THE e 8CHAC2C =
20 by SRU ——
Suppon 160 -
EMM by . N =
3k K . UVART  USH3Z - sGMI PClexl  PClext  PClexl  POlexl PCRexd
10 IS
Ie 3 f ) e
I | PXE port -

RI-45 Consohe USB3.0 250 Copper Base-T
AJC/D SKU from SOC TSMN:

(B/E/F no support TSN, Sports only)
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Motherboard Layout

The layout of the motherboard illustrates the positions of connectors and jumpers. Use the accompanying

picture for guidance on pin assignments and internal connections.

Top Side of Motherboard

LED5701~LED5707 DP3901

. SIM3801
e ==
= *
] .%%? %
= ‘i
FAN5301——# % 13801
SODIMM1—‘
. — M2B2_3801
— M2E_3701
u.%{-_ I — 80PORT1001
= il )
i ; .--gé;s‘:—'mz%g ae |
o B RIS B —— JSPIROM3401
¥ Tl G
M2B1.3601 — - - JBAT1501

" JDEBUG1101

RST5801
COMBO4101

PSBTN5801
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Bottom Side of Motherboard
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Jumper Setting and Pin Assignment
J3801: 5G Module Setting

PIN NO. DESCRIPTION
1 M2B2_OPT_VCC
2 3V3
3 M2B2_P22_VBUS_SENSE
4 3V3
5 M2B2_P20_PCIE_DIS
6 1v8

Matching Table of Jumper Settings and Modules below,

V = install jumper

X =NC

i oot | ewnor | omers
(1-2) \% X X
(3-4) X Vv X
(5-6) X Vv X

SW3101: Debug Setting
PIN NO. DESCRIPTION

SOC_GPP_R2_R
SOC_GPP_B18_R

NC

NC

NC

NC

3v3
8 +P3V3_1V8_VCCPGPPR

Latch 1 (pin 1-8): ON for debug use; OFF for normal operating(default).

~No o b wnN -

Latch 2 (pin 2-7): ON for debug use; OFF for normal operating(default).
Latch 3 (pin 3-6): no function, set switch to OFF as default.
Latch 4 (pin 4-5): no function, set switch to OFF as default

80PORT1001: 80 Port

PIN NO. DESCRIPTION
ESPI_CLK
ESPI_IO1
ESPI_RST
ESPI_IO0
ESPI_CS
3V3_S0
ESPI_IO3
LATCH
ESPI_IO2
GND
3V3_SB
NC

17
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JSPIROM3401

PIN NO. DESCRIPTION
1 BIOS1_HOLD
2 NC
3 BIOS1_CS
4 3V3
5 BIOS1_SO
6 NC
7 NC
8 BIOS1_SCK
9 GND
10 BIOS1_SI

JBAT1501

PIN NO. DESCRIPTION
1 VBAT
2 GND

J1501: CMOS Setting

PIN NO. DESCRIPTION
1 RTCRST
2 GND
3 SRTCRST
4 GND

(1-2): Short for clear CMOS, NC for normal operating.
(3-4): Short for clear CMOS, NC for normal operating.

JDEBUG1101
PIN NO. DESCRIPTION
1 SOC_UARTO_TXD
2 GND
FAN5301
PIN NO. DESCRIPTION
1 GND
2 12V
3 FAN_TACH
4 NC
5 FAN_PWM
JOPEN4001
PIN NO. DESCRIPTION
1 GND
2 SIO_CASEOPEN

18
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JSW_SEL5801
(1-2): SW Reset, Default Setting.
(2-3): HW Reset.

PIN NO. DESCRIPTION

1 SW_RESET

2 BTN_RESET

3 HW_RESET

DCIN6201
PIN NO. DESCRIPTION

1 12V

2 GND

3 GND

M2B2_3801
PIN NO. DESCRIPTION PIN NO. DESCRIPTION

1 NC 38 M2B2_P38
2 3V3 39 GND
3 GND 40 NC
4 3V3 41 NC
5 GND 42 NC
6 F_CARD_POWER_OFF_N (default:1V8) 43 NC
7 USB2_TXP 44 NC
8 NC 45 GND
9 USB2_TXN 46 NC
10 NC 47 NC
11 GND 48 NC
12 LATCH 49 NC
13 LATCH 50 NC
14 LATCH 51 GND
15 LATCH 52 NC
16 LATCH 53 NC
17 LATCH 54 NC
18 LATCH 55 NC
19 LATCH 56 NC
20 M2B2_P20_PCIE_DIS 57 GND
21 NC 58 NC
22 M2B2_P22_VBUS_SENSE 59 NC
23 NC 60 NC
24 M2B2_P24 61 NC
25 NC 62 NC
26 GND 63 NC
27 GND 64 NC
28 NC 65 NC
29 USB3_RXN 66 SIM_DETECT (Default: NC)
30 SIM_RST 67 RESET
31 USB3_RXP 68 M2B2_P68
32 SIM_CLK 69 NC
33 GND 70 3V3
34 SIM_DAT 71 GND
35 USB3_TXN 72 3V3

19
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36
37

M2E_3701
PIN NO.

— — — o o o ) )
OO AN DdWN VNI hAWN =

W W w wwwwwwhNDNDNDDNDDNDDNDDNDDNDDNDDND
oo NOoOOUT D, WN 2O OV ~NOoOYU S~ WN O

M2B1_3601
PIN NO.

U A WN =
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SIM_VCC
USB3_TXP

DESCRIPTION
GND
3V3
NC
3V3
NC
LED_WIFI_N
GND
NC
CNVi_D1_RXN
CNVi_RESET
CNVi_D1_RXP
NC
GND
CNVi_CLKREQ_N
CNVi_DO_RXN
LED_BT_N
CNVi_DO_RXP
GND
GND
NC
CNVi_CLK_RXN
CNVi_BRI_RSP
CNVi_CLK_RXP
LATCH
LATCH
LATCH
LATCH
LATCH
LATCH
LATCH
LATCH
CNVi_RGI_DT
GND
CNVi_RGI_RSP
NC
CNVi_BRI_DT
NC
NC

DESCRIPTION
NC
3V3
GND
3V3
GND

PIN NO.
39
40
41
42
43
44
45
46
47
48
49

51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75

PIN NO.
39
40
41
42
43

73
74
75

GND
3V3
NC

DESCRIPTION
GND
NC
NC
NC
NC
GND
NC
NC
NC
NC
SUSCLK
GND
NC
NC
NC
NC
NC
GND
NC
CNVi_D1_TXN
NC
CNVi_D1_TXP
NC
GND
NC
CNVi_DO_TXN
NC
CNVi_DO_TXP
NC
GND
NC
CNVIi_CLK_TXN
3V3
CNVi_CLK_TXP
3V3
GND
GND

DESCRIPTION
GND
NC
SATA3_RXP
NC
SATA3_RXN
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6 NC 44 NC
7 NC 45 GND
8 NC 46 NC
9 NC 47 SATA3_TXN
10 NC 48 NC
11 NC 49 SATA3_TXP
12 LATCH 5- NC
13 LATCH 51 GND
14 LATCH 52 NC
15 LATCH 53 NC
16 LATCH 54 NC
17 LATCH 55 NC
18 LATCH 56 NC
19 LATCH 57 GND
20 NC 58 NC
21 NC 59 NC
22 NC 60 NC
23 NC 61 NC
24 NC 62 NC
25 NC 63 NC
26 NC 64 NC
27 GND 65 NC
28 NC 66 NC
29 NC 67 NC
30 NC 68 NC
31 NC 69 NC
32 NC 70 3V3
33 GND 71 GND
34 NC 72 3V3
35 NC 73 GND
36 NC 74 3V3
37 NC 75 GND
38 GND -- --

21
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CHAPTER 3 HARDWARE INSTALLATION

For your safety and to prevent electric shock or damage to the system, ensure all power connections are
disconnected to completely power off the device. Additionally, wear ESD protection gloves while performing

the procedures outlined in this chapter.

Opening the Chassis

1. Power off the system and remove all
power connections.
2. Locate and remove the six (6) screws

on the right, left, and bottom side.

Left Side

Bottom Side

3. Gently slide the chassis cover away
from the system and lift the cover to

remove.

22
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Installing System Memory

The motherboard supports one DDR5 SODIMM with speeds of up to 4800MT/s. Please follow the steps for

installation

1. Power off the system and open the
bottom chassis cover.

2. Locate the system memory slot.

3. Align the notch of module with the
socket key in the slot. Insert the pins at
30 degrees into the socket key until it is
fully seated.

4. Push down on the module until the slot

latch catches and clicks into place.

23
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Installing M.2 Storage (Optional)

The motherboard supports one M.2 storage slot for additional SATA storage. Please follow the steps for

installation.
1. Power off the system and open the

bottom chassis cover.

2. Locate the M.2 slot on the motherboard.

3. Align the notch of the M.2 storage

module with the socket key in the pin L) N T G y——
| el Tl o
FN\JHHIW! i
slot. ! N 215020049135  Made | nc:m
) s O Ra:ea\fanssgn:mma:v—:u
4. Insert the M.2 storage module card pins 1Al = RE——— {1

at 30 degrees into the socket until it is

fully seated.

ADATA
IM253186-256G0  Cap

SiN: 2!5020I]49135 Made in Chma
Rated Voltage/Current 3 3V === 2 84

R—{ LW

5. Push down on the module card and

secure it with a screw. =15 ) e
ADATA
IM253168-256G0 Capac

-
I I e

SN 215020049135  Made in China
Rated Voltage/Curant3 3y —

24
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Installing Wi-Fi Module Card (Optional)

The system provides one M.2 2230 E-Key slot for Wi-Fi module. The Wi-Fi module will require two (2)
antennas. Follow the steps for installation.
1. The Wi-Fi Module Kit includes:
» 1x Wi-Fi Module Card
» 2x SMA Female Cable Sets
» 2x Wi-Fi Antennas

Wi-Fi Module SMA Female Wi-Fi
Bulkhead Set Antennas

2. Power off the system and open the
bottom chassis cover.

3. Locate the M.2 slot on the motherboard.

4. Align the notch of the Wi-Fi module card
with the socket key in the pin slot.

5. Angle the Wi-Fi module card pins at 30
degrees and insert them into the socket

until the card is fully seated.

6. Push down on the module card and secure

with a screw.

25
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Installing Wi-Fi Antennas

@

1. Locate the two (2) antenna hole
placements (A1, A2). Locate the two (2)

IPEX connectors on the Wi-Fi module card.

2. From inside the chassis, insert the SMA P

Female Bulkhead through the antenna SMA Female

hole on the rear panel. Bulkhead

3. From the outside of the system, affix the e GO~

Washer and Nut, then securely tighten the Washer  Nut

Nut using an SMA Torque Wrench.

4. Connect the antenna cables to the IPEX connectors on the Wi-Fi module card.

5. Lastly, fasten the antennas onto the

bulkhead located on the system's exterior.

26
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Installing LTE Module Card (Optional)

The motherboard provides one M.2 3042/3050/3052 slot for LTE/5G expansion. LTE module requires two (2)
antennas, and 5G module requires four (4) antennas. Therefore, only one LTE module or one 5G module can

be installed. Please follow the procedures for LTE module card expansion installation.

1. The LTE Module Kit includes:
» 1x LTE Module Card
» 2x SMA Male Cable Sets

» 2x LTE Antennas Thermal Pad
» 1x Standoff Set
» Ix Thermal pad I
LTEModule  Standoff Set SMAMale |1 Antenna
Cable
2. Power off the system and open the
bottom chassis cover.
3. Locate the M.2 slot on the motherboard.

Position the Standoff set and secure with

a screw.

4. Next, thermal pad placement. Place the
thermal pad on the bottom of the LTE

module card.

27
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4. Align the notch of the LTE module card
with the socket key in the pin slot.

5. Position the LTE module card pins at a 30- ) -

e

degree angle and insert them into the

socket until the card is completely seated.

6. Push down on the module card and secure

it with a screw.

Installing LTE Antennas

5 +-Hoocrr

1. Locate the two (2) antenna hole
placements (A1, A2). Locate the two (2)

IPEX connectors on the LTE module card.

2. From inside the chassis, insert the SMA
Male Bulkhead through the antenna hole A kkate -
on the panel. Bulkhead:,

3. On the outside of the system, attach the
Washer and Nut, and tighten the Nut

using an SMA Torque Wrench.

28
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4. Connect the antenna cables to the IPEX connectors on the LTE module card.

5. Lastly, fasten the antennas onto the
bulkhead located on the system's

exterior.

29
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Installing 5G Module Card (Optional)

The motherboard provides one M.2 slot for 5G/LTE expansion. LTE module requires two (2) antennas, and
5G module requires four (4) antennas. Therefore, only one LTE module or one 5G module can be installed.

Please follow the procedures for 5G module card expansion installation.

1. The 5G Module Kit includes:

» 1x 5G Module Card i ’9

» 4x SMA Male Cable Sets ' | | L Antenna

» 2x Antenna Extension Set pm— ; . Bt
» 4x 5G Antennas AN

» 1x Standoff Set T p——

» 1x Thermal Pad Thermal Pad 5G Module Standoff Set SMA Male  5G Antenna
Cable

2. Power off the system and open the
bottom chassis cover.

3. Locate the M.2 slot on the motherboard.
Place the Standoff in position and secure

with a screw.

4. Next, thermal pad placement. Place the

thermal pad over the standoff.

5. Align the notch of the5G module card
with the socket key in the pin slot.

6. Position the 5G module card pins at a 30-
degree angle and insert them into the

socket until the card is completely seated.

30
www.lannerinc.com
/47206



NCA-1250 User Manual

5. Push down on the module card and secure

it with a screw.

Installing 5G Antennas

1. First, antenna extension setup. Locate the
metal pillars placement on the
motherboard. Then screw in the two
metal pillars.

Antenna Extension Set

LN

Extenders Pillars

2. Then place the Extenders on top of the

pillars, and secure with screws.

3. Then insert the SMA Male Bulkhead
through Extender Antenna Hole. From
the outside of the system, affix the
Washer and Nut, then securely tighten

the Nut using an SMA Torque Wrench.

SMAMale
Bulkhead .,

e e

Washer., MNut.
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www.lannerinc.com
/47206




NCA-1250 User Manual

4. Locate the four (4) IPEX connectors on

the 5G module card.

6. Lastly, fasten the antennas onto the
bulkhead located on the system's

exterior.

32
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Installing SIM Card (Optional)

The SIM slot on the front panel supports an LTE/5G module (optional). The SIM socket support push-push

mechanism, allowing inserting and ejecting the SIM card to be as easy as one push.

1. Locate the SIM card slot cover on the front panel. Loosen the two screws that secure the SIM slot cover
and remove the slot cover. With the gold contacts on the SIM card facing downwards and the cut edge

of the SIM card on the left side, push the SIM card all the way in until it clicks into place.

-'E’;i_;_ !,
i I

2. To remove the SIM card, use your fingertip to push it a little to have the card automatically ejected.
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Rackmount the System (Optional)

With the rackmount kit, this system can be fixed onto rack posts. Please contact Lanner 's sales representative
for purchasing this kit.
The Rackmount Kit includes:
» 2x Ear Bracket
» Ix Adapter Bracket

» Ix Adapter Clip

» 1x Screws Pack
(For bracket and rack-mounting)

o2

Adapter Clip ~ Screws
Adapter Bracket

Ear Bracket

Attaching the Assembly to the Chassis
1. Align the ear bracket with the side panel's
screw holes on one side of the system and

secure it using three (3) screws.

2. Secure the other ear bracket to the other side

of the system.

——

3. Attach the adapter holder to the left side

panel with two screws.
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4. Designed for a 12V adapter, position the
adapter onto the bracket. Then, attach the
adapter clip, and fasten it using the two (2)

provided screws.

N o e e e

5. Arrange the adapter's cables within the
adapter bracket.
6. Connect the power adapter's connector to

the system's rear panel power supply jack.

Installing the System to the Rack
1. Install a shelf in the rack to support the system (recommended). Hold the system with the front facing
you, lift it gently and place it into the rack. Secure the brackets to the rack rails using rack-mounting

SCrews.

n
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Wallmount the System (Optional)

With the Wall-mount Kit, this system can be fixed on the wall surface. Please contact Lanner's sales

representative for purchasing this kit.

1. The Wallmount Kit includes:

» Ix pair of Wall Brackets
» Ix Screw Pack

Wall Brackets

"

Screws

2. Turn the system over, and attach the wall
brackets to its underside, fastening them securely

using the four provided screws.

3. Measure and mark the exact location on the wall
for the system. Drill four (4) holes to align with

the bracket's mounting holes.

Note: The demonstrated screw type can fit in general
drywall or shelves. Please identify the wall type
and select a suitable fixing approach to fix this

system to the wall and consult qualified trained

person if you are unsure.

4. Insert the wall plugs into the drilled holes, then

insert the long screws into the wall plugs. M4 x 2mm

M3 x 19.5mm
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5. Position the system's wall brackets to line up with

the four screws on the wall.

6. Attach the system by aligning its bracket holes

with the wall screws, then press downward on the

system to secure.

7. Ensure optimal airflow ventilation for the system
by clearing obstructions around its intake and

exhaust openings, and by organizing cables BBters the
enclosure through

effectively to create sufficient space. g
the fan(s).

A

Hot air is exhausted out of
the side panel.
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CHAPTER 4 SOFTWARE SETUP
BIOS Setup

To enter the BIOS setup utility, simply follow the steps below:

1. Boot up the system.

2. The system has AMI BIOS built-in, with a SETUP utility that allows users to configure required settings or
to activate certain system features. Pressing the <Tab> or <Del> key immediately allows you to enter

the Setup utility.

>€ select a setup screen, for instance, [Main], [Advanced],[IntelRCSetup], [Security],
[Boot], and [Save & Exit]

™ select an item/option on a setup screen
<Enter> select an item/option or enter a sub-menu
+/- to adjust values for the selected setup item/option
F1 to display General Help screen
to retrieve previous values, such as the parameters configured the last time you
F2 had entered BIOS.
F3 to load optimized default values
F4 to save configurations and exit BIOS
<Esc> to exit the current screen
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Setup main page contains BIOS information and project version information.

/ + N
| BIOS Information ~1 |
| BIOS Vendor American Megatrends = |
| Core Version 5.26 L | |
|| Compliancy UEFI 2.8; PI 1.7 LY | |
| Project Version FNCB1250A00006V110 L | |
| Build Date and Time 11/17/2023 09:47:07 L4 | |
| Access Level Administrator 4 | |
i L | |
| Processor Information | |
| Name AlderLake ULX x| 1
| Type Incel (R) Atvom(TIM) *|><: Select Screen |
| x7211E *|*v: Select Item |
| Spesd 1000 MHz * |Entexr: Select |
| +|+/-: Change Opt. 1
| Memory Information +|Fl: General Help |
| Total Memory 8152 MB +|F2: Previous Values |
| Memory Frequency 4800 MHz +|F3: Optimized Defaults |
] v|F4: Save & Exit 1
| |ESC: Exit |
\ + /
| Version 2.22.1285 Copyright (C) 2023 aMr |
I L et b e ]
1 PCH Information * |[Enter: Select I
| Name PCH-N *|+/-: Change Opt. |
| PBCE SKU N IOT Premium SKU *|Fl: General Help |
| *|EF2: Previous Values |
| System Date [Wed 04/19/2023] *|F3: Optimized Defaults |
I [ :04:28) v|F4: Save & Exitc |
1 |ESC: Exit |
\ + /|

T T

BIOS Vendor: American Megatrends

Core Version: AMI Kernel version, CRB code base, X64
Compliancy: UEFI version, Pl version

BIOS Information . . .
Project Version: BIOS release version

Build Date and Time: MM/DD/YYYY
Access Level: Administrator / User
Processor Information  Information of platform processor
Memory Information  Information of memory
PCH Information Information of platform pch
To set the Date, use <Tab> to switch between Date elements.
Default Range of Year: 1998-9999
Default Range of Month: 1-12
Days: dependent on Month.

System Date

System Time To set the Date, use <Tab> to switch between Date elements.
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Advanced Menu

Select the Advanced menu item from the BIOS setup screen to enter the “Advanced” setup screen. Users

can select any of the items in the left frame of the screen.

\
| |Configure Connectivity |
|> CPU Configuration |related options |
|> Power & Performance | |
|> PCH-FW Configuration | |
|> Trusted Computing | |
|> Control PXE Boot | |
|> F81804 Super IO Configuration | |
|> Hardware Monitor | |
|> Serial Port Console Redirection | |
|> PCI Subsystem Settings |- |
|> USB Configuration |><: Select Screen |
|> Network Stack Configuration |*v: Select Item |
|> CSM Configuration |Enter: Select |
|> SDIO Configuration |+/-: Change Cpt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Cptimized Defaults |
| |F4: Save & Exit |
1 |ESC: Exit 1
\ /
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Connectivity Configuration

Aptio Setup - AMI
Advanced
= == == e \
| CNVi Configuration ~|This option configures *|
| +|Connectivity. |
| Wi-Fi Core [Enabled] *| [Auto Detection] means *|
| BT Core [Enabled] *|that if Discrete x|
| BT Audio Offload [Disabled] *|solution is discovered +]|
| RFI Mitigation [Enabled] *|it will be enabled by +|
| *|default. Otherwise +1
| CoExistence Manager [Disabled] *|Integrated seclution -vﬂ
| *] |
| Preboot BLE [Disabled] R S I
| *|><: Select Screen |
| Discrete Bluetooth [USB] *|*v: Select Item |
| Interface *|Enter: Select |
| BT Tile Mode [Disabled] *|+/-: Change Opt. |
| *|Fl: General Help |
| Advanced settings [Disabled] *|F2: Previous Values |
| *|F3: Optimized Defaults |
|> WWAN Configuration v|F4: Save & Exit |
] |[ESC: Exit |
\ - - - e — /

T T

This option configures Connectivity.

Disable [Auto Detection] means that if Discrete solution is discovered it will be
Integrated  enabled by default. Otherwise Integrated solution (CNVi) will be enabled;
CNVi Mode
Auto [Disable Integrated] disables Integrated Solution.
Detection NOTE: When CNVi is present, the GPIO pins that are used for radio
interface cannot be assigned to the other native function.
Enabled
Wi-Fi Core This is an option intended to Enable/Disable Wi-Fi Core in CNVi
Disabled
Enabled
BT Core This is an option intended to Enable/Disable BT Core in CNVi
Disabled

This is an option to Enable/Disable BT Audio Offload which enables
Disabled audio input from BT device in HFP format to the audio DSP and enables
BT Audio Offload
Enabled power efficient audio output to BT device via A2DP format. This feature
only support with Intel(R) Wireless-AX 22560

This is an option intended to Enable/Disable DDR-RFIM feature for

Enabled
RFI Mitigation Disabled Connectivity This RFI mitigation feature may result in temporary
isable
slowdown of the DDR speed.
Disabled
Preboot BLE This will be used to enable Preboot Bluetooth function

Enabled

Discrete
Disabled

Bluetooth USB Serial 10 UARTO needs to be enabled to select BT interface

Interface
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Disabled
BT Tile Mode Enable/Disable Tile
Enabled
Disabled ) ] )
Advanced settings Configure ACPI objects for wireless devices
Enabled

42

www.lannerinc.com
/4726



NCA-1250 User Manual

WWAN Configuration

“rawre | opos | mapen

Disabled
Select the M.2 WWAN Device options to enable 4G - 7360/7560
WWAN Device 4G - 7360/7560 _
(Intel), 5G - M80 (MediaTek) Modems
5G - M80
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CPU Configuration
Aptio Setup — BAMI
Advanced

= = = = + = \
| CPU Configuration ~|Displays the E-core |
| * | Information |
| A |
|> Performance-core Information *:] |
I G| |
| ID O0xBOGED i |
| Brand String Intel (R) Atom(TM) 2] |
| XT425E i | |
| VMY Supported | |
| SMX/TXT Not Supported *| ——=|
| *|><z Select Screen |
| Hardware Prefetcher [Enabled] *|%y: Select Item |
| Adjacent Cache Line [Enabled] *|Enter: Select |
| Prefetch *|+/-: Change Opt. |
| Intel (VMX) [Enabled] *|Fl: General Help |
| Virtualization *|F2: Previous Values |
| Technology +|F3: Optimized Defaults |
| AVX [Enabled] V|F4: Save & Exit |
| |ESC: Exit

\ — e

| BES [Enabled] *|F3: Optimized Defaults |

| MonitorMWait [Enabled] v|F4: Save & Exit |

| |ESC: Exit |

T | Gms o mmws
Disabled
Hardware Prefetcher To turn on/off the MLC streamer prefetcher.
Enabled
Adjacent Cache Disabled ) _ )

) To turn on/off prefetching of adjacent cache lines.

Line Prefetch Enabled

Intel (VMX)

Disabled When enabled, a VMM can utilize the additional hardware
Virtualization
Enabled capabilities provided by Vanderpool Technology.

Technology
Disabled ) .
AES Enable/Disable AES (Advanced Encryption Standard)
Enabled
Disabled Enable/Disable MonitorMWait, if Disable MonitorMwait, the AP
MonitorMWait

Enabled threads Idle Manner should not set in MWAIT Loop
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Efficient-Core Information

Performance-Core Information

NA
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Power & Performance

Aptio Setup - AMI

Advanced
=== = = = = = = & - = n
| Power & Performance |CPU - Power Management
| |Control Options
| I
|> GT - Power Management Control

N

|

|

|

|
| |
[ |
! |
| |
I |
| |
| |><: Select Screen |
| |*v: Select Item |
| |Enter: Select |
| |+/—: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
[ |F3: Optimized Defaults |
| |Fd4: Save & Exit |
| |ESC: Exit (]
\ /

o — - — — — 1 — — -
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CPU - Power Management Control

Advanced
[mmm e - - e -
CPU - Power Management Control |Select the performance
| state that the BIOS
|will set starting from
| reset vector.

|

|
|
|
|

I
|
|
|
l
|
|
|
|
l
| |><: Select Screen
|
|
|
|
|
|
l
|

|*v: Select Item

|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values

|F3: Optimized Defaults

|Fd: Save & Exit

|ESC: Exit 1
e =S === e e It

T T S

Max Battery
Boot performance Select the performance state that the BIOS will set
Max Non-Turbo Performance
mode starting from reset vector.
Turbo Performance

e —— S p———
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GT - Power Management Control

Aptio Setup - AMI

Advanced

3 ____\

GT - Power Management Control |Check to enable render
| standby support.
|

Maximum GT frequency [Default Max |

Frequency] |

Disable Turbo GT [Enabled] |

frequency |
|
|

|

|

|

|

|

|

|

|

|

|
|><: Select Screen |
|~v: Select Item |
|Enter: Select |
|+/-: Change Opt. I
|Fl: General Help I
|F2: Previous Values |
|F3: Optimized Defaults I
|F4: Save & Exit |
|ESC: Exit i
/

/
|
|
|
|
|
|
|
|
|
| | = ==
|
I
|
|
|
|
I
|
|
\

"o | opons | Deapen

RC6 (Render Disabled
Check to enable render standby support.
Standby) Enabled
Maximum GT frequency limited by the user. Choose
Maximum GT Default Max
between 300MHz (RPN) and 1550MHz (RPO). Value beyond
frequency Frequency ) ) _
the range will be clipped to min/max supported by SKU
Disable Turbo GT Enabled Enabled: Disables Turbo GT frequency. Disabled: GT
frequency Disabled frequency is not limited
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PCH-FW Configuration

|> Firmware Update Configuration
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Firmware Update Configuration

Advanced

== — —en f— — — — —

|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|

|Enable/Disable Me FW
| Image Re-Flash function.
|

I
|
I
I
|
|

|
|><: Select Screen

|*w: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

e

T T N

Me FW Image Disabled
Re-Flash Enabled

Enable/Disable Me FW Image Re-Flash function.
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Trusted Computing

Advanced

/ + \
| Configuration |Enables or Disables |
| |BICS support for |
| |security device. 0.S5. |
| NO Security Device |will not show Security |
| Found |Device. TCG EFI |
| |protocol and INT1A |
| |interface will not be |
| |available. |
| | |
| | |
| |
| |
| |
| |
| |
I |
| |
| |
| |
\ /

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaulcs
|F4: Save & Exit

|ESC: Exit

Enables or Disables BIOS support for security device. O.S. will

Security Device Disable ) )
not show Security Device. TCG EFlI protocol and INT1A
Support Enable . . .
interface will not be available.
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Control PXE Boot

Contrcl PXE Boot [Disabled]

| Featwe | Options | Descripton

Disabled
LAN2
LAN3
Control PXE Boot Control PXE Boot from 1226 Lan#
LAN4
LANS

LANG6
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F81804 Super 10 Configuration

Aptio Setup - AMI

Advanced

F81804 Super IO Configuration |Sset Parameters of
|Serial Port 1 (COMA)
Super IC Chip F81804 |

\

[

|

[

|

[

[

|

[

|

| |
|><: Select Screen |
| *v: Select Item |
|Enter: Select |
|+/-: Change Opt. |
|Fl: General Help |
|F2: Previous Values |
|F3: Optimized Defaults |
|F4: Save & Exit |
|[ESC: Exit |
/

——— -_— - e ——— -_—

e
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Serial Port 1 Configuration

Serial Port [Enabled]

| Featwe | Options | Description |

Disabled
Serial Port Enable or Disable Serial Port (COM)
Enabled
Device Settings N/A [0=3F8h; IRQ=4;
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Serial Port 2 Configuration

Advanced

/
|
|
|
|
|
|
|
|
|
| S e
|
|
|
|
|
|
|
|
|
\

= — £ — -

=1
+

Serial Port 2 Configuration |Enable or Disable
|Serial Port (COM)

Device Settings I0=2F8h; IRQ=3:

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|F1: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

el e e

T T R

Disabled
Serial Port Enable or Disable Serial Port (COM)
Enabled

Device Settings N/A |0=2F8h; IRQ=3;
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Hardware Monitor

/ - A\
| Pc Health Status | |
| | |
| SYS51 Temp : +32 C | |
| SYS2 Temp : #35 C | |
| CPU Temp : 433 C | |
| CPU VCCRE : +0.6%96 V | |
| VBAT : +3.072 V 1 |
| 3.3V : +3.328 Vjj 1 |
| VSB3.3V : +3.328 V 1 |
| VSBSV : 45.088 V 1 |
| |><: Select Screen |
| |*v: Select Item |
| |Entexr: Select |
| |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |EF3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit |
\ + /

= ===~ S

SYS1 Temp This value reports the System temperature
SYS2 Temp This value reports the System temperature (Close to CPU)
CPU Temp This value reports the CPU temperature
FAN1 Speed This value reports the Fan1 speed
CPU VCORE This value reports the CPU VCORE Input voltage
VBAT This value reports the VBAT Input voltage
3.3V This value reports the 3.3V Input voltage
VSB3.3V This value reports the VSB3.3V Input voltage
VSB5V This value reports the VSB5V Input voltage
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Serial Port Console Redirection

Advanced
== - - e A \
| |Console Redirection
| CcoM0 |Enable or Disable.

| |
|> Console Redirection Settings |
| |
| Legacy Console Redirection |
|> Legacy Console Redirection Settings |
| |

|

I

|

|

| |><: Select Screen

| |*v: Select Item

| |[Enter: Select

| |+/-: Change Opt.

| |Fl: General Help

| |F2: Previous Values
| |F3: Optimized Defaults
| |F4: Save & Exit

| |ESC: Exit

\ L

" rawre | opom | Deiptn |

o Disabled o ]
Console Redirection Console Redirection Enable or Disable.
Enabled
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Console Redirection Settings

Advanced
/ + \
|  CcoMO |Emulation: ANSI: S |
| Console Redirection Settings |Extended ASCII char |
| Iset. VT100: ASCII char *|
| |set. VT100Plus: Extends *|
| Bits per second [115200] IVT100 to support color, *|
| Data Bits 8] | function keys, etc. x|
| Parity [None] |VI-UTF&8: Uses UTF8 +|
| Stop Bits [1] |lencoding to map Unicode v|
| Flow Control [None] | |
| VT-UTF8 Combo Key [Enabled] ==== |
| Support |><: Select Screen |
| Recorder Mode [Disabled] |*v: Select Item |
| Resolution 100x31 [Disabled] |Enter: Select |
| Putty KeyPad [VT100] |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |IF4: Save & Exit |
| |ESC: Exitd |
\ = i e = /

Emulation:
VT100 ANSI: Extended ASCII char set.
VT100+ VT100: ASCII char set.

Terminal Type
VT-UTF8 VT100+: Extends VT100 to support color, function keys, etc.

ANSI VT-UTF8: Uses UTF8 encoding to map Unicode chars onto 1 or
more bytes.
9600
19200 Selects serial port transmission speed. The speed must be
Bits per second 38400 matched on the other side. Long or noisy lines may require lower
57600 speeds.
115200
7
Data Bits g Data Bits
None
Even
) A parity bit can be sent with the data bits to detect some
Parity Odd o
transmission errors.
Mark
Space
1
Stop Bits 5 Stop bits indicate the end of a serial data packet.
None
Flow Control Hardware Flow control can prevent data loss from buffer overflow.
RTS/CTS
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VT-UTF8 Combo Disabled Enable VT-UTF8 Combination Key Support for ANSI/VT100
Key Support Enabled terminals
Disabled With this mode enabled only text will be sent. This is to capture
Recorder Mode
Enabled Terminal data.
Disabled
Resolution 100x31 Enables or disables extended terminal resolution.
Enabled
VT100
LINUX
XTERMR6
Putty KeyPad SCO Select FunctionKey and KeyPad on Putty.
ESCN

VT400
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Legacy Console Redirection Settings

Aptio Setup -

Advanced

e + — —
Legacy Console Redirection Settings |Select a COM port to
|display redirection of
|Legacy OS and Legacy
Resolution [80x24] | CPROM Messages
Redirect After POST [Always Enable] |

|
|
|
|
|
|
|
|
|
I
| |><: Select Screen
| |*v: Select Item
|
I
|
|
|
|
|
\

|Enter: Select

|+/~: Change Opt.

|Fl: General Help

|F2: Previous Values
|IF3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

— -_—— —_— — R R _+ -_ - -

"ot | opons | Dmapen

N e -

Redirection COM COMO Select a COM port to display redirection of Legacy OS and Legacy
Port OPROM Messages
80x24 On Legacy OS, the Number of Rows and Columns supported
Resolution
80x25 redirection

When Bootloader is selected, then Legacy Console Redirection is
Always Enable  disabled before booting to legacy OS. When Always Enable is

Redirect After POST o
BootLoader selected, then Legacy Console Redirection is enabled for legacy

OS. Default setting for this option is set to Always Enable.
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PCl Subsystem Settings

Aptio Setup - AMI
Advanced
n = - ——t \
| AMI PCI Driver Version : A5.01.28 |Globally Enables or |
| |Disables 64bit capable |
| PCI Settings Common for all Devices: |Devices to be Decoded |
| |in Above 4G Address |
| Re-Size BAR Support [Disabled] |Space (Only if System |
| SR-IOV Support [Disabled] |Supports €4 bit PCI |
| | Decoding) . |
| Change Settings of the Following PCI Devices: I |
| | |
| WARNING: Changing PCI Device(s) settings may | |
| have unwanted side effects! System may HANG! [><: Select Screern |
| PROCEED WITH CAUTION. |*v: Select Item |
| |Enter: Select |
I |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit 1

" ranre | opons | Dupin |

Disabled
Above 4G Decoding

Enabled

Disabled

SR-IOV Support

Enabled

Disabled
Re-Size BAR Support

Enabled

Disables 64bit capable Device Resources to be Allocated
in Above 4G Address Space.

If system has SR-IOV capable PCle Devices, this option
Enables or Disables Single Root IO Virtualization
Support.

If system has Resizable BAR capable PCle Devices, this
option Enables or Disables Resizable BAR Support.
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USB Configuration
Advanced

= + \
| USB Configuration *|Enables Legacy USB I
| * |support. AUTO option |
| USB Module Version 28 *|disables legacy support |
| *|if no USB devices are |
| USB Controllers: * |connected. DISABLE |
| 1 XHCI *|option will keep USB |
| USB Devices: *|devices available only |
| 1 Keyboard *|for EFI applications. |
| ) |
| *| |
| XHCI Hand-off [Enabled] *|><: Select Screen |
| USB Mass Storage [Enabled] *|~y: Select Item |
| Driver Support *|Enter: Select I
| *|+/-: Change Opt. |
| USB hardware delays *|Fl: General Help |
| and time-outs: +|F2: Previous Values |
| USB transfer time-out [20 sec] +|F3: Optimized Defaults |
| Device reset time-cut [20 sec] v|F4: Save & Exit |
I [ESC: Exit |
\ i

e ———

e +

*|F2: Previous Values
*|F3: Optimized Defaults
il v|F4: Save & Exit
|ESC: Exit

P e el

+

BT T

Enabled
Legacy USB

Disabled

Support Auto
XHCI Hand-off Fnabled
Disabled
USB Mass Storage Disabled
Driver Support Enabled

1 sec

USB transfer 5 sec
time-out 10 sec

20 sec

10 sec

Device reset 20 sec
time-out 30 sec

40 sec

Device power-up Auto
delay Manual

Enables Legacy USB support.

Auto option disables legacy support if no USB devices are connected.
Disabled option will keep USB devices available only for EFI
applications.

This is a workaround for OSes without XHCI hand-off support. The
XHCI ownership change should be claimed by XHCI driver.

Enable/Disable USB Mass Storage Driver Support.

The time-out value for Control, Bulk, and Interrupt transfers

USB mass storage device Start Unit command time-out

Maximum time the device will take before it properly reports itself to
the Host Controller. Auto uses default value: for a Root port, it is 100

ms, for a Hub port the delay is taken from Hub descriptor.
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Network Stack Configuration

_— e e e \
|Enable/Disable UEFI

IPv4 PXE Support [Enabled] |Network Stack

IPv4 HTTP Support [Disabled] |

IPv6é PXE Support [Disabled] |

IPv6 HTTP Support [Disabled] |

PXE boot wait time 0 |

Media detect count il |
|

|><: Select Screen
|*v: Select Item
|Enter: Select
|+/-: Change Opt.
|Fl: General Help
|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit
|ESC: Exitl]
——————————— - ————— ————— + - ————————)

/
|
|
|
|
|
I
|
|
|
|
!
|
|
I
|
|
|
|
l
\

" rewre | opons | Do

Disabled
Network Stack Enable/Disable UEFI Network Stack
Enabled

Disabled Enable/Disable IPv4 PXE boot support. If disabled, IPv4 PXE
IPv4 PXE Support
Enabled boot support will not be available.

Disabled Enable/Disable IPv4 HTTP boot support. If disabled, IPv4
IPv4 HTTP Support ) ]
Enabled HTTP boot support will not be available.

Disabled Enable/Disable IPv6 PXE boot support. If disabled, IPv6 PXE
IPv6 PXE Support ) )

Enabled boot support will not be available.

Disabled Enable/Disable IPv6 HTTP boot support. If disabled, IPv6
[Pv6 HTTP Support

Enabled HTTP boot support will not be available.

Wait time in seconds to press ESC key to abort the PXE boot.
PXE boot wait time 0 ] )
Use either +/- or numeric keys to set the value.

Number of times the presence of media will be checked. Use

Media detect count 1 . .
either +/- or numeric keys to set the value.
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CSM Configuration

CS5M Support [Disabled]

e | optens | Depion

Disabled
CSM Support Enable/Disable CSM Support.
Enabled
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SDIO Configuration

Setup - AMI
Advanced

| SDIo Configuration ~|Auto Option: Access SD |
| ' * |device in DMA mode if |
I *|controller supperts |
[ *|it,otherwise in PIO |
| Mass Storage Devices: *|mode.DMA Option: Access |
| *|SD device in DMA |
| * |mode.PIO Option: Access |
| Bus 0 Dev 1A Func 0 *|8D device in PIO mode. |
[ eMMC M52516(15.6GB) [Auto] x| |
| *| ===
I |
I [
I |
I |
| |
I |
I |
| |
I

\

*|><: Select Screen
+|*v: Select Item
+|Enter: Select

+|+/-: Change Opt.

+|Fl: General Help

+|F2: Previous Values
+|F3: optimized Defaults
v|F4: Save & Exit

|ESC: Exit

It

e oo e

Auto
Auto Option: Access SD device in DMA mode if controller

SDIO Access ADMA
supports it, otherwise in PIO mode. DMA Option: Access SD

Mode SDMA
bIO device in DMA mode. PIO Option: Access SD device in PIO mode.
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Chipset Page

Select the “Chipset” item from the BIOS setup screen to enter the Chipset page. Users can select any of the

items in the left frame of the screen.

|System Agent (SA)
> PCH-IO Configuration | Parameters
|

!
|
|
|
|
|
|
|
!
|
| |><: Select Screen |
! |*wv: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |Fl: General Help I
| |F2: Previous Values |
! |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit m
\
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System Agent (SA) Configuration

Aptio Setup - AMI

|ESC: Exit

f—=== == e = e \
| System Agent (SA) Configuration |VT-d capability |
| | |
| VT-d Supported | |
| | |
| | |
| | |
| Control Iommu [Enable IOMMU during | |
| Pre-boot Behavior boot] | |
| X2APIC Opt out [Disabled] | |
| DMA Control Guarantee [Enabled] | |
| In-Band ECC Support [Disabled] |><: Select Screen |
il |"v: Select Item |
1! |Enter: Select |
11 |+/-: Change Opt. |
1l |Fl: General Help I
Bl |F2: Previous Values [
] |F3: Optimized Defaults |
1l |F4: Save & Exit |
|

N

“rawre | optens | Deipion

Disabled
VT-d VT-d capability
Enable
Enable IOMMU in Pre-boot environment (If DMAR table
Disable IOMMU

Control lommu ) is installed in DXE and If VTD_INFO_PPI is installed in
Enable IOMMU during boot

PEL)
Enabled
X2APIC Opt Out Enable/Disable X2APIC_OPT_OUT bit
Disabled
DMA Control Enabled
Enable/Disable DMA_CONTROL_GUARANTEE bit
Guarantee Disabled
In-Band ECC Enabled Enable/Disable In-Band ECC. Will be enabled if memory
Support Disabled has symmetric configuration
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PCH-10 Configuration

PCH-IO Configuration | SATA Device Options
|Settings
|

—_—— = =

|> Security Configuration
|> TSN GBE Configuration
| Rstore Power Loss [Last Scace]

|

|

|

|

| |><: Select Screen

| |*v: Select Item

| |Enter: Select

I |+/-: Change Opt.

| |F1l: General Help

| |F2: Previous Values

I |F3: Optimized Defaults
| |F4: Save & Exit

i
A\

.y | g, | | s ) .. . i

|ESC: Exit

T T

Power On

Restore AC Specify what state to go to when power is re-applied
Power Off

Power Loss after a power failure (G3 state).
Last State
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SATA Configuration

Chipset

| SATA configuration |Enable/Disable SATA |
| |Device. |
I | |
| SATA Mode Selection [AHCTI] | |
| | |
| Serial ATA Port 1 Empty | |
| I |
I | |
| | |
| == |
| |><: Select Screen |
| |*w: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |Fl: General Help |
I |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit |
\

T T S

Enabled )
SATA Controller(s) Enable/Disable SATA Device.
Disabled
SATA Mode Selection AHCI Determines how SATA controller(s) operate.
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Security Configuration

Security Configuration |Enable will lock bytes
138h-3Fh in the
|lower/upper 128-byte

BIOS Lock [Enabled] |bank of RTC RAM

Force unlock on all [Disabled] 1

GPIO pads

I
|><: Select Screen

|“v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Cptimized Defaults
|F4: Save & Exit

|ESC: Exit

\
l
I
I
I
I
I |
| 1
l l
I I
I
|
1
|
1
|
I
I
|

e

" rewe | opions | Ducigen

Enabled Enable will lock bytes 38h-3Fh in the lower/upper 128-byte bank

RTC Memory Lock
Disabled of RTC RAM.

Enabled Enable/Disable the PCH BIOS Lock Enable feature. Required to

Bios Lock
Disabled be enabled to ensure SMM protection of flash.
Force unlock on all Enabled
‘ If Enabled BIOS will force all GPIO pads to be in unlocked state
GPIO pads Disabled
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TSN GBE Configuration

o Setup — AMI

Chipset

= = t \
I |Enable/Disable TSN LAN. |
| PCH TSN Port Link [RefClk 38.4Mhz 1Gbps] | |
| Speed ' I |
| | |
| | |
| | |
I | |
| | |
| | |
I I |
| |><: Select Screen |
| [“¥: Select Item |
| |Enter: Select |
I |+/-: Change Opt. |
| |F1: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit |
T T
PCH TSN LAN Enabled
Enable/Disable TSN LAN Device.
Controller Disabled
PCH TSN Port Link RefClk 38.4Mhz 1Gbps
Select TSN LANLink Speed
Speed RefClk 38.4Mhz 2.5Gbps
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Security page

Select the “Security” item from the BIOS setup screen to enter the Security page. Users can select any of

the items in the left frame of the screen.

|

Main Advanced Chipset JECloltStaill Boot Save & Exi
Pie== = = = + = = = \
~|Set Administrator |
If ONLY the Administrator's password is set, * | Password |
then this only limits access to Setup and is | |
only asked for when entering Setup. x| |
If ONLY the User's password is set, then this %] |
is a power on password and must be entered to x| |
boot or enter Setup. In Setup the User will % |
have Administrator rights. x| |
The password length must be | |
in the following range: -3, == == ===
Minimum length 3 *|><: Select Screen |
Maximum length 20 *|~v: Select Item |
*|Enter: Select |
*|+/-: Change Opt. |
User Password +|Fl: General Help |
+|F2: Previous Values |
+|F3: Optimized Defaults |
|> Secure Boot v|F4: Save & Exit |
|ESC: Exit |
== = = = = = + = = = /

www.lannerinc.com
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Setup Administrator

Password

If ONLY the Administrator's password is set, it only limits access to

Setup and is only asked for when entering Setup.

If ONLY the User's password is set, it serves as a power-on password

User Password

have Administrator rights.
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Secure Boot

Aptio Setup - AMI

Security

e O = = = e S L e — =

| System Mode Setup |Secure Boot feature is
| |Active if Secure Boot

| |is Enabled,

| Not Active |Platform Key(PK) is

| |enrolled and the System
| Secure Boot Mode [Custom] |is in User mode.

|> Restore Factory Keys |The mode change

|> Reset To Setup Mode |requires platform reset
| |
|> Key Management |
|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|[F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit

e

" rauwre | optos | waer

Secure Boot feature is Active if Secure Boot is Enabled,

Disabled
Secure Boot Enabled Platform Key (PK) is enrolled and the System is in User mode.
nable
The mode change requires platform reset
Secure Boot mode options: Standard or Custom. In Custom
Standard ) ) ]
Secure Boot Mode c mode, Secure Boot Policy variables can be configured by a
ustom

physically present user without full authentication
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Key Management

Security
/ — — = : . — = . . . =y
| Vendor Keys Valid |Install factory default |
| | Secure Boot keys after |
| : |the platform reset and |
|> Restore Factory Keys Iwhile the System is in |
|> Reset To Setup Mode | Setup mode |
|> Export Secure Boot wvariables | |
|> Enroll Efi TImage | |
| I I
| Secure Boot variable | Size| Keys| Key Source | |
|> Platform Key (PK) | 0l 0| No Keys | =
|> Key Exchange Keys | o} 0| No Keys |><: Select Screen |
|> Authorized Signatures| ol 0| No Keys |*v: Select Item |
|> Forbidden Signatures| 0] 0] No Keys |Enter: Select |
|> Authorized TimeStamps | 0l 0] No Keys |+/-: Change Opt. I
|> OsRecovery Signatures| 0| 0| No Keys |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit f
\ : = = == = == ==/
I e
Factory Key Disabled Install factory default Secure Boot keys after the platform
Provision Enabled reset and while the System is in Setup mode
Restore Factory N Force System to User Mode. Install factory default Secure
one
Keys Boot key databases
Reset To
None Delete all Secure Boot key databases from NVRAM
Setup Mode
Export Secure N Copy NVRAM content of Secure Boot variables to files in a
one
Boot variables root folder on a file system device

Allow the image to run in Secure Boot mode. Enroll SHA256
Enroll Efi Image None Hash certificate of a PE image into Authorized Signature
Database (db)
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Boot Page

Select the “Boot” item from the BIOS setup screen to enter the Boot page. Users can select any of the items

in the left frame of the screen.

/

| Boot Configuration |Number of seconds to |
| |wait for setup |
| Bootup NumLock State [On] |lactivation key. |
| | 65535 (OXFFFF) means |
| Boot mode select [UEFI] |indefinite waiting. |
| | |
| FIXED BOOT ORDER Priorities | |
| Boot Option #1 [UEFI Hard Disk] | |
| Boot Option #2 [UEFI USB Device] | |
| Boot Option #3 [UEFI Network] |—- - -
| |><: Select Screen |
| |~v: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |Esc: Exit] |
\ /

T T

Setup Prompt : The number of seconds to wait for setup activation key.

Timeout 65535 means indefinite waiting.

Bootup NumLock On
Select the keyboard NumLock state
State Off
LEGACY
Boot mode select UEFI Select boot mode LEGACY/UEFI
DUAL

* Default Boot Priority: Hard Disk > USB - Network
* Choose specifies boot device priority sequence from available Group device.

* Choose boot priority from boot option group.
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Save and Exit Page

Select the “Save and Exit" item from the BIOS setup screen to enter the Save and Exit page. Users can select

any of the items in the left frame of the screen.

Aptio Setup - AMI

ifelelell Save & Exit

Save Options |Exit system setup
|without saving any
Save Changes and Reset | changes.

|
Default Options
Restore Defaults

|
|
[
Boot Override |
Launch EFI Shell from filesystem device |
|><: Select Screen
|*v: Select Item
|Enter: Select
|+/-: Change Opt.
[Fl: General Help
|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit
|ESC: Exit

|
|
1
|
|
|
I
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: |
MU e e e e e e e e — —— — — — ——

H Discard Changes and Exit
Select this option to quit Setup without saving any modifications to the system configuration. The following
window will appear after the “Discard Changes and Exit" option is selected. Select “Yes" to Discard changes
and Exit Setup.

- Exit Hithout Saving

Quit without saving?

H Save Changes and Reset

When Users have completed the system configuration changes, select this option to save the changes and
reset from BIOS Setup in order for the new system configuration parameters to take effect. The following
window will appear after selecting the “Save Changes and Reset” option is selected. Select “Yes” to Save

Changes and reset.

———— — SRVEOL TENE]

i
| Save configuration and reset? |
|
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M Restore Defaults

Restore default values for all setup options. Select “Yes” to load Optimized defaults.

Load Optimized Defaults

Load Optimized Defaults?

PS: The items under Boot Override will depend on devices connected on the system.
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APPENDIX A: LED INDICATOR EXPLANATIONS

» System Power / Status / HDD Activity

O Green : Power
. Green / Red : Status
Q Amber : HDD

COLOR COLOR
LED LED ACTION DESCRIPTION
ON LCM ON BOARD

POWER Green Green Steady When system power on
Off Off N/A No power on
STATUS Green Green Steady control by GPIO
Amber Red Steady control by GPIO
control by GPIO (Default)
Off Off N/A
or No power on
HDD Blinking indicates HDD activity,
Amber Amber Blinking
Include SATA / NVME
Off Off N/A No data access or No power on
» RJ-45 LAN LED
2.5G/10G

Green /
Green Amber

2.5Gb RJ-45 Define:

10/100M Blinking / Data access OFF
1G Blinking / Data access ON (Amber)
2.5G Blinking / Data access ON (Green)

1. When cable is plug-in and network is linked. Both LED lights will be bright. The behavior is as defined.
2. Without the Cable plug-in, the LED should be off
3. If LAN Driver controls the LED, the behavior will follow the driver
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APPENDIX B: ENABLE 2.5GBE LAN FUNCTIONALITY

The NCA-1250 features the Intel® i226 Ethernet Controller. To activate the Intel® i226 2.5GbE LAN
capabilities, ensure your Linux Kernel is updated to version 5.16.18 or later.

The OS Support matrix can be found here.

Open Source support for 2.5 GbE Intel® Ethernet Network Controllers (igc)

i Linux* FreeBSD* .‘VMware‘ DPDK* |
| Product Linux | . » . |
| Specifications Driver K:’T‘ K:’;ﬂ : :;nfla R_:' ;" R:f" R:i" f R:E" : U?:.gt: U:SBT U::.r:: 130 | ESXi8.0 |20.05 | 22.07
: | it | et e A (S | S S |
| 1226-LM ige - - Yes = ) = - Yes - | - - - Yes - Yes
[1226-V igc - - Yes - [l = - Yes - | - - - Yes | - Yes
II.‘-!.?G-IT ige | - I - | Yes | - | - - . Yes . - | - - - . Yes l - . Yes |

If a customer requires assistance with a Kernel that is not mentioned in the table above, kindly contact our

technical support team.

The NCA-1250A LANT (from GPY211 via SOC TSN) does not support auto-switching between 1G and 2.5G.

Considering that most equipment is focused on 1G, the default setting for device port1 is 1G.

Users can manually change the LAN1 setting to 2.5G by following these steps:

Step 1. Press the <Tab> or <Del> key to enter the BIOS Setup utility.

Step 2. Select the Chipset page.

Step 3. Choose PCH-IO Configuration.

Step 4. Select TSN GBE Configuration.

Step 5. Choose RefC1k 38.4Mhz 1Gbps.

Step 6. Press F4: Save & Exit.

Notes: After adjusting the BIOS to 2.5G, if LAN1 is connected to 1G, the device will not automatically slow
down to 2.5G. It's important to understand that 2.5G means only 2.5G; 1G or below must be set to 1G. The

inability to auto-convert is due to the characteristics of the Intel® IC.

BIOS page 2> Chipset > PCH-10 Configuration - TSN GBE Configuration

| PBCH-IO Configuration | SATA Device Options
] |Seccings

I I

|> Securicy Configuracion

|> TSH GBE Configuration

| Rstore Power Loas [Last State]

Chipset

I
|
|
I
|
|
I
|
I
I
|
|
I\

|
I TYTTTTY --- PCH TSN Port Link Speed --

| | Refclk 38.4Mhz 2.5Gbps
| | RefClk 38.4Mhz 1Gbps
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APPENDIX C: ENABLE PXE FUNCTIONALITY

The NCA-1250 is equipped with the Intel ® 226 Ethernet Controller, which supports PXE (Preboot Execution
Environment) functionality. By default, PXE is disabled in the BIOS. To use PXE boot, ensure that it is manually
enabled in the BIOS settings.

PXE Support Details:
o LANO (from GPY211): PXE not supported
o LAN 1~5 (via Intel® i226): PXE supported

PXE port « PXE port «
<4 4} 4}
o consoe o JL o 0 0 Lo 0
DO V= e 1 2
*”“‘Eé“"%a‘%ﬁ
RESET usa o
NCA-1250A/C/D SKU NCA-1250B/E/F SKU+
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APPENDIX D: TERMS AND CONDITIONS
Warranty Policy

1. All products are under warranty against defects in materials and workmanship for a period of one year
from the date of purchase.

2. The buyer will bear the return freight charges for goods returned for repair within the warranty period;
whereas the manufacturer will bear the after service freight charges for goods returned to the user.

3. The buyer will pay for the repair (for replaced components plus service time) and transportation charges
(both ways) for items after the expiration of the warranty period.

4. If the RMA Service Request Form does not meet the stated requirement as listed on “RMA Service,” RMA
goods will be returned at customer’s expense.

5. The following conditions are excluded from this warranty:
» Improper or inadequate maintenance by the customer
» Unauthorized modification, misuse, or reversed engineering of the product

» Operation outside of the environmental specifications for the product.

RMA Service

Requesting an RMA#

1. To obtain an RMA number, simply fill out and fax the “RMA Request Form” to your supplier.

2. The customer is required to fill out the problem code as listed. If your problem is not among the codes
listed, please write the symptom description in the remarks box.

3. Ship the defective unit(s) on freight prepaid terms. Use the original packing materials when possible.

4. Mark the RMA# clearly on the box.

#_f-._\ Note: Customer is responsible for shipping damage(s) resulting from inadequate/loose packing
\:i?;;#;; of the defective unit(s). All RMA# are valid for 30 days only; RMA goods received after the

effective RMA# period will be rejected.
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RMA Service Request Form

When requesting RMA service, please fill out the following form. Without this form enclosed, your RMA

cannot be processed.

Reasons to Return: o Repair(Please include Failure details)

i T o Testing Purpose
Company: Contact Person:
Phone Ma. Purchased Date:
Fax No.: Applied Date:

Return Shipping Address:
Shipping by: c Air Freight o Sea o Express
o Others;

[tem Model Name |Serial Number Configuration

Item Problem Code [Failure Status

*Problem Code:

01:D.0.A. 07: BIOS Problem 13: SCsI 19: DIO

02: Second Time 08: Keyboard Controller Fail 14: LPT Port 20: Buzzer

R.M.A. 09: Cache RMA Problem 15: PS2 21: Shut Down

03: CMOS Data Lost  10: Memory Socket Bad 16: LAN 22: Panel Fail

04: FDC Fail 11: Hang Up Software 17: COM Port 23: CRT Fail

05: HDC Fail 12: Out Look Damage 18: Watchdog Timer  24: Others (Pls specify)
06: Bad Slot

Request Party Confirmed By Supplier
Authorized Signature / Date Authorized Signature / Date

82

www.lannerinc.com
B/4726



1U 19”Rackmount Appliance With
Intel® 12th/13th/14th Gen Core™ 9/i7/i5/i3, Pentium®
Or Celeron® Processor

NCA-4240

B Features

o Intel® 12th/13th/14th Gen Core™ i9/i7/i5/i3, Pentium® Or
Celeron® Processor With H610E/Q670E Chipset (Codenamed
Alder Lake S/Raptor Lake S/Raptor Lake Refresh)

¢ 1x GbE RJ45, 8x 2.5GbE RJ45, 1x NIC Module

 3x Pairs Of Gen 3 SE LAN Bypass

e 2x 288-pin DIMM DDR5 Up To 5600MT/s (Max. 64GB)

® 2x USB 3.0 Ports, 2x 2.5" HDD/SSD

e 1x PCle*8, 1x M.2 2230 Wifi

° 1x M.2 2280 NVMe, 1x M.2 2242 SATA

Images are for refernce only. See ordering information for SKU details.

B Specifications

Platform Storage
Form Factor 1U 19” Rackmount HDD/SSD Support 2 x 2.5" HDD/SSD
Intel® 12th/13th/14th Gen Core™ SKU A: 1 x M.2 2242 (M Key) SATA
Processor Options i9/i7/15/i3, Pentium® Or Celeron® Onboard Slots SKU B: 1 x M.2 2242 (M Key) SATA & 1 x
Processor M.2 2280 (M Key) NVME (PCle Gen4 x 4)
CPU Socket 1 x LGA1700 Expansion
Chipset 2&8 BA:: ||:tt§||<§ gg;gg b 1 x PCIE x8 Gend FH/HL (SKU B Only,
Additional Riser Card Kit Required )
Security Acceleration N/A mini-PCle or M.2 1% M.2 2230 E Key (SKU B Only)
BIOS AMI SPI Flash BIOS Miscellaneous
System Memory Watchdog Yes
Technology DDR5 Up To 5600 MT/s Non-ECC UDIMM Internal RTC with Li Battery Yes
Max. Capacity 64GB TPM Optional
Socket 2 x 288-pin DIMM Cooling
Networking Processor Passive CPU Heatsink
§ Ethernet Ports :3 i S.k;lEGEJlE4§JZ\QtCVhIF\DL’E\fDG\L\r'aTi;/i2a6i219 System 3 x Cooling Fans With Smart Fan
E Bypass 3 Pairs Gen3 S Environmental Parameters
_% NIC Module Slot 1 Temperature ?E?;gog F;,egiggeratmg
<€ LOM Humidity (RH) 5~90% Operating
v 10 Interface N/A 5~95% Non-Operating
5 OPMA Slot N/A System Dimensions
; 1/0 Interface (WxDxH) 438 x 321 x 44 mm
3 Reset Button 1 Weight 4.71 kg
Z LED Power/Status/Storage Package Dimensions
Power Button 1 x ATX Power Switch (WxDxH) 588 x 494 x 185 mm
Console 1xRI45 Weight 8.5 kg
UsB 2xUSB 3.0 DR
2 % 20 Character LCM Type / Watts 220W ATX Single PSU
LCD Module 4 x Keypads Input AC 100~240V, 4-2A, 60~50Hz
Display N/A Certification
Power Input AC Power Inlet on PSU Approvals and Compliance RoHS, CE/FCC Class A, UKCA, UL
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B Ordering Information

Intel® 12th/13th/14th Gen Core™ i9/i7/i5/i3 Processor With H610E, 2x DDR5 UDIMM, 8x 2.5GbE RJ45 With 3 Pairs Of Bypass, 1x 1GbE

RJ45 MGMT, 1x NIC (PCIEx8 Only), 1x M.2 2242 SATA, 1x M.2 2230 (CNVIO Only), 1x LCM, 220W Single PSU

NCA2408  Ntel® 12th/13th/14th Gen Core™ i9/i7/i543 Processor With Q670E, 2x DDRS UDIMM, 8x 2.5GbE RI45 With 3 Pairs Of Bypass, 1x 1GbE
RJ45 MGMT, 1x NIC (PCIEx8 Only), 1x M.2 2242 SATA, 1x M.2 2280 NVMe, 1x M.2 2230 (PCIE/CNVIO), 1x LCM, 220W Single PSU

NCA-4240A
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© Lanner Electronics Inc. All rights reserved.

l a n n e r All product specifications are subject to change without notice.

connect@lannerinc.com | www.lannerinc.com
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About this Document

This manual describes the overview of the various functionalities of this product, and the information you

need to get it ready for operation. It is intended for those who are:

- responsible for installing, administering and troubleshooting this system or Information Technology
professionals.

- assumed to be qualified in the servicing of computer equipment, such as professional system
integrators, or service personnel and technicians.

The latest version of this document can be found on Lanner’s official website, available either through the
product page or through the Lanner Download Center page with a login account and password.

Icon Descriptions

The icons are used in the manual to serve as an indication of interest topics or important messages.

2 S This mark indicates that there is something you should pay special
" Note or Information attention to while using the product.

This mark indicates that there is a caution or warning and it is

& Warning or Important something that could damage your property or product.

Online Resources

To obtain additional documentation resources and software updates for your system, please visit the
Lanner Download Center. As certain categories of documents are only available to users who are logged
in, please be registered for a Lanner Account at http://www.lannerinc.com/ to access published documents
and downloadable resources.

Technical Support

In addition to contacting your distributor or sales representative, you could submit a request at our Lanner
Technical Support and fill in a support ticket to our technical support department.

Documentation Feedback

Your feedback is valuable to us, as it will help us continue to provide you with more accurate and relevant
documentation. To provide any feedback, comments or to report an error, please email
contact@lannerinc.com. Thank you for your time.

Copyright and Trademarks

This document is copyrighted © 2024 by Lanner Electronics Inc. All rights are reserved. The original
manufacturer reserves the right to make improvements to the products described in this manual at any
time without notice. No part of this manual may be reproduced, copied, translated or transmitted in any
form or by any means without the prior written permission of the original manufacturer. Information
provided in this manual is intended to be accurate and reliable. However, the original manufacturer
assumes no responsibility for its use, nor for any infringements upon the rights of third parties that may
result from such use.
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Contact Information

Taiwan Corporate Headquarters
Lanner Electronics Inc.

7F, No.173, Sec.2, Datong Rd.

Xizhi District, New Taipei City 22184,
Taiwan

ViRPEROARLR

221 FdtHH ILE
REBE =R 17357 7 18

T: +886-2-8692-6060

F: +886-2-8692-6101

E: contact@lannerinc.com

USA

Lanner Electronics Inc.
47790 Westinghouse Drive
Fremont, CA 94539

T: +1-855-852-6637

F: +1-510-979-0689

E: sales us@lannerinc.com

Europe

Lanner Europe B.V.
Wilhelmina van Pruisenweg 104
2595 AN The Hague

The Netherlands

T: +3170 701 3256

E: sales eu@lannerinc.com

DIDCOND TROR 313025 | ExDs $1

China

Beijing L&S Lancom Platform Tech. Co., Ltd.
Guodong LOFT 9 Layer No. 9 Huinan Road,
Huilongguan Town, Changping District, Beijing
102208 China

T: +86 010-82795600

F: +86 010-62963250

E: service@Is-china.com.cn

Canada

Lanner Electronics Canada Ltd
3160A Orlando Drive
Mississauga, ON

L4V 1R5 Canada

T: +1877-813-2132

F: +1905-362-2369

E: sales ca@lannerinc.com
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Acknowledgment

Intel® and Intel® Celeron® are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries.
Microsoft Windows and MS-DOS are registered trademarks of Microsoft Corp.
All other product names or trademarks are properties of their respective owners.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.

» Increase the separation between the equipment and receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

» Consult the dealer or an experienced radio/TV technician for help.

FCC Caution

» Any changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate this equipment.

» This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Note

1.  An unshielded-type power cord is required in order to meet FCC emission limits and also to prevent interference
to the nearby radio and television reception. It is essential that only the supplied power cord be used.

2. Use only shielded cables to connect I/O devices to this equipment.

3. Changes or modifications not expressly approved by the party responsible for compliance could void the user’s

authority to operate the equipment.

& Important

1. Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

2. This device meets all the other requirements specified in Part 15E, Section 15.407 of the FCC Rules.

DIDCOND TROR 313025 | ExDs $1
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Safety Guidelines

Follow these guidelines to ensure general safety:

»
»

>
>

Keep the chassis area clear and dust-free during and after installation.

Do not wear loose clothing or jewelry that could get caught in the chassis. Fasten your tie or scarf and roll up your
sleeves.

Wear safety glasses if you are working under any conditions that might be hazardous to your eyes.

Do not perform any action that creates a potential hazard to people or makes the equipment unsafe.

Disconnect all power by turning off the power and unplugging the power cord before installing or removing a
chassis or working near power supplies

Do not work alone if potentially hazardous conditions exist.

Never assume that power is disconnected from a circuit; always check the circuit.

Consignes de sécurité

Suivez ces consignes pour assurer la sécurité générale :

»
»

Laissez la zone du chassis propre et sans poussiére pendant et aprées l'installation.

Ne portez pas de vétements amples ou de bijoux qui pourraient étre pris dans le chassis. Attachez votre cravate ou
écharpe et remontez vos manches.

Portez des lunettes de sécurité pour protéger vos yeux.

N'effectuez aucune action qui pourrait créer un danger pour d'autres ou rendre I'équipement dangereux.

Coupez complétement I'alimentation en éteignant I'alimentation et en débranchant le cordon d'alimentation avant
d'installer ou de retirer un chassis ou de travailler a proximité de sources d'alimentation.

Ne travaillez pas seul si des conditions dangereuses sont présentes.

Ne considérez jamais que I'alimentation est coupée d'un circuit, vérifiez toujours le circuit. Cet appareil génere,
utilise et émet une énergie radiofréquence et, s'il n'est pas installé et utilisé conformément aux instructions des
fournisseurs de composants sans fil, il risque de provoquer des interférences dans les communications radio.

Lithium Battery Caution

There is risk of explosion if the battery is replaced by an incorrect type.

Dispose of used batteries according to the instructions.

Installation should be conducted only by a trained electrician or only by an electrically trained person who knows
all installation procedures and device specifications which are to be applied.

Do not carry the handle of power supplies when moving to another place.

Please conform to your local laws and regulations regarding safe disposal of lithium battery.

Disposal of a battery into fire or a hot oven, or mechanically crushing or cutting of a battery can result in an
explosion.

Leaving a battery in an extremely high temperature environment can result in an explosion or the leakage of
flammable liquid or gas.

A battery subjected to extremely low air pressure may result in an explosion or the leakage of flammable liquid or
gas.

Avertissement concernant la pile au lithium

>

Risque d'explosion si la pile est remplacée par une autre d'un mauvais type.

Jetez les piles usagées conformément aux instructions.

L'installation doit étre effectuée par un électricien formé ou une personne formée a I'électricité connaissant toutes
les spécifications d'installation et d'appareil du produit.

Ne transportez pas l'unité en la tenant par le cable d'alimentation lorsque vous déplacez I'appareil.

Operating Safety

>

Electrical equipment generates heat. Ambient air temperature may not be adequate to cool equipment to
acceptable operating temperatures without adequate circulation. Be sure that the room in which you choose to
operate your system has adequate air circulation.

Ensure that the chassis cover is secure. The chassis design allows cooling air to circulate effectively. An open
chassis permits air leaks, which may interrupt and redirect the flow of cooling air from internal components.
Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry. ESD damage occurs when
electronic components are improperly handled and can result in complete or intermittent failures. Be sure to follow
ESD-prevention procedures when removing and replacing components to avoid these problems.

WWIW.
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» Wear an ESD-preventive wrist strap, ensuring that it makes good skin contact. If no wrist strap is available, ground
yourself by touching the metal part of the chassis.

» Periodically check the resistance value of the antistatic strap, which should be between 1 and 10 megohms
(Mohms).

Sécurité de fonctionnement

» L'équipement électrique génere de la chaleur. La température ambiante peut ne pas étre adéquate pour refroidir
I'équipement a une température de fonctionnement acceptable sans circulation adaptée. Vérifiez que votre site
propose une circulation d'air adéquate.

» Vérifiez que le couvercle du chassis est bien fixé. La conception du chassis permet a I'air de refroidissement de bien
circuler. Un chassis ouvert laisse I'air s'échapper, ce qui peut interrompre et rediriger le flux d'air frais destiné aux
composants internes.

» Les décharges électrostatiques (ESD) peuvent endommager I'équipement et géner les circuits électriques. Des
dégats d'ESD surviennent lorsque des composants électroniques sont mal manipulés et peuvent causer des pannes
totales ou intermittentes. Suivez les procédures de prévention d'ESD lors du retrait et du remplacement de
composants.

» Portez un bracelet anti-ESD et veillez a ce qu'il soit bien au contact de la peau. Si aucun bracelet n’est disponible,
reliez votre corps a la terre en touchant la partie métallique du chassis.

» Vérifiez régulierement la valeur de résistance du bracelet antistatique, qui doit étre comprise entre 1 et 10
mégohms (Mohms).

Mounting Installation Precautions
The following should be put into consideration for rack-mount or similar mounting installations:

» Do not install and/or operate this unit in any place that flammable objects are stored or used in.

» The installation of this product must be performed by trained specialists; otherwise, a non-specialist might create
the risk of the system'’s falling to the ground or other damages.

» Lanner Electronics Inc. shall not be held liable for any losses resulting from insufficient strength for supporting the
system or use of inappropriate installation components.

» Elevated Operating Ambient - If installed in a closed or multi-unit rack assembly, the operating ambient
temperature of the rack environment may be greater than room ambient. Therefore, consideration should be given
to installing the equipment in an environment compatible with the maximum ambient temperature (Tma) specified
by the manufacturer.

» Reduced Air Flow - Installation of the equipment in a rack should be such that the amount of airflow required for
safe operation of the equipment is not compromised.

» Mechanical Loading - Mounting of the equipment in the rack should be such that a hazardous condition is not
achieved due to uneven mechanical loading.

» Circuit Overloading - Consideration should be given to the connection of the equipment to the supply circuit and
the effect that overloading of the circuits might have on overcurrent protection and supply wiring. Appropriate
consideration of equipment nameplate ratings should be used when addressing this concern.

» Reliable Grounding - Reliable grounding of rack mounted equipment should be maintained. Particular attention
should be given to supply connections other than direct connections to the branch circuit (e.g. use of power strips).

» Instruction for the installation of the conductor to building earth by a skilled person.

Electrical Safety Instructions

Before turning on the device, ground the grounding cable of the equipment. Proper grounding (grounding) is very
important to protect the equipment against the harmful effects of external noise and to reduce the risk of
electrocution in the event of a lightning strike. To uninstall the equipment, disconnect the ground wire after turning
off the power. A ground wire (green-and-yellow) is required and the part connecting the conductor must be greater
than 6 mm2 or 8AWG.

Consignes de sécurité électrique

» Avant d'allumer I'appareil, reliez le cable de mise a la terre de I'équipement a la terre.

» Une bonne mise a la terre (connexion a la terre) est trés importante pour protéger I'équipement contre les effets
néfastes du bruit externe et réduire les risques d'électrocution en cas de foudre.

» Pour désinstaller I'équipement, débranchez le cable de mise a la terre aprés avoir éteint I'appareil.

» Un cable de mise a la terre est requis et la zone reliant les sections du conducteur doit faire plus de 6 mm2 ou 8
AWG.

100N TR 3AAC25] [ \exas $1
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CHAPTER 1: PRODUCT OVERVIEW

The NCA-4240 features LGA 1700 socket, up to 64GB of DDR5 memory capacity at 4800MHz, comprehensive
Intel® H610E/Q670E chipset, 1x Gbe RJ45, 8x 2.5 Gbe RJ45 with 3 pairs of bypass, 1x RJ45 console and 1x
NIC slot.

Main Features

Intel® Alder Lake S/Raptor Lake S/Raptor Lake S Refresh Processor with H610E/Q670E Chipset
1x GbE RJ45, 8x 2.5GbE RJ45, 1x NIC Module

3x Pairs of Gen 3 SE LAN Bypass

2x 288-pin DIMM DDR5 4800/5600 MHz (Max.64GB)

2x USB 3.0 Ports, 2x 2.5" HDD/SSD

¥y ¥ vy v v

Package Content

1x NCA-4240 Network Security Platform
1x Power Cable

1x RJ45 Console Cable; 2x SATA Cables
1x CPU Heatsink; 1x Air Duct

2x Short Ear Rack Mount Kit with Screws

¥ ¥ v v ¥

Optional Kits
TPM Kit IAC-TPMO4A TPM Module
Riser Card Kit PCIE Gen 3 Riser Card Kit for rear FH/HL PCle expansion card
Upper-layer expansion card support for 2x 10G SFP
IO Card Kit NOTE: To install this IO Card Kit, the chassis must be replaced with the NCC-4240B

chassis (By Project Only)
Wi-Fi Kit NCA-4240 AX201, Wi-Fi Module Kit with Antenna (CNVIO) and RF cover
Wi-Fi Kit NCA-4240 AX210, Wi-Fi Module Kit with Antenna (PCle) and RF cover

Slide Rail Kit Standard Slide Rail Kit, 438mm
Case Open Kit o
NCA-4240 Case Open Kit with 10cm cable and bracket

(N
“*" Note
For assistance in finding specific compatible components or kits, please inquire to your dealer or sales representative.

Ordering Information

Intel® Alder Lake-S/Raptor Lake S/Raptor Lake S Refresh Processor, PCH H610E, 2x
NCA-4240A  DDR5 U-DIMM, 1x Gbe RJ45, 8x 2.5 GbE RJ45 with 3 Pairs of Bypass, 1x RJ45 Console,

1x NIC Module Slot (1x PCIE*8), Single PSU

Intel® Alder Lake-S/Raptor Lake S/Raptor Lake S Refresh Processor, PCH Q670E, 2x
NCA-4240B DDR5 U-DIMM, 1x Gbe RJ45, 8x 2.5 GbE RJ45 with 3 Pairs of Bypass, 1x RJ45 Console,

1x NIC Module Slot (1x PCIE*8), Single PSU

DIDCOND TROR 313025 | ExDs $1
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System Specifications
N N U 19 Rackmount

Intel® Alder Lake S/Raptor Lake S/Raptor Lake
S Refresh

Platform CPU Socket 1x LGA1700 socket
SKU A: Intel® H610E
SKU B: Intel® Q670E

Processor Options

Chipset

Technology DDR5 4800/5600 Non-ECC UDIMM

System Memory Max. Capacity Up to 64GB
Socket 2x 288-pin DIMM
e A
Bypass — EE e
_
IO Interface
OPMA slot
_
[T SR power/Status/Storage LED Indicators
[T 1x ATX Power Switch

1/O Interface (CIETE A 1x R145 Console Port
L ox usB 3.0 POl
(LRI 220 Character LCM, 4x Keypads
[ AC Power Inleton PSU.
HDD/SSD Support 2x 2.5" Internal HDD/SSD Bays

Storage SKU A: 1x M.2 2242 M-Key SATA
Onboard Slots SKU B: 1x M.2 2242 M-Key SATA & 1x M.2 2280

M-Key NVME (PCle Gen4x4)

[ZEEI 1x PCle B Gend FH/HL (SKUBonly)
_
Watchdog

Miscellaneous Internal RTC with Li Battery Yes
TPM N/A; TPM 2.0 (Optional)

_
EEC 3 Cooling Smart Fans
emperatire 0~40°C Operating;

-40~70°C Non-Operating
5~90% Operating;
5~ 95% Non-Operating

Environmental Parameters
Humidity (RH)

Svstem Dimencions (WxDxH) 438mm x 321mmx 44mm
y weignt  LEX
. . (WxDxH) 533mm X 494mm x 185mm

Package Dimensions
We|ght
_
Input [ AC 90-264v@ 47~63 Hz

Approvals and Compliance RoHS, CE/FCC Class A, UKCA, UL

DIDCOND T2OF 313025/ | AExe s Bl
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Front Panel

F1

F2
F3
F4
F5

F6

F7

LED Indicators

Control Panel

Reset Button

Console Port
USB Ports

LAN Port

NIC Slot

NIC Slot

Description

System Power
System Status
st HDD Activity

2x20 Character LCM & 4x Keypad

1x Reset Button

1x RJ45 Console Port

2x USB 3.0 Ports

1x 1GbE RJ45;

8x 2.5GbE RJ45

1x PCle x8 for Front Slim Type NIC module (Slot1)

NOTE: Unable to support dual PCle*4 configuration
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Rear Panel

R1 PCle Expansion Slot ~ FH/HL Size PCle Slot for 1x PCIE*8 (Optional)

R2 Cooling Fan 3x Smart Fans
R3 Power Button 1x Power On/Off Switch
R4 Power Inlet AC Power Inlet on PSU

DI04 I98B029- T EX0: ¢ BIc
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Motherboard Information
Block Diagram

The block diagram indicates how data flows among components on the motherboard. Please refer to the

following figure for your motherboard’s layout design.
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Internal Jumpers

The pin headers on the motherboard play a crucial role in controlling key functions. By placing a shunt
(jJumper) over the specified pins (whose numbers are labeled on the circuit board around the pin header),
you can enable or disable specific features. Always ensure that your system is powered off before adjusting

the jumpers.

Jumper Setting
To short the designated pins, push the jumper down on them so that they become SHORT. To make the

pins setting OPEN, simply remove the jumper cap.

2-pin Header 3-pin Header 4-pin Header

1, f 4 o)

2 |
1 3
Open  Short Open (1-2) Jumped Open (1-2) Jumped
1. JRTC1 : RTC Reset
Jumper Description s N N
1-2 (Default) Normal 1 @ @ @
, AN AN
2-3 Reset register bits in the RTC well
2. JCMOS1: Secured RTC Reset
Jumper Description
1-2 (Default) Normal i N S N
2-3 Reset the manageability register bits in the RTC well 1 @ @ @
, A o
3. JRST1: HW/SW Reset Selection
Jumper Description L NS
1-2 Hardware Reset B B OE
, A £,
2-3 (Default) Software Reset
4. JMCU1: Update LPC844 FW
Jumper Description i NS s
1-2 (Default) Normal 1 @ @ @
, AN AN

2-3 ISP Mode

0DI04T I98EE025-1 A eX0: P08
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Connectors Pin Assignment

1. JOPEN1: Case Open Wafer

Pin No. Description Pin No. Description LZIE
1 GND 2 PCH_INTRUDER_HDR_N
2. JPWR1: Power On/Off Wafer
Pin No. Description Pin No. Description =
1 PWRBTN_N 2 GND ==

3. JESPI1: ESPI Debug 80 Port Pin Header

Pin No. Description Pin No. Description : / r
1 ESPI_CLK_SIO 2 ESPI_IO1_SIO
3 ESPI_RST_SIO_N 4 ESPI_IO0_SIO
5 ESPI_CSO_SIO_N 6 +V3P3S
7 ESPI_IO3_SIO - --
9 ESPI_I02_SIO 10 GND
11 +V3P3DSW 12 NC

4. JSPL_TPM1: SPI and TPM Pin Header

Pin No. Description Pin No. Description #
1 SPI_HD# 2 NC
3 SPI_CSO_SF_N 4 +V3P3A_TPM
5 SPI_MISO_TPM 6 SPI_HOLD_SF_N n/"
7 NC 8 SPI_CLK_TPM
9 GND 10 SPI_MOSI_TPM
11 IRQ_TPM_N - --
13 SPI_CS2_TPM_N 14 PLTRST_TPM_N

5. JGPIO1: GPIO Pin Header

Pin No. Description Pin No. Description i Al
1 GPO_B_1 2 GPI_B_1
3 GPO_B_2 4 GPI_B_2
5 GPO_B_3 6 GPI_B_3 -
7 GPO_B_4 8 GPI_B_4
9 GND 10 GND
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6. COM1: Console RJ45

Pin No. Description Pin No. Description
1 COM1_RTS_N 5 GND
2 COM1_DTR_N 6 COM1_RXD
3 COM1_TXD 7 COM1_DSR_N
4 GND 8 COM1_CTS_N

7. COM2: Serial Port 2 Box Header

Pin No. Description Pin No. Description
1 +V5S 2 HDD_LED_N Lot
3 COM2_DCD_N 4 COM2_DSR_N ~
5 COM2_RXD 6 COM2_RTS_N
7 COM2_TXD - --
9 COM2_DTR_N 10 COM2_CTS_N
11 GND_COM 12 COMZ2_RI_N

8. JUSB1: Internal USB Box Header

Pin No. Description Pin No. Description N _ e
1 +USB3_PW 1 USB2_4+ o ﬁij??i + 32
2 USB3_R3- 12 USB2_4- s e B
3 USB3_R3+ 13 GND_USB2
4 GND_USB2 14 USB3_T4+
5 USB3_T3- 15 USB3_T4-
6 USB3_T3+ 16 GND_USB2
7 GND_USB2 17 USB3_R4+
8 USB2_3- 18 USB3_R4-
9 USB2_3+ 19 +USB4_PW
10 NC - --

9. ATX3: 10 Power Connector

Pin No. Description ! >
: GND %% w
2 GND
2 1
3 +V3P3S
4 +V12S
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10. JSL1: 10 Slim SAS Connector

Pin No. Description Pin No. Description
A1 GND A20
A2 CLK_SLIM_DP A21
A3 CLK_SLIM_DN A22 GND
A4 GND A23
A5 PCIE21_RX_DP A24
A6 PCIE21_RX_DN A25 GND
A7 GND A26
A8 PCIE22_RX_DP A27
A9 PCIE22_RX_DN A28 GND
A10 GND A29
A1l PCIE23_RX_DP A30
A12 PCIE23_RX_DN A31 GND
A13 GND A32
Al4 PCIE24_RX_DP A33
A15 PCIE24_RX_DN A34 GND
A16 GND A35 PCIE1_PRSNTO_N
A17 A36 PLTRST_PCIE3_N
A18 A37 GND
A19 GND

11. FAN1 ~ FAN3: FAN Connector

Pin No. Description
1 GND
2 +V12S
3 HM_FAN_TECH_IN1
4 HM_FAN_TECH_IN2
5 HM_PWMOUT1

12. CON1: LPC844 Flash Write Wafer

Pin No. Description
1 +V3P3DSW
2 MCU_RXD
3 GND
4 MCU_TXD

129 AT X B O

WWW.

Pin No.

B1
B2
B3
B4
B5
B6
B7
B8
B9
B10
B11
B12
B13
B14
B15
B16
B17
B18
B19

Description Pin No.

GND B20
PCIE21_TX_C_DP B21
PCIE21_TX_C_DN B22
GND B23
PCIE22_TX_C_DP B24
PCIE22_TX_C_DN B25
GND B26
PCIE23_TX_C_DP B27
PCIE23_TX_C_DN B28
GND B29
PCIE24_TX_C_DP B30
PCIE24_TX_C_DN B31
GND B32
B33
B34
GND B35
B36
B37

GND

Description

GND

GND

GND
SMB_CLK
SMB_DATA
GND
PCH_WAKE_N
PCIE1_PRSNT1_N
GND
+V3P3_DUAL
+V3P3_DUAL
GND
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13. CON2: LPC844 SW Debug Wafer

Pin No. Description .
1 +V3P3DSW i-'_ [ - ——— |
2 GND 1'*;-'_-' e
3 MCU_CLK
4 MCU_DIO
14. NGFF1: PCle M.2 M-Key Connector
’I:ig. Description IF\)lig. Description II\DIIQ Description II\DIIQ Description
1 GND 39 GND 2 +P3Vv3 40 NC
3 GND 41 NGFF_CRX_DTX_NO 4 +P3V3 42 NC
5 NGFF_CRX_DTX_N3 43 NGFF_CRX_DTX_PO 6 NC 44 NC
7 NGFF_CRX_DTX_P3 45 GND 8 NC 46 NC
9 GND 47 NGFF_CTX_DRX_NO 10 M2_ACT_LED_L 48 NC
11 NGFF_CTX_DRX_N3 49 NGFF_CTX_DRX_PO 12 +V3P3S 50 RST_M2_N
13 NGFF_CTX_DRX_P3 51 GND 14 +V3P3S 52 M2_CLKREQ_N
15 GND 53 CLK_CPU_M2_DN 16 +V3P3S 54 M2_PEWAKE_N
17 NGFF_CRX_DTX_N2 55 CLK_CPU_M2_DP 18 +V3P3S 56 NC
19 NGFF_CRX_DTX_P2 57 GND 20 NC 58 NC
21 GND 59 KEY 22 NC 60 KEY
23 NGFF_CTX_DRX_N2 61 KEY 24 NC 62 KEY
25 NGFF_CTX_DRX_P2 63 KEY 26 NC 64 KEY
27 GND 65 KEY 28 NC 66 KEY
29 NGFF_CRX_DTX_NT1 67 NC 30 NC 68 CLK32K_M2_R
31 NGFF_CRX_DTX_P1 69 M2_PEDET 32 NC 70 +V3P3S
33 GND 71 GND 34 NC 72 +V3P3S
35 NGFF_CTX_DRX_N1 73 GND 36 NC 74 +V3P3S
37 NGFF_CTX_DRX_P1 75 GND 38 NC - --
i';I\~§IIII:IIIlllII:IIlI!IIi.llll%s-lalp Enad HPIN?S

BATE TGO m
5 118

I
H
PINZ;) PGS ‘-.PIHEE PiNT4

=]
L=
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15. NGFF2: SATA M.2 M-Key Connector
Pin Pin Pin Pin

No. Description No. Description No. Description No. Description
1 GND 39 GND 2 +V3P3S 40 NC
3 GND 41 SATA_RX6_P 4 +V3P3S 42 NC
5 NC 43 SATA_RX6_N 6 NC 44 NC
7 NC 45 GND 8 NC 46 NC
9 GND 47 SATA_TX6_N 10 NC 48 NC
1 NC 49 SATA_TX6_P 12 +V3P3S 50 NC
13 NC 51 GND 14 +V3P3S 52 NC
15 GND 53 NC 16 +V3P3S 54 NC
17 NC 55 NC 18 +V3P3S 56 NC
19 NC 57 GND 20 NC 58 NC
21 GND 59 KEY 22 NC 60 KEY
23 NC 61 KEY 24 NC 62 KEY
25 NC 63 KEY 26 NC 64 KEY
27 GND 65 KEY 28 NC 66 KEY
29 NC 67 NC 30 NC 68 NC
31 NC 69 M2_PEDET 32 NC 70 +V3P3S
33 GND 71 GND 34 NC 72 +V3P3S
35 NC 73 GND 36 NC 74 +V3P3S
37 NC 75 GND 38 NC - --
i’;‘\l“I"““"""“”"%M‘"”(ﬁ’:ﬁi
BATECOER H
Bl LTI
p'—”:'f)“"” R ”"*.Pnsa'*.mhlﬁ PINT4
16. NGFF3: CNVio M.2 E-Key Connector
’I:icr:. Description 'Zig Description II\DIIS Description II\DIIS Description
1 GND 39 GND 2 +V3P3_WIFI 40 CLINK_DATA
3 USB2_DP14 41 PCIE16_RX_DP 4 +V3P3_WIFI 42 CLINK_CLK
5 USB2_DN14 43 PCIE16_RX_DN 6 WLAN_LED1 44 M2_COEX3
7 GND 45 GND 8 M.2_PCMCLK 46 M2_COEX2
9 CNV_WR_1_DN 47 | CLK_PCH_M2_DP 10 M.2_RST_N 48 M2_COEX1
1 CNV_WR_1_DP 49  CLK_PCH_M2 DN @ 12 M.2_PCMIN 50 M2_E_SUSCLK
13 GND 51 GND 14 M.2_PCMOUT 52 M2_E_RST#

15 CNV_WR_0_DN 53 E_CLKREQ_N 16 WLAN_LED2 54 = M.2_BT_RF_KILL_N
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17 CNV_WR_0_DP 55 PCH_WAKE_N 18 GND 56 | M.2_WIFI_RF_KILL_N
19 GND 57 GND 20 UART_BT_WAKE_N | 58 NC

21 CNV_WR_CLK_DN = 59 CNV_WT_1_DN 22 CNV_BRI_RSP 60 NC

23 | CNV_WR_CLK_DP 61 CNV_WT_1_DP 24 KEY 62 NC

25 KEY 63 GND 26 KEY 64 NC

27 KEY 65 CNV_WT_0_DN 28 KEY 66 NC

29 KEY 67 CNV_WT_0_DP 30 KEY 68 NC

31 KEY 69 GND 32 CNV_RGI_DT 70 NC

33 GND 71 | CNV_WT_CLK_DN 34 CNV_RGI_RSP 72 +V3P3_WIFI
35  PCIE16_TX_C_DP 73 CNV_WT_CLK DP | 36 CNV_BRI_DT 74 +V3P3_WIFI
37  PCIE16_TX_C_ DN @ 75 GND 38 CLINK_RST_N

Fam . PINTS

FINT /
HKIIIIIIIII]_L II.IIIIIIIIIlIII!I]_LI_IIﬂ' H

WATE CODE H
IIM]]]M]IWI . PINTS

17. PWR1 ~ PWR2: SATA Power Wafer

]

PN, PNz,

i

Pin No. Description — i . ]
1 +V12S it
2 GND L L
|-. 'I
3 GND L L.
4 +V5S

18. SATA1~SATAZ2: SATA Signal

Pin No. Description Pin No. Description 5 ._._ --I ?Ej
L GND 5 SATA_RX_DN :t::f: =1==3 N
2 SATA_TX_DP 6 SATA_RX_DP uEeERSNiES
3 SATA_TX_DN 7 GND
4 GND

19. ATX1: ATX Power Connector

:12 Description 'Zi; Description 'F\)llg Description 'F:llg Description

1 +V3P3S 39 GND 2 +V3P3S 40 GND

3 +V3P3S 41 POK 4 NC 42 NC

5 GND 43 +V5DSW 6 GND 44 +V5S

7 +V5S 45 +V12S 8 PSON# 46 +V5S
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9 GND 47 +V12S 10 GND 48 +V5S
11 +V5S 49 +V3P3S 12 GND 50 GND
POSTTION]

(e) (e )TN e )DL
I]E]II-E o[ =] =fe]

20. ATX2: ATX Power Connector

Pin No. Description
1 +GND
2 +P12V
3 GND
4 +P12V
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CHAPTER 2: HARDWARE SETUP

To reduce the risk of personal injury, electric shock, or damage to the system, please remove all power
connections to shut down the device completely, and wear ESD protection gloves when handling the

installation steps.

Opening the Chassis

1. Power off the system and remove

all power connections.

& &

2. Locate and remove the two (2)

screws on the chassis cover.

3. Gently slide the chassis cover away
from the system and lift the cover

to remove.
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Installing the System Memory

The motherboard supports two memory slots for DDR5 UDIMM. Please follow the steps below to install the

DIMM memory modules.

Supported System Memory Summary

2

2 (2 DIMMs per channel)

4GB, 8GB, 16GB, 32GB

Maximum 64GB (32GB*2)

DDR5 Non-ECC UDIMM 4800/5600MHz

At least T memory modules to boot and run from

DIMM Population Guidelines

® The CPU requires at least 1 memory module to boot and run from.
® Use memory modules of the same capacity, speed, and from the same manufacturer to avoid

compatibility issues and to achieve optimal CPU performance.

Memory Module Installation Instructions
Please follow the steps below to install the DIMM memory modules.
1. Power off the system and open the
chassis cover.

2. Locate the DIMM memory slots.

Pull open the DIMM slot latches.

4. Align the notch of the module with
the socket key in the slot and
carefully insert the card into the

slot.

5. Push the module down into the slot
until it is firmly seated. Press
vertically on both corners of the

card until it clicks into place.
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Installing the TPM Module (Optional)

The system provides one slot for a TPM module card for hardware-based security related functions. Follow

the steps below for installation.

1. Power off the system and open the
chassis cover.
2. Locate the TPM connector pins on

the motherboard.

3. Insert the module card pins with the
connector pins, until the module card

is firmly seated.

DI04 I98B029- T EX0: ¢ BIc




NCA-4240 User Manual

Installing the M.2 Storage (Optional)

The system supports one M.2 slot for additional data storage. Please follow the steps for installation.

1. Power off the system and open the
chassis cover.
2. Locate the M.2 2242 M-Key slot on

the motherboard.

3. Align the notch of the storage card
with the socket key in the pin slot.

4. Insert the module card pins at 30
degrees into the socket until it is fully

seated.

5. Push down on the module card and

secure with a screw.
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Installing the M.2 NVMe Storage (SKU B Only, Optional)

NCA-4240 SKU B also supports an additional M.2 2280 M-Key slot for NVMe storage. Please follow the steps

for installation.

1. Power off the system and open the
chassis cover.
2. Locate the M.2 2280 M-Key slot on

the motherboard.

3. Align the notch of the storage card
with the socket key in the pin slot.
4. Insert the module card pins at 30

degrees into the socket until it is fully

seated.

5. Push down on the module card and

secure with one (1) screw.
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Installing the Wi-Fi Module Card (SKU B Only, Optional)

NCA-4240 SKU B supports one M.2 2230 E-Key for a Wi-Fi or BT module card. Wi-Fi module requires two

antennas. Please follow the steps to install the Wi-Fi module card.

The Wi-Fi Module Card kit contains the
following items:

» 1x Wi-Fi Module Card

» 2x SMA to IPEX cable

» 2x Antennas

1. Power off the system and open the
chassis cover.
2. Locate the M.2 2230 E-Key slot on the

motherboard.

3. Align the notch of the Wi-Fi module
with the socket key in the pin slot.

4. Insert the Wi-Fi module card pins at
30 degrees into the socket until it is

fully seated.

5. Push down on the module card and

secure with a screw.

DI04 I98B029- T EX0: ¢ BIc
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Installing Wi-Fi Antennas

A1 A2

& &

1. Locate the two (2) antenna hole
placements (A1, A2). Locate the two @
(2) IPEX connectors on the Wi-Fi

module card.

B55W10TO6ATI
TISS1IROXSE

SW1IV2ETM

3TeI08

2. Connect the RF cables to the IPEX
connectors on the Wi-Fi module card
and screw the other end of the cables

in the antenna holes.

3. Then, screw on the antennas on the

outside of the system.
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Installing the Disk Drives (Optional)

The HDD/SSD bay supports two 2.5" SATA HDDs or SSD for additional data storage. Follow the steps for

installation.

1. Power off the system and open the
chassis cover.
2. Locate the 2.5" disk tray inside the

system.

3. Loosen the one (1) screw that secures the
tray. Remove the screw, take the tray out

and prepare to install the disk drives.

NOTE: Make sure to watch out for the
notches (circled in blue) on the sides of
the tray, especially when placing the tray

back in the system.

4. Mount the disk drives in the tray, make SATA Contacts
sure the SATA Contacts (SATA data
cables and power cable connectors) are
facing outwards. Apply two (2) screws on

each side of the disk drive.

NOTE: When installing two disk drives,
begin with the one in the lower (bottom)

slot.

5. Attach the SATA data cable and power
cable to the HDD/SSD disk.
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6. Place the tray (with the disk drives now
installed) back to its original place inside
the system. Secure with the original one

(1) screw.
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Installing the NIC Modules

The system comes with one NIC module slot for expansion. Follow the steps for installation.

1. Locate the NIC module slot on the front panel of the system.

2. Rotate clockwise and loosen the two
lock-screws, and remove the NIC

module slot door.

3. Insert your NIC module. (The module

shown here is for reference only.)

4. Once the module is firmly seated,
rotate counter-clockwise and tighten

the two lock-screws.
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Mounting the System
This system offers multiple mounting options to suit your application and environment. It includes two types
of mounting kits: one for standard rack or enclosure installations and another for integrating this system

into a rack.

» Ear Brackets
This quick and straightforward method involves attaching the system to the rack's front posts. To prevent

the chassis from tipping over, it's crucial to pair this method with a shelf or slide rails for added stability.

Note: The system should be installed on the rack using a shelf or slide rails, as the "Mounting Ears" are designed for
securing the system, not supporting it.

» Slide Rail Kit + Short Ear Brackets
The sliding rack-mount rails provide easy access to the system while ensuring it is securely fastened to the

rack.

The Slide Rail Kit ensures
the system is securely held
in place while providing
adequate weight support
for the device.
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CHAPTER 3: SOFTWARE SETUP
BIOS Setup

BIOS is a firmware embedded on an exclusive chip on the system’s motherboard. Lanner's BIOS firmware
offering including market-proven technologies such as Secure Boot and Intel Boot Guard technology deliver
solid commitments for the shield protection against malware, uncertified sequences and other named cyber

threats.

Main Setup

To enter the BIOS setup utility, simply follow the steps below:
1. Boot up the system.
2. Pressing the <Tab> or <Del> key immediately allows you to enter the Setup utility, and then you will be

directed to the BIOS main screen. The instructions for BIOS navigations are as below:

2>€ select a setup screen
M select an item/option on a setup screen
<Enter> select an item/option or enter a sub-menu
+/- adjust values for the selected setup item/option
F1 display General Help screen
retrieve previous values, such as the last configured parameters during the last

F2 time you entered BIOS

F3 load optimized default values

F4 save configurations and exit BIOS

<Esc> exit the current screen
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Main Page

Setup main page contains BIOS information and project version information.

Memory Information

Total Memory
Memory Fregquency

+|+/-: Change Opt.
+|Fl: General Help

| BIOS Information 0|

| BIOS Vendor Bmerican Megatrends |

| Core Version 8526 *:|

| Compliancy UEET 2.8: PI 1.7 x|

| Project Version FNCBA4240B00006T0O0S x|

| Build Date and Time 02/14/2023 14:55:17 |

| Access Level Administrator *]

| *|

| Processor Information *|

| Name AlderLake DT =]

| Type 12th Gen Intel(R) *|><: Select Screen
| Core (TM) i9-12900E *|~v: Select Item
| Speead 2300 MHz *|Enter: Select

I

|

|

|

|

|

65536 MB +|F2: Previous Values
4800 MHz +|F3: Optimized Defaults
v|F4: Save & Exit
|ESC: Exit

PCH Information
Name
PCH SKU

System Date

L e T e

——— o ——————————— _+_ PR -_——

BN e e R M R N

* |Enter: Select
*|+/-: Change Opt.
*|Fl: General Help
*|F2: Previous Values

PCH=S5
Q670E

[Mon 02/13/2023]

[ :04:26] v|F4: Save & Exit
|ESC: Exit

*|F3: Optimized Defaults

\
I
I
|
I
|
I
I
I
I
|
|
I
|
I
|
[
I
|
!
/

BIOS Information

Processor Information
Memory Information

PCH Information

System Date

System Time

O0DI04T I98EE025-1 T AEX

BIOS Vendor: American Megatrends

Core Version: AMI Kernel version, CRB code base, X64
Compliancy: UEFI version, Pl version

Project Version: BIOS release version

Build Date and Time: MM/DD/YYYY

Access Level: Administrator / User

Information of platform processor

Information of memory

Information of platform pch

To set the Date, use <Tab> to switch between Date elements.
Default Range of Year: 1998-9999

Default Range of Month: 1-12

Days: dependent on Month.

To set the Date, use <Tab> to switch between Date elements.
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Advanced Page

Select the Advanced menu item from the BIOS setup screen to enter the Advanced setup screen. Users can

select any of the items in the left frame of the screen.

Main [eMELEl Chipset Security Boot Save & Exit
e - + = \
| / |Configure Connectivity |
|> CPU Configuration |related options M
|> Power & Performance | |
|> PCH-FW Configuration | |
|> Trusted Computing | |
|> Control PXE Boot | |
|> NCT7904D HW Monitor l |
|> F81804 Super IO Configuration | |
|> Serial Port Console Redirection | |
|> PCI Subsystem Settings = = |
|> USB Configuration |><: Select Screen |
|> Network Stack Configuration |~w: Select Item |
|> €CSM Configuration |Enter: Select |
|> NVMe Configuration |+/=: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |ESC: Exit |
\ t /

Power On
Specify what state to go to when power is reapplied after
Restore AC Power Loss Power Off )
a power failure (G3 state).
Last State
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Connectivity Configuration

Aptio Setup -

Advanced
J— - - - B B - S
| CNVi Configuration ~|This option configures *|
| +|Connectivity. 5 |
| Wi-Fi Core [Enabled] *| [Auto Detection] means *|
| BT Core [Enabled] *|that if Discrete *|
| BT Audio Offload [Disabled] *|selution is discovered +|
| RFI Mitigation [Enabled] *|it will be enabled by +
| *|default. Otherwise +|
| CoExistence Manager [Di=zabled] *|Integrated solution vh
| 4| I
| Preboot BLE [Disabled] *| |
| *|><: Select Screen |
| Discrete Bluetooth [USB] *|~v: Select Item |
| Interface *|Enter: Select |
| BT Tile Mode [Disabled] *|+/-: Change Opt. |
| *|Fl: General Help |
| Advanced settings [Disabled] *|F2: Previous Values
| *|F3: Optimized Defaults |
|> WWAN Configuration v|F4: Save & Exit |
| |ESC: Exit |
/

This option configures Connectivity.

[Auto Detection] means that if Discrete solution is
discovered it will be enabled by default. Otherwise Integrated
Disable Integrated solution (CNVi) will be enabled;

CNVi Mode
Auto Detection [Disable Integrated] disables Integrated Solution.
NOTE: When CNVi is present, the GPIO pins that are used for
radio interface cannot be assigned to the other native
function.
Enabled This is an option intended to Enable/Disable Wi-Fi Core in
Wi-Fi Core
Disabled CNVi
Enabled
BT Core This is an option intended to Enable/Disable BT Core in CNVi
Disabled
Disabled This is an option to Enable/Disable BT Audio Offload which
isable
BT Audio Offload Enabled enables audio input from BT device to the audio DSP and
nable
enables power efficient audio output to BT device.
Enabled This is an option intended to Enable/Disable DDR-RFIM
nable
RFI Mitigation Disabled feature for Connectivity This RFI mitigation feature may result
isable
in temporary slowdown of the DDR speed.
Disabled
Preboot BLE This will be used to enable Preboot Bluetooth function
Enabled
Discrete Bluetooth Disabled ) )
Serial 10 UARTO needs to be enabled to select BT interface
Interface USB
Disabled
BT Tile Mode Enable/Disable Tile
Enabled
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) Disabled
Advanced Setting Configure ACPI objects for wireless devices
Enabled

WWAN Configuration
Disabled
WWAN Device 4G-730/7560
5G-M80

Select the M.2 WWAN Device options to enable 4G -
7360/7560 (Intel), 5G - M80 (MediaTek) Modems
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CPU Configuration

Advanced

Aptio Setup - AMI

/= = - = = = re——— e
| CPU Configuration ~|Displays the E-core |
| * | Information |
| i |
| > Performance-core Information *] |
| &l |
| ID 0x90672 | |
| Brand String 12th Gen Intel (R) il |
| Core (TM) i9-12900E * | |
|  VMX Supported 4y | |
| SMX/TXT Supported o = == ==
| TXT Crash Code 0200000000 *|><: Select Screen |
| TXT SPAD 0x0000000000000000 *|~v: Select Item |
| Boot Guard Status 0x00000000 +|Enter: Select |
| Boot Guard ACM Policy 0x0000000000000000 +|+/-: Change Opt. |
| Status +|Fl: General Help |
| Boot Guard SACM 0x0000001000000000 +|F2: Previous Values |
| Information +|F3: Optimized Defaults |
I v|F4: Save & Exit |
| |ESC: Exit |
he= = = = == === === = = == —=/
| Hardware Prefetcher [Enabled] *|><: Select Screen
| Adjacent Cache Line [Enabled] *|2yz Select Ttem |
| Prefetch * |Enter: Select |
| Intel (VMX) [Enabled] *|+/-: Change Opt. |
| Virtuwalization *|Fl: General Help |
| Technology *|F2: Previous Values |
| AES [Enabled] *|F3: Optimized Defaults |
| v|F4d: Save & Exit |
| |ESC: Exit |
/

Hardware
Prefetcher
Adjacent Cache
Line Prefetch
Intel (VMX)
Virtualization

Technology

AES

MonitorMWait

O0DI04T I98EE025-1 T AEX

Disabled
Enabled
Disabled
Enabled

Disabled
Enabled

Disabled
Enabled
Disabled
Enabled

To turn on/off the MLC streamer prefetcher.

To turn on/off prefetching of adjacent cache lines.

When enabled, a VMM can utilize the additional hardware
capabilities provided by Vanderpool Technology.
Enable/Disable AES (Advanced Encryption Standard)

Enable/Disable MonitorMWait, if Disable MonitorMwait, the
AP threads Idle Manner should not set in MWAIT Loop
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Efficient-Core Information

Aptio Setup - AMI

Advanced
+
Efficient-core Information | |
| |
L1 Data Cache 32 KB x 8 | |
L1 Instruction Cache 64 KB x 8 | |
L2 Cache 2048 KB x 2 | |
1.3 Cache 30 MB | |
| |
[ |
[ |

|
|
|
|
|
|
|
|
|
|
| |><: Select Screen |
| |*v: Select Item |
| |Enter: Select |
| [+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| [F4: Save & Exit |
| |ESE:: ExXit |

Performance-core Information

L1 Data Cache 48 KB % B
Ll Instruction Cache 32 KB x 8
L2 Cache 1280 KB x 8
L3 Cache 30 MB

|><: Select Screen |
|*w: Select Item |
|Enter: Select |
|+/-: Change Opt. |
|Fl: General Help |
|F2: Previous Values |
|IF3: Optimized Defaults |
|Fd4: Save & Exit |
|ESC: Exit |
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Power & Performance

Advanced

Power & Performance |CPU - Power Management
|Control Options
|

> GT - Power Management Control

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

— - S - .

N e S

|
|
|
|
|
|
|
[
|
|
| |><: Select Screen
|
|
|
|
|
|
|
|
\
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CPU - Power Management Control

Aptio Setup - AMI

Advanced

CPU - Power Management Control |Select the performance
|state that the BIOS
|will set starting from
|reset vector.

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Prewvious Values
|F3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

B e e e e e e e e e i

Max Battery
Boot Performance Select the performance state that the BIOS will
Max Non-Turbo Performance
Mode set starting from reset vector.
Turbo Performance

O0DI04T I98EE025-1 T AEX
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GT - Power Management Control
Aptio Setup - AMI

Advanced

GT - Power Management Control |Check to enable render
| standby support.
. i |
Maximum GT frequency [Default Max |
Frequency] |
Disable Turbe GT [Enabled] |
frequency |
|
|

\
|
|
|
|
|
|
|
|
|
I ==
|><: Select Screen |
| *v: Select Item |
|
|
|
|
|
|
1
/

|Enter: Select

|+/—: Change Opt.

|[Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd4: Save & Exit

|[ESC: Exit

e ——

RC6 Disabled
Check to enable render standby support.
(Render Standby) Enabled
Maximum GT frequency limited by the user. Choose
Maximum GT between 300MHz (RPN) and 1550MHz (RPO). Value
Default Max Frequency
Frequency beyond the range will be clipped to min/max
supported by SKU
Disable Turbo GT Enabled Enabled: Disables Turbo GT frequency.
Frequency Disabled Disabled: GT frequency is not limited
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PCH-FW Configuration

Aptio Setup - AMI

Advanced

e s ———— \
ME Firmware Version 16.1.25.2020 |Configure Management
ME Firmware Mode Normal Mode |Engine Technology |
ME Firmware SKU Consumer SKU | Parameters |
ME Firmware Status 1 0x90000255 | |
ME Firmware Status 2 0x80100116 | |
ME Firmware Status 3 0x00000020 | |
ME Firmware Status 4 0x00004000 | |
ME Firmware Status 5 0x00000000 | |
ME Firmware Status 6 0x00400002 | |

|><: Select Screen

|~*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

I
I
|
I
|
I
I
|
|[ESC: Exit ]
/

Firmware Update Configuration

Aptio Setup - AMI

Advanced
T ——— Fmmm - -
|Enable/Disable Me FW
| Image Re-Flash function.
|

|><: Select Screen

|*w: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

\
|
|
I
|
|
I
I
I
|
=,
|
|
I
|
I
|
|
|
|[ESC: Exit 1

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
!
|

Me FW Image Disabled

Enable/Disable Me FW Image Re-Flash function.
Re-Flash Enabled
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Trusted Computing

Advanced

/ = = + A
| TPM 2.0 Device Found ~|Enables or Disables |
| Firmware Version: 7.85 *|BIOS support for |
| Vendor: IFX *|security device. 0.S. |
| *|will not show Security |
{ * |Device. TCG EFI |
| * |[protocol and INT1A |
| Active PCR banks SHA256 *|interface will not be |
| Available PCR banks SHA256 *lavailable. |
| % |
| SHA256 PCR Bank [Enabled] bl e |
| *|><: Select Screen |
| Pending operation [None] *|~v: Select Item |
) Platform Hierarchy [Enabled] * [Enter: Select |
| Storage Hierarchy [Enabled] *|+/-: Change Opt. |
| Endorsement [Enabled] +|Fl: General Help |
| Hierarchy +|F2: Previous Values |
] Physical Presence [1.3] +|F3: Optimized Defaults |
| Spec Version v|F4: Save & Exit il
| |ESC: Exit |
\ === — = = = s b e e e /
| TEM 2.0 [TIS] *|Fl: General Help |
| 1InterfaceType *|F2: Previous Values |
| PH Randomization [Enabled] *|F3: Optimized Defaults |
| v|Fd: Save & Exit |
| |ESC: Exit |
\

Enables or Disables BIOS support for security device. O.S. will

Security Device Disable ] )
not show Security Device. TCG EFI protocol and INT1A
Support Enable
interface will not be available.
Disable
SHA256 PCR Bank Enable or Disable SHA256 PCR Bank
Enable
N Schedule an Operation for the Security Device.
one
Pending Operation NOTE: Your Computer will reboot during restart to change
TPM Clear
State of Security Device.
Disabled )
Platform Hierarchy Enable or Disable Platform Hierarchy
Enabled
Disabled
Storage Hierarchy Enable or Disable Storage Hierarchy
Enabled
Endorsement Disabled
Enable or Disable Endorsement Hierarchy
Hierarchy Enabled
Physical Presence 1.2 Select to Tell O.S. to support PPl Spec Version 1.2 or 1.3.
Spec Version 1.3 NOTE: some HCK tests might not support 1.3.
Enables or Disables Platform Hierarchy randomization. DO
Disabled NOT ENABLE THIS QUESTION IN PRODUCTION PLATFORMS.
isable
PH Randomization Enabled THIS IS FOR DEVELOPMENT TESTING. OVERRIDE
nable

ChangePlatformAuth ELINK for production platforms
supporting TXT.
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TPM 1.2 will restrict support to TPM 1.2 devices,

TPM 1.2
TPM 2.0 will restrict support to TPM 2.0 devices,
Device Select TPM 2.0
A Auto will support both with the default set to TPM 2.0 devices
uto

if not found, TPM 1.2 devices will be enumerated
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Control PXE Boot

Contrel PXE Boot [Disabled]

Disabled
Control PXE Boot Lano Control PXE Boot from onboard Lan#.
an
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NCT7904D HW Monitor

Aptio Setup - AMI

Advanced

/.,_..___
Pc Health Status

I
|
|
|
|Fl: General Help |
|F2: Previous Values |
|F3: Optimized Defaults |
|Fd: Save & Exit |
|ESC: Exit |

/

} \
| | |
| | |
| CPU Temp : #38 € | |
| SYS1 Temp sl l |
| S¥S2 Temp : +37 C ! |
| FANl Speed : 7180 RPM | |
| FAN2 Speed : 7180 rpMil | I
| FAN3 Speed : 6192 RPM | |
| 5V : +5.046 V ! |
Il 3.3¥ : 43.364 V e e T RS |
| VBAT : +3.016'V |><: Select Screen
] VCCGTC : +0.898 V |*v: Select Item
| CPU VCORE s t0.8525y |Enter: Select
=24 : +11.904 ¥ |+/-: Change Opt.
|
|
|
|
|

CPU Temp This value reports the CPU temperature
SYS1 Temp This value reports the System temperature
SYS2 Temp This value reports the System temperature (Close CPU)
FAN1 Speed This value reports the Fan1 speed
FAN2 Speed This value reports the Fan2 speed
FAN3 Speed This value reports the Fan3 speed
5V This value reports the 5V Input voltage
3.3v This value reports the 3.3V Input voltage
VBAT This value reports the VBAT Input Voltage
VCCGTC This value reports the VCCGT Input voltage
CPU VCORE This value reports the CPU VCORE Input voltage
12V This value reports the 12V Input voltage
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F81804 Super 10 Configuration

Aptio Setup - AMI

Advanced

F81804 Super IO Configuration |Set Parameters of
|Serial Port 1 (COMA)
Super IO Chip F81804 |

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit 1|
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Serial Port 1 Configuration

Aptio Setup

Advanced
=== + === =
Serial Port 1 Configuration |Enable or Disable

| Serial Port (COM)
|

Device Settings I0=3F8h: IRQ=4: l
|
I
|
I
|
|

/ !
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |><: Select Screen |
| |~v: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Save & Exit |
| |[ESC: Exit (]

\ i

Disabled
Serial Port Enable or Disable Serial Port (COM)
Enabled
Device Settings N/A I0=3F8h; IRQ=4;
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Serial Port 2 Configuration

Aptio Setup - AMI

Advanced

Serial Port 2 Configuration |Enable or Disable
|Serial Port (COM)

|
Device Settings I0=2F8h; IRQ=3:

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|E3: Optimized Defaults
|Fd: Save & Exit

|ESC: Exit

e e e
I
NE—

Disabled
Serial Port Enable or Disable Serial Port (COM)
Enabled

Device Settings N/A [0=2F8h; IRQ=3;
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Serial Port Console Redirection

At 3 o

Advanced
=== === + ==\
| |Console Redirection
| comMmo0 |Enable or Disable.
| |
|> Console Redirection Settings |
| |
| Legacy Console Redirection |
|> Legacy Console Redirection Settings |

|
|
|

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/=: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit

e g

Console Disabled

Console Redirection Enable or Disable.
Redirection Enabled
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Console Redirection Settings

Advanced

Aptio Setup AMI

\

COMO

Bits per second
Data Bits

Parity

Stop Bits

Flow Control
VI-UTF8 Combo Key
Support

Recorder Mode
Resolution 100x31
Putty KeyPad

T e i~ o | s s . s s U s e

Console Redirection Settings

|[Emulation: ANSI:
|Extended ASCII char
|set. VT100: ASCII char
|set. VT100Plus: Extends

gl
*|
il
Zil

[115200] IVT100 to support color, *|
[8] | function keys, etc. *|
[None] |VT-UTF8: Uses UTFS8 +
[1] |encoding to map Unicode vl
[None] | I
[Enabled] | === |
|><: Select Screen |
[Disabled] |*v: Select Item |
[Disabled] |Enter: Select |
[VT100] |+/-: Change Opt. |
|Fl: General Help |
|F2: Previecus Values |
|F3: Optimized Defaults |
|Fd: Save & Exit |
|EsC: Exitll I

__________ +_________________________f

VT100
VT100+
VT-UTF8

ANSI

Terminal Type

9600
19200
38400
57600

115200
7
8

Bits per second

Data Bits

None
Even
Odd
Mark

Parity

Space
] 1
Stop Bits 5
None
Hardware

RTS/CTS

Flow Control

129 AT X B O

WWWL

Emulation:

ANSI: Extended ASCII char set.

VT100: ASCII char set.

VT100+: Extends VT100 to support color, function keys, etc.
VT-UTF8: Uses UTF8 encoding to map Unicode

chars onto 1 or more bytes.

Selects serial port transmission speed. The speed must be
matched on the other side. Long or noisy lines may require

lower speeds.

Data Bits

A parity bit can be sent with the data bits to detect some

transmission errors.

Stop bits indicate the end of a serial data packet.

Flow control can prevent data loss from buffer overflow.
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VT-UTF8 Combo Disabled Enable VT-UTF8 Combination Key Support for ANSI/VT100
Key Support Enabled terminals
Disabled With this mode enabled only text will be sent. This is to
Recorder Mode
Enabled capture Terminal data.
Disabled
Resolution 100x31 Enables or disables extended terminal resolution.
Enabled
VT100
LINUX
XTERMR6
Putty Keypad sco Select FunctionKey and KeyPad on Putty.
ESCN
VT400
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Legacy Console Redirection Settings

Aptio Setup - AMI

Advanced

e + — —
Legacy Console Redirection Settings |Select a COM port to
|display redirection of
|Legacy OS and Legacy
Resolution [80x24] | CPROM Messages
Redirect After POST [Always Enable] |

|

|

|

|

|

|

|

|

|

| |
| |><: Select Screen

| |*v: Select Item

| |Enter: Select

I |+/~: Change Opt.

| |Fl: General Help

| |F2: Previous Values

| |IF3: Optimized Defaults
| |Fd: Save & Exit

| |ESC: Exit

e + -

N

Redirection COM COMO Select a COM port to display redirection of Legacy OS
Port and Legacy OPROM Messages
80x24 On Legacy OS, the Number of Rows and Columns
Resolution
80x25 supported redirection

When Bootloader is selected, then Legacy Console

Redirection is disabled before booting to legacy OS.
Always Enable
Redirect After POST When Always Enable is selected, then Legacy Console
BootLoader o )
Redirection is enabled for legacy OS. Default setting for

this option is set to Always Enable.
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PCl Subsystem Settings

Advanced

[ -- + ——————-\
| AMI PCI Driver Version : A5.01.28 |If system has Resizable |
| _ |BAR capable PCIe I
| PCI Settings Common for all Devices: |Devices, this option |
| 1pP! |Enables or Disables |
| |Resizable BAR Support. |
| Change Settings of the Following PCI Devices: | |
1 | I
| WARNING: Changing PCI Device(s) settings may | |
| have unwanted side effects! System may HANG! | |
| PROCEED WITH CAUTION. | = I
| |><: Select Screen |
| |*v: Select Item |
| |Enter: Select |
| | +/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |IF4: Save & Exit |
| |[ESC: Exit il
\ = = + ==
Re-Size BAR Disabled If system has Resizable BAR capable PCle Devices, this
Support Enabled option Enables or Disables Resizable BAR Support
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USB Configuration

Advanced

/ + z
| USB Configuration “|Enables Legacy USB |
I * | support. AUTO option |
| USB Module Version 28 * |disables legacy support |
! *|if no USB devices are |
| USB Controllers: * |connected. DISABLE |
| 1 XHCI *|option will keep USB |
| USB Devices: *|devices available only |
! 1 Keyboard *|for EFI applications. |
| *| |
| *y |
| XHCI Hand-off [Enabled] *|><: Select Screen |
| USB Mass Storage [Enabled] *|~y: Select Item |
| Driver Support *|Enter: Select |
! *|+/-: Change Opt. !
| USB hardware delays *|Fl: General Help |
| and time-outs: +|F2: Previous Values |
| USB transfer time-out [20 sec] +|F3: Optimized Defaults |
| Device reset time-out [20 sec] v|F4: Save & Exit |
| |ESC: Exit |
\ + /
| *|F2: Previous Values |
| *|F3: Optimized Defaults |
| J v|F4: Save & Exit |
| |ESC: Exit |
\ —- —- : )

Enables Legacy USB support.

Enabled Auto option disables legacy support if no USB devices are
Legacy USB
Disabled connected.
Support . . . ,
Auto Disabled option will keep USB devices available
only for EFI applications.
Enabled This is a workaround for OSes without XHCI hand-off support.
nable
XHCI Hand-off ) The XHCI ownership change should be claimed by XHCI
Disabled
driver.
USB Mass Storage Disabled ) )
Enable/Disable USB Mass Storage Driver Support.
Driver Support Enabled
1 sec
USB transfer 5 sec
The time-out value for Control, Bulk, and Interrupt transfers
time-out 10 sec
20 sec
10 sec
Device reset 20 sec
USB mass storage device Start Unit command time-out
time-out 30 sec
40 sec
Maximum time the device will take before it properly reports
Device power-up Auto itself to the Host Controller. Auto uses default value: for a
delay Manual Root port, it is 100 ms, for a Hub port the delay is taken from

Hub descriptor.
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Network Stack Configuration

Aptio Setup - AMI

Advanced
[ - - - ———t—— = -

|Enable/Disable UEFI

IPv4 PXE Support [Enabled] |Network Stack

IPv4 HTTP Support [Disabled] |

IPv6 PXE Support [Disabled] |

IPv6e HTTP Support [Disabled] |

PXE boot wait time 0 |

Media detect count L !
I
|

|

|

|

|

|

|

|

|

|

I

| |><: Select Screen
| |*v: Select Item
|

|

|

|

l

|

|

N

|Enter: Select

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exith

—— —_— _— — PR _+ R PR -

N e

Disabled
Network Stack Enable/Disable UEFI Network Stack
Enabled
Disabled Enable/Disable IPv4 PXE boot support. If disabled, IPv4 PXE
IPv4 PXE Support

Enabled boot support will not be available.

Disabled Enable/Disable IPv4 HTTP boot support. If disabled, IPv4 HTTP
[Pv4 HTTP Support

Enabled boot support will not be available.

Disabled Enable/Disable IPv6 PXE boot support. If disabled, IPv6 PXE

IPv6 PXE Support ) )

Enabled boot support will not be available.

Disabled Enable/Disable IPv6 HTTP boot support. If disabled, IPv6 HTTP
IPv6 HTTP Support ) )

Enabled boot support will not be available.

Wait time in seconds to press ESC key to abort the PXE boot.
PXE Boot Wait Time 0
Use either +/- or numeric keys to set the value.
Media Detect : Number of times the presence of media will be checked. Use
Count either +/- or numeric keys to set the value.
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CSM Configuration

CSM Support [Disabled]

Disabled
CSM Support Enable/Disable CSM Support
Enabled
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NVMe Configuration

Aptio Setup - AMI

Advanced
= - = - - = - + e
| Seg:Bus:Dev:Func 00:01:00:00 | Select either Short or |
| Model Number ESO512GTLSW-I3C |Extended Self Test. |
| Total Size 512.1 GB | Short option will take |
| Vendor ID 1987 |couple of minutes and |
| Device ID 5013 |extended option will |
| | take several minutes to |
| Namespace: 1 Size: 512.1 GB | complete. |
| | I
| Device Self Test: | |
| : | —
| Self Test Action [Controller Only Test] |><: Select Screen |
| Run Device Self Test |*v: Select Item |
| |Enter: Select |
| Short Device Selftest [Not Available] |+/-: Change Opt. |
| Result |[Fl: General Help |
| Extended Device [Not Available] |F2: Previous Values
| Selftest Result |F3: Optimized Defaults
| |F4: Save & Exit |
| |ESC: Exit
\ + /

Select either Short or Extended Self-Test. Short

Short
Self-Test Option option will take couple of minutes and extended
Extended ) ) )
option will take several minutes to complete.
Select either to test Controller alone or Controller
Controller Only Test and NameSpace. Selecting Controller and

Self-Test Action _ )
Controller and NameSpace Test Namespace option will take lot longer to

complete the test.
Perform device self-test for the corresponding
Run Device Option and Action selected by user. Pressing ‘Esc’
Self-Test /A key will abort the test. Result shown below is the

recent result logged in the device.
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Chipset Page

Select the Chipset item from the BIOS setup screen to enter the Chipset page. Users can select any of the

items in the left frame of the screen.

Chipset

- - - EE—— = - -\
| | System Agent (SA)

|> PCH-IO Configuration | Parameters

I |
|
|
I
|
|

|
|
|
| |
| |
l |
| |
l |
! |
| == = =5 ===
| |><: Select Screen |
| |“w: Select Item |
| |Enter: Select |
! |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
l |F3: Optimized Defaults |
| |Fd: Save & Exit |
| |ESC: Exit |

+ /

\mmm e = e = = = ——— e —=— —==
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System Agent (SA) Configuration

Aptio Setup - AMI

Chipset

System Agent (SA) Configuration |VT-d capability
|
VT-d Supported |
|
|
_ |
Control Iommu [Enable IOMMU during |
Pre-boot Behavior boot] |
X2APIC Opt Out [Disabled] |

\
|
|
|
|
|
|
|
|
_ |
DMA Control Guarantee [Enabled] | |
|><: Select Screen |

|*v: Select Item |

|Enter: Select |

|+/-: Change Opt. |

|Fl: General Help |

|F2: Previous Values |

|F3: Optimized Defaults |

|Fd: Save & Exit |

|[ESC: Exit 1

/

P e ey~ s s e s - |

Disabled
VT-d VT-d capability
Enable
Enable IOMMU in Pre-boot environment (If DMAR
Disable IOMMU

Control lommu ) table is installed in DXE and If VTD_INFO_PPI is
Enable IOMMU during Boot
installed in PEL)

Enabled
X2APIC Opt Out Enable/Disable X2APIC_OPT_OUT bit
Disabled
DMA Control Enabled
Enable/Disable DMA_CONTROL_GUARANTEE bit
Guarantee Disabled
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PCH-10 Configuration

|l> SATA Configuration

Power On
Specify what state to go to when power is re-applied
Restore AC Power Loss Power Off
after a power failure (G3 state).
Last State
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SATA Configuration
e ' ' =¥ e . \
| SATA Configuration |Enable/Disable SATA |
| | Device. |
| _ : | l
| SATA Mode Selection [AHCI] | |
| | |
| SATAl Empty | |
| SATA2 Empty | |
| NGFF2 Empty | |
| | |
| S ===
Enabled ) .
SATA Controller(s) ) Enable/Disable SATA Device
Disabled
SATA Mode ]
] AHCI Determines how SATA controller(s) operate.
Selection
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Security Page
Select the Security item from the BIOS setup screen to enter the Security page. Users can select any of the

items in the left frame of the screen.

! Security
bi=== == = + == ==
| ~|Set Administrator |
| If ONLY the Administrator's password is set, * | Password |
| then this only limits access to Setup and is *| |
| only asked for when entering Setup. *] |
| If ONLY the User's password is set, then this 3 |
| 1s a power on password and must be entered to | |
| boot or enter Setup. In Setup the User will *| |
| have Administrator rights. x| |
| The password length must be *| |
| din the following range: *| ==
| Minimum length 3 *|><: Select Screen |
| Maximum length 20 *|~v: Select Item |
| *|Enter: Select |
. F *|+/-: Change Opt. |
| User Password +|Fl: General Help |
| +|F2: Previous Values |
| +|F3: Optimized Defaults I
|> Secure Boot v|F4d: Save & Exit |
| |ESC: Exit I
== = = = - == i = = =
Setup Administrator If ONLY the Administrator's password is set, it only limits access to
Password Setup and is only asked for when entering Setup.

If ONLY the User's password is set, it serves as a power-on password

User Password and must be entered to boot or enter Setup. In Setup, the User will

have Administrator rights.
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Secure Boot

Aptio Setup - AMI

Security
V= = === == = =
| System Mode Setup | Secure Boot feature is
| |Active if Secure Boot
| |is Enabled,
| Not Active |Platform Key (PK) is
| |enrolled and the System
| Secure Boot Mode [Custom] |is in User mode.
|> Restore Factory Keys | The mode change
|> Reset To Setup Mode lrequires platform reset

| > Key Management | = ==
|><: Select Screen

|*v: Select Item

|Enter: Select

|+/-: Change Opt.

[Fl: General Help

|F2: Previous Values

|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit

I
|
I
I
I
I
I
I
| | I
I
I
I
I
I
[
I
I
|

T e

Secure Boot feature is Active if Secure Boot is Enabled, Platform

Disabled
Secure Boot Enabled Key (PK) is enrolled and the System is in User mode. The mode
nable
change requires platform reset
Secure Boot mode options: Standard or Custom. In Custom
Standard ) ) ]
Secure Boot Mode c mode, Secure Boot Policy variables can be configured by a
ustom

physically present user without full authentication

O0DI04T I98EE025-1 T AEX
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Key Management

Aptio Setup - AMI

Security

I

/ FEE— -

| Vendor Keys Valid |Install factory default
1

|

|Secure Boot keys after
|the platform reset and
|> Restore Factory Keys |while the System is in
| > Reset To Setup Mode | Setup mode
| > Export Secure Boot variables |
|> Enroll Efi Image |

| Secure Boot variable | Size| Keys| Key Source |
|> Platform Key (PK) | 0l 0| No Keys ===

|> Key Exchange Keys | 0l 0| No Keys | ><: Select Screen
|> Ruthorized Signatures| (o]} 0| No Keys |*v: Select Item
|> Forbidden Signatures| 0] 0| No Keys |Enter: Select

| > Buthorized TimeStamps| 0l 0| No Keys |+/-: Change Opt.
|> OsRecovery Signatures| 0l 0| No Keys [Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|Fd: Save & Exit

e e e

|ESC: Exit
Factory Key Disabled Install factory default Secure Boot keys after the platform reset
Provision Enabled and while the System is in Setup mode
Restore Factory None Force System to User Mode. Install factory default Secure Boot
Keys key databases
Reset to Setup
Mode None Delete all Secure Boot key databases from NVRAM
Export Secure Boot None Copy NVRAM content of Secure Boot variables to files in a root
Variables folder on a file system device
Allow the image to run in Secure Boot mode. Enroll SHA256
Enroll Efi Image None Hash certificate of a PE image into Authorized Signature

Database (db)

O0DI04T I98EE025-1 T AEX
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Boot Page

Select the Boot item from the BIOS setup screen to enter the Boot page. Users can select any of the items

in the left frame of the screen.

= === R e e \
| Boot Configuration |Number of seconds to |
| |wait for setup |
| Bootup NumLock State [On] |activation key. |
| | 65535 (0xFFFF) means |
| Boot mode select [UEFI] |indefinite waiting. |
| | |
| FIXED BOOT ORDER Priorities | |
| Boot Option #1 [UEFI Hard Disk] | |
| Boot Option #2 [UEFI NVME] | |
| Boot Option #3 [UEFI USB Device] | — |
| Boot Option #4 [UEFI Network] |><: Select Screen |
| | “v: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |Fl: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |Fd: Save & Exit |
| |ESC: Exith |
= = = == + == == ===

Setup Prompt The number of seconds to wait for setup activation key. 65535

5
Timeout means indefinite waiting.
Bootup NumLock On
Select the keyboard NumLock state
State Off
LEGACY
Boot Mode Select UEFI Select boot mode LEGACY/UEFI
DUAL

» Default boot priority: Hard Disk -> NVME -> USB -> Network
» Choose specifies boot device priority sequence from available Group device.

» Choose boot priority from boot option group.
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Save and Exit Page

Select the Save and Exit item from the BIOS setup screen to enter the Save and Exit page. Users can select

any of the items in the left frame of the screen.

Aptio Setup - AMI

Boot
Save Options |Exit system setup
|without saving any
Save Changes and Reset |changes.

|
Default Options
Restore Defaults

|

|

|
Boot Override |
Launch EFI Shell from filesystem device |
|><: Select Screen
|*v: Select Item
|Enter: Select
|+/-: Change Opt.
|Fl: General Help
|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit
|ESC: Exit

N — e ————

» Discard Changes and Exit
Select this option to quit Setup without saving any modifications to the system configuration. The following
window will appear after the “Discard Changes and Exit" option is selected. Select "Yes” to Discard changes
and Exit Setup.

Exit Without Sav

Quit without sawi

» Save Changes and Reset

When Users have completed the system configuration changes, select this option to save the changes and
reset from BIOS Setup in order for the new system configuration parameters to take effect. The following
window will appear after selecting the “"Save Changes and Reset” option is selected. Select “Yes" to Save

Changes and reset.

YTV
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» Restore Defaults

Restore default values for all setup options. Select “Yes” to load Optimized defaults.

Load Optimized Defaults

Load Optimized Defaults?

Note
The items under Boot Override may not be the same image as above. It should depend on the actual devices connect on
system.
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APPENDIX A: LED INDICATOR EXPLANATIONS

» System Power / Status / HDD Activity

O Green : Power
. Green / Red : Status
Q Amber : HDD

COLOR COLOR
LED ACTION DESCRIPTION
ON LCM ON BOARD

Green Green Steady When system power on
POWER
Off Off N/A No power on
Green Green Steady control by GPIO
Amber Red Steady control by GPIO
STATUS
control by GPIO (Default)
Off Off N/A
or No power on
Blinking indicates HDD activity
Amber Amber Blinking
HDD Include SATA / NVME
Off Off N/A No data access or No power on

» RJ45 LAN LED

10/100/1G 2.5G/10G
Green / Green/
Amber Amber Green Amber

1Gb RJ-45 Define:

N ™ S SR

10M Blinking / Data access OFF
100M Blinking / Data access ON (Green)
1G Blinking / Data access ON (Amber)

1. When cable is plugged-in and network is linked. Both LED will be bright. The behavior is as defined.
2. Without the Cable plug-in, the LED should be off.

3. If LAN Driver controls the LED, the behavior will follow the driver

2.5Gb RJ-45 Define:

0DI04T I98EE025-1 A eX0: P08
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O T S VN

10/100M Blinking / Data access OFF
1G Blinking / Data access ON (Amber)
2.5G Blinking / Data access ON (Green)

1. When cable is plug-in and network is linked. Both LED lights will be bright. The behavior is as defined.
2. Without the Cable plug-in, the LED should be off
3. If LAN Driver controls the LED, the behavior will follow the driver
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APPENDIX B: TERMS AND CONDITIONS
Warranty Policy

1.

All products are under warranty against defects in materials and workmanship for a period of one year
from the date of purchase.
. The buyer will bear the return freight charges for goods returned for repair within the warranty period,

whereas the manufacturer will bear the after service freight charges for goods returned to the user.

. The buyer will pay for the repair (for replaced components plus service time) and transportation charges

(both ways) for items after the expiration of the warranty period.
If the RMA Service Request Form does not meet the stated requirement as listed on the "RMA

Service,” RMA goods will be returned at customer’s expense.

. The following conditions are excluded from this warranty:

» Improper or inadequate maintenance by the customer
» Unauthorized modification, misuse, or reversed engineering of the product

» Operation outside of the environmental specifications for the product.

RMA Service
Requesting an RMA#

1.
2.

To obtain an RMA number, simply fill out and fax the “RMA Request Form” to your supplier.
The customer is required to fill out the problem code as listed. If your problem is not among the codes

listed, please write the symptom description in the remarks box.

3. Ship the defective unit(s) on freight prepaid terms. Use the original packing materials when possible.

Mark the RMA# clearly on the box.

Note: The customer is responsible for shipping damage(s) resulting from inadequate/loose
@ packing of the defective unit(s). All RMA# are valid for 30 days only; RMA goods received after

the effective RMA# period will be rejected.
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RMA Service Request Form

When requesting RMA service, please fill out the following form. Without this form enclosed, your RMA

cannot be processed.

Reasons to Return: o Repair(Please include failure details)

RMA No: -
o Testing Purpose
Company: Contact Person:
Phone No. Purchased Date:
Fax No.: Applied Date:

Return Shipping Address:
Shipping by: o Air Freight o Sea o Express

o Others:
Item Model Name |Serial Number Configuration
Item Problem Code [Failure Status

*Problem Code:

01:D.0.A. 07: BIOS Problem 13: SCSI 19: DIO
02: Second Time 08: Keyboard Controller Fail 14: LPT Port 20: Buzzer
R.M.A. 09: Cache RMA Praoblem 15: PS2 21: Shut Down
03: CMOS Data Lost 10: Memory Socket Bad 16: LAN 22: Panel Fail
04: FDC Fail 11: Hang Up Software 17: COM Port 23: CRT Fail
05: HDC Fail 12: Out Look Damage 18: Watchdog Timer  24: Others (Pls specify)
06: Bad Slot
Request Party Confirmed By Supplier
Authorized Signature / Date Authorized Signature / Date
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Sistema de Cadastramento Unificado de Fornecedores - SICAF
Relatorio Nivel III - Regularidade Fiscal e Trabalhista Federal

Dados do Fornecedor

CNPJ: 44.122.701/0001-79

Razio Social: SH7 PROTECAO E INTELIGENCIA CIBERNETICA LTDA

Nome Fantasia: G2Z

Situagdo do Fornecedor: Credenciado Data de Vencimento do Cadastro: 21/01/2026

Dados do Nivel

Situacio do Nivel: Cadastrado

Comprovante de Regularidade da Receita Federal e PGFN

Tipo de Comprovante: Certidao Data de Validade: 12/10/2025
Codigo de Controle: B49B3452D6366B1B

Comprovante de Regularidade do FGTS

Tipo de Comprovante: Certidao Data de Validade: 25/07/2025
Codigo de Controle: 2025062609486413755566

Comprovante de Regularidade do TST

Tipo de Comprovante: Certidao Data de Validade: 30/12/2025
Codigo de Controle: 374612622025

Em1t1d em: 05%9/0%20%& 09:20
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NETWORKS

OAP101
Wi-Fi 6 OUTDOOR Access Point

INTRODUCTION

The OAP101 is an enterprise-grade, dual-band Wi-Fi 6 outdoor access point, designed to
withstand harsh weather conditions in outdoor and industrial environments with an IP68 rated,
rust-resistant housing. The OAP101 features 2x2:2 uplink and downlink MU-MIMO that can
each transmit data to multiple clients simultaneously, and together have a combined data rate
of up to almost 3 Gbps. The OAP101’s integration with Bluetooth Low Energy (BLE) enables
value-added applications such as iBeacon and Matter applications.

The OAP101 can be operated in a standalone mode or managed by Edgecore ecCLOUD,
ecCLOUD-VPC, or EWS/VEWS Series controllers.

HIGHLIGHTS

Wi-Fi Physical

e Concurrent dual-band 2.4 and 5 GHz *  Wall and pole mountable

*  Wi-Fi 6 2x2:2 UL and DL MU-MIMO * |P68 weatherproof plastic housing
supporting up to 3 Gbps data rate * Industrial temperature range

* Supports up to 32 ESSIDs * RJ-45 console for troubleshooting and debug

* High-density Wi-Fi deployment
* Bluetooth Low Energy (BLE)

c: Protocolo 1.943/2025 | Anexo: em_34C7D880E8Is2 F¥2tBAGRAEAB rgtow Padoesiirhititatorioce828/20R5tdridnéRe . CDRB1PartDalispde! teB/20%) 2888/4726

Copyright © 2024 Edgecore Networks Corporation



SPECIFICATIONS
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NETWORKS

PHYSICAL

Power

Dimensions

Weight

Interfaces

LED Indicator

Buttons

Environmental Conditions

Power Consumption

Antenna

Mounting

Protective Vent

DC Input: 48 VDC (DC terminal block)
PoE: 802.3at compliant (PSE injector is not included in standard package)

283.4 mm (L) x 293.4 mm (W) x 71 mm (H)
1.725 kg (excluding mounting bracket)

Uplink (PoE In): 1 x 10/100/1000/2.5GBase-T Ethernet, Auto MDIX, RJ-45 with
802.3at PoE

LAN: 1 x 10/100/1000Base-T Ethernet, Auto MDIX, RJ-45

Console: 1 x RJ-45

1 x tri-color LED (Power, Cloud, Uplink)
1 x Restart / Reset

Operating Temperature: -40°C (-40°F) to 60°C (140°F)
Operating Humidity: 5% to 95% non-condensing
IP66, IP68 rating

21.12 W

5 dBi (2.4 GHz, built-in omni-directional antennas with 20-degree down tilt)
6 dBi (5 GHz, built-in omni-directional antennas with 20-degree down tilt)
4.5 dBi (BLE, built-in)

Pole mount (standard bracket including hose clamp)
Wall mount (standard bracket)

Yes

Standards

Support Data Rates

Radio Chains

Spatial Streams

Aggregate Conducted
Transmit Power
RF output power aggregates across MIMO

chains and does not contain antenna gain.

Channelization

Frequency Range

802.11 a/b/g/n/ac/ax
Concurrent dual-band 2.4 and 5 GHz

802.11b: 1, 2, 5.5, 11 Mbps

802.11a/g: 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11n: 6.5 — 300 Mbps (20 / 40 MHz)

802.11ac: 6.5 — 867 Mbps (20 / 40 / 80 MHz)

802.11ax: 3.6 — 574 Mbps (2.4 GHz, 20 / 40 MHz)
802.11ax: 3.6 — 2402 Mbps (5 GHz, 20 / 40 / 80 /160 MHz)

2.4 GHz: 2x2
5 GHz: 2x2

2; MU-MIMO support

2.4 GHz: up to 26 dBm
5 GHz: up to 25 dBm

Maximum power is limited by local regulations

c: Protocolo 1.943/2025 | Anexo: em_34C7D8805922 F¥ptBAAREAR raior PrdussiEirhidiatonoce2s/20RE!riANGRS: PYHS1parDaishdet 1oH/20S)
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2.4 GHz: 20 / 40 MHz
5 GHz:20/40/80/ 160 MHz

2.401-2.483 GHz
5.170 - 5.835 GHz
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Operating Channels

Channels are restricted by local regulatory
and product certifications

ESSID .
Certification .

Physical Data Rate

2.4 GHz:1-11 (US), 1 — 13 (Europe), 1-13 (Japan)
5 GHz: 36 — 165 (US), 36 — 140 (Europe), 100-144 (Japan)

Up to 16 per radio (32 in total)

FCC, CE, TELEC, VCCI

Up to 574 Mbps (2.4 GHz)
Up to 2402 Mbps (5 GHz)

FEATURES

Wireless .
Network .
Security .

802.11 k/v/r

Orthogonal Frequency Division Multiple Access (OFDMA)
Client isolation

Open Mesh

BSS Coloring

Band Steering

Wi-Fi Enhanced Open (OWE)

Wireless site survey

Spanning Tree Protocol (STP)
Dynamic Host Configuration Protocol (DHCP)
DHCP Relay

802.1q

Access Control List (ACL)

Network Address Translation (NAT)
Dynamic VLAN

Link Layer Discovery Protocol (LLDP)
Smart isolation

IPv6 compatible

Proxy ARP

WPA-Personal (AES)
WPA-Enterprise (AES)
WPA2-Personal (AES)
WPA2-Enterprise (AES)
WPA3-Personal (AES)
WPAS3-Personal Transition (AES)
WPA3-Enterprise (AES)
WPAS3-Enterprise transition (AES)
MAC Address Authentication
Multi Pre-Shared Key (MPSK)
Dynamic Pre-Shared Key (DPSK)
MAC Address Authentication
DHCP Snooping

ARP Inspection

L3 Firewall

c: Protocolo 1.943/2025 | Anexo: em_34C7D880E8Is2 F¥2tBAGRAEAB rgtvw Padoesiirhititatorioce828/20R5tdridnéRe . CDRB1PArtDalishde! teh/&)5) 2886/4726
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FEATURES

* Network Time Protocol (NTP)

* Standalone

*  Management by ecCLOUD

*  Management by ecCLOUD-VPC

* Management by EWS/VEWS Series Controller (Complete Tunnel/Split Tunnel)
Maintenance * SSH

* QR code onboarding

e SNMP v1/v2c/v3

*  Remote Syslog

» Discovery tool

e Zero Touch Provisioning (ZTP)

e RSSI threshold (optimal client filtering)

QoS *  Multicast-to-Unicast conversion
- WME

Mobility *  OpenRoaming (Hotspot 2.0 R1)
* iBeacon

* Target Wake Time (TWT)
* Hotspot captive portal
* Dynamic Authorization (DAE)

Others

SIGNAL COVERAGE PATTERN

Il 2.4 GHz Il Bluetooth
. 0X
Azimuth
150 210 150 210
180 180
Elevation ZY 0z 0z L
30. 10 330 30, 10 330 30 330
0 0
60 e 300 60 P 300 60 300
Y Y Y
90 270 90 270 90 270
120 240 120 240 120 240
150 210 150 210 150 210
180 180 180
Elevation ZX 0 22 0 02

30, 5 330 30, 330

60 300

270

120 240 240

150 210
180

150 210 150 210
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ORDERING INFORMATION

Part Number Description Remark
FI2WL0O101009A OAP101 (WW) Edgecore OAP101
131500000206A POE29U-560 30W PSE injector

c: Protocolo 1.943/2025 | Anexo: em_34C7D880%8122 H3»tBAGREABt gt Pxdoasisirhititatprioce629/ACREdridne@Re: LIRIB1 PartD alishdel {Ri/Z05)
TEL: 886-3-5638888 FAX: 886-3-6686111 sales@edge-core.com
1, Creation Rd. Ill, Hsinchu Science Park, Taiwan 30077 www.edge-core.com Copyright © 2024 Edgecore Networks Corporation
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Quick Start Guide EHEEHEEHE

Outdoor Access Point
OAP101 | OAP101-6E

Package Contents

> Lav sl
Z . .4 sl =
33//‘,,‘ :’ el e
©) @ - ©) ® © @
e |
1. OAP101 or OAP101-6E access point 5. 2 x Steel-band clamps for pole mount (2.5 inch diameter max.)
2. Mounting bracket and 4 x M6 screws 6. Screw kit—4 screws and 4 plugs
3. DC terminal plug 7. QR code card
4. 3 x Cable glands
Overview
e 1. Grounding point
i - 2. DC In port: 48 VDC
@"' 3. Uplink (PoE) port: RJ-45 2.5GBASE-T connection to 802.3at PoE
l 4. LAN port: 1 Gbps LAN connection
5. Console port
6. Moisture protective vent
7. Power/Status LED:

m  Yellow green: On (power OK), Blinking (boot up)

®  Blue: On (cloud managed)

m  Purple: Blinking (uplink activity in cloud managed mode)

®m  Orange: Blinking (uplink activity in stand-alone mode)
8. Restart/Reset button:

m A quick press restarts the system.

m  Press and hold for 5 seconds resets to factory defaults.

Installation

1. Atthe installation location on the wall, use the mounting bracket to
mark four holes for the wall plugs and screws. The bracket must be
installed with the marking “UP” at the top.

Warning: For a safe and reliable installation, use only the
& accessories and screws provided with the device. Use of other
accessories and screws could result in damage to the unit. Any
damages incurred by using unapproved accessories are not Drill four holes for the wall plugs, and then insert the plugs and tap
covered by the warranty.

& Warning: To ensure compliance with IP66 and P48
standards, maintain a cap or a cable gland on all ports.

them flush with the wall surface.

Note: Drill 2.5 mm (=0.2 mm) holes for M3 self-tapping
screws, or 4.5 mm (=0.2 mm) holes for nylon wall plugs.

Note: The drawings in this document are for illustration only

and may not match your particular model. 2. Use the included Mé screws to attach the mounting bracket to the
device.
o Mount the Device 3. With its ports facing down, slide the device down onto the pre-

installed screws until it snaps into its secured position. Do not let go

a. Mounting on a Wall of the device until you confirm that it is secure.

DU
*150200 RO 4 k 150200002632A
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b. Mounting on a Pole

1. Use the included Mé screws to attach the mounting bracket to the
device.

2. Feed the two steel-band clamps through the pole-mount bracket
mounting points.

3. Fasten the steel-band clamps around the pole to secure the AP to
the pole.

a Ground the Device

‘®

1. Ground the device by connecting a ground wire to the grounding
point on the device and to nearby good earth.

B Connect Cables

a. Connect Ethernet Cables

[
’
9/

’!(wllllluw | o

—

F @Q@ o) (?@ &7 3

(3= 4)
o

- = ”/;/. g

J

Note: Port covers and cable glands should be tightened to a
torque of 10 kgf.cm.

1. Connect Category 5e or befter cable to the Uplink (PoE In)
2.5GBASE-T RJ-45 port. When connected to a PoE source, the
Uplink (PoE In) port connection provides power to the unit.

2. (Optional) Connect a local LAN switch or computers to the LAN
TOO0BASE-T RJ-45 port.

1Doc: Protocolo 1.943/20251 Ddh]eRooerﬂMED&S%mtﬁﬂﬁib_pﬁﬁﬁ)éﬁdﬂﬁniserlda)m_:;ﬁ)@@k@d)_(DﬁBttﬂi‘o_&EQQSﬁiSBﬁéﬂEQZ@Qﬁﬂ?(mB/@T)

Quick Start Guide

3. Wire the included DC terminal plug to a 48 VDC, 0.5 A source to
provide power to the device. Follow the wiring scheme shown on the
panel with the negative pole (-) on the left and the positive pole (+)
on the right.

c. (Optional) Management Connection

4. Connect an RJ-45 to DB9 straight-through console cable and then
configure the serial connection: 115200 bps, 8 characters, no
parity, one stop bit, 8 data bits, and no flow control.

3 Check AP LED

o - : =5

)

I

| |

|

T P e & &
F = 8

1. When operating normally, the Power/Status LED should be on yellow
green. Blinking indicates the device is booting up.

B Initial Setup and AP Registration

There are three options for sefting up the AP for your network:

m I your network is already managed by ecCLOUD, you can just
register the AP on your network by entering the MAC address
and serial number on ecCLOUD.

m  Connect to the AP’s web interface through a network
connection to one of the AP’s LAN ports. See section
“Connecting to the Web Interface”.

B Use QR-Code Onboarding to connect to the AP through a web
browser on a phone. See section “QR Code Onboarding”.

The first-time you access the AP’s web management interface, it
automatically runs the Setup Wizard for initial AP configuration. Follow
the Setup Wizard steps to configure the AP for management by
ecCLOUD or in a stand-alone mode.
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Connecting to the Web Interface

Follow these steps to connect to the AP’s web interface through a network
connection to one of the AP’s LAN ports.

1. Connect a PC directly to one of the AP’s LAN ports.

2. Setthe PC IP address to be on the same subnet as the AP LAN port
default IP address. (The PC address must start 192.168.2.x with
subnet mask 255.255.255.0.)

3. Enter the AP’s default IP address of 192.168.2.1 into the web
browser address bar.

Note: To connect to the web interface using the Uplink (PoE)
port, the IP address is automatically assigned through DHCP by
default. If a DHCP server is unreachable, the Uplink (PoE) port
reverts to a fallback IP address of 192.168.1.10.

4. On first-time log in to the web interface, the Setup Wizard starts and
you must select how the AP will be managed using the ecCLOUD
controller or in stand-alone mode.

Will this device be managed?

® Yes, | will manage this device by ecCloud
controller,

No, | will be operating this device in stand-
alone mode.

5. Continue with the Setup Wizard to make other settings:
m  Cloud-Managed Mode: Select the country of operation.

®m  Stand-Alone Mode: Use the default wireless network setting
or customize the network name, then set a password (the
default user name is “admin” with password “admin”), and
select the country of operation.

6. Click “Done” to finish the setup wizard.

Note: For more information on the Setup Wizard and AP
configuration, refer to the User Manual.

QR Code Onboarding

For quick set up and registration of your AP with the ecCLOUD controller,
you can scan the QR code on the AP using a phone.

Follow these steps:

1.
2.

Make sure the AP is powered on and connected to the Internet.

Use the camera or a barcode app on your phone to scan the AP’s
QR code. The QR code is printed on a label next to the AP’s ports.

[ |
@ o e

3 - =
N |

-

3. When a message pops up, tap “yes” to join the Wi-Fi network

(iPhone requires you to go to Settings > Wi-Fi or open the browser
for the message to pop up).

The web browser should open and redirect to the Setup Wizard
page.

Note: If the phone cannot connect to the Wi-Fi network, type
the SSID (network name) and password manually. The SSID
name is the AP serial number (for example, EC0123456789),
and the password is the AP MAC address (for example,
903CB3BC1234).

4. After setting a new password and the regulatory country, select to

manage the AP using the ecCLOUD controller or to manage the AP
in stand-alone mode.

Will this device be managed?
® Yes, | will manage this device by ecCloud

controller.

No, | will be operating this device in stand-
alone mode.

a. Stand-Alone Mode: Use the default wireless network setting

or customize the network name and password. Tap “Done” to
finish the Setup Wizard.

Wait about two minutes for the AP configuration to update, and
then connect to the wireless network name configured in the
setup wizard. The browser is then redirected to the login page

of the AP.

b. Cloud-Managed Mode: Tap “Done” to finish the setup wizard
and the browser is redirected to the ecCLOUD login page.
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ecCLOUD

Powered by IgniteNet

If you already have an ecCLOUD account, log in and select a
site for the AP. The AP is automatically registered for cloud
management. After you tap “Save,” wait about two minutes for
the cloud controller to configure the AP.

Register Device

Cloud TestCloud -
Site TPS-World -
Device Name*
Test Device
Login Password * @

SSID*

EAP101-EC2107004231

Key*

12345678

If you do not have an ecCLOUD account, tap “l want to
register” and first set up an account. Create a cloud and site
before confirming the regulatory country. After tapping “Next,
the AP is then automatically registered for cloud management.
After you tap “Save,” wait about two minutes for the cloud
controller to configure the AP.

"

Note: Refer to the Edgecore ecCLOUD Controller User
Manual for more information on setting up and configuring APs
through ecCLOUD.

Quick Start Guide
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Safety and Regulatory Information

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment and receiver
Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected

Consult the dealer or an experienced radio/TV technician for
help

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to
operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

For product available in the USA/Canada market, only channel 1-11
can be operated. Selection of other channels is not possible.

The operation of this device is prohibited on oil platforms, cars,
trains, boats, and aircraft.

Operation of transmitters in the 5.925-7.125 GHz band is prohibited
for control of or communications with unmanned aircraft systems.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 59 ¢cm between the radiator
and your body.

1. Installation personnel

This product is designed for specific applications and should be installed
by qualified personnel who have knowledge of RF and its related
regulations. A general user shall not attempt to install or modify the
equipment configuration.

2. Installation location

To meet regulatory RF exposure requirements, this product shall be
installed at a location where, during normal operations, the radiating
antenna is at least 59 cm away from any nearby persons.

3. External antenna

Use only the antennas which have been approved by the applicant.
Using non-approved antenna(s) is prohibited and may produce
unwanted spurious or excessive RF fransmitting power which may lead to
a violation of FCC limits.

4. Installation procedure

Please refer to this equipment's user manual for the procedure details.
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FCC Warning: The installation position must be carefully selected so
that the final output power does not exceed the limit set forth in relevant
regulations. Violation of output power regulations could lead to serious
federal penalties.

CE Statement

This equipment complies with EU radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your

body.
All operational modes:

2.4 GHz: 802.11b, 802.11g, 802.11n (HT20), 802.11n (HT40),
802.11ac (VHT20), 802.11ac (VHT40), 802.11ax (HE20),
802.11ax (HE40)

5 GHz: 802.11a, 802.11n (HT20), 802.11n (HT40), 802.11ac
(VHT20), 802.1 1ac (VHT40), 802.11ac (VHT80), 802.11ax (HE20),
802.11ax (HE40), 802.11ax (HE8O), 802.11ax (HE160)

BLE 2.4 GHz: 802.15.1

The frequency and maximum transmitted power limit in EU are listed
as below:

2412-2472 MHz: 20 dBm
5470-5725 MHz: 30 dBm

AT [BE [BG |CH |CY |CZ
DE |DK |EE |EL |[ES |FI
FR |HR |HU [IE [IS |IT
U (LT LU |V [MT |NL
NO [PL |PT |RO |[SE |SI
SK|TR UK

The abbreviations of the countries, as prescribed in above table, where
any restrictions on putting into service or any requirements for
authorization of use exist.

C€

CE Mark Declaration of Conformance for EMI and Safety (EEC)

This information technology equipment is in compliance with the
Directive 2014/53/EU and Directive 2014/35/EU.

The Declaration of Conformity (DoC) can be obtained from
www.edge-core.com -> support -> download.

Japan - VCCI Statement

COEBEF, VFABRETYT. CORBEQ. FERRTEATIILEEN
ELTWETH, COEBHFZADTLEY 3V RERIGEELTERSN
3L, REMERSIFEIIZENBUET,

BB R (CH>TELLERW RV E LT T,
Applies to OAP101 only.

VCCl—B

NCC Statement (Taiwan)

NCC &

HSEMEIR 2 Bk gHaet - JRE%E - A5 - BREERZE
HAGEEEERER  NIATNRASERLE ZHERINEE - BI=R
FRR M 2 ERASHERMEE R TERGREE ; KREETER
25 BUBER  TXESEETERSBERER - 58
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5 BREFERAREFREZBEERE - BNRFRERMBXR

BAEENIE  HMERERAENENUERREZTE - BR
FEWLBRERRZEF -

MPE

KEGREHKIBES (MPE) 22 E 1ImW/cm2 - ZAIERENES
0.12152 mW/cm?2 - ZZEFERRE/DEBARE 51cm -

BSMI (Taiwan)
BRAENZEMY
B ARRUAENSRERREEE  MBERZA - BLEE
RERSERYEREEDRE -
B ERENAERESIAGINEZERRAGIOIFRES
B BRLGEEZEENISES  REBREESERE - O
BERVEE - ELEEREE VAN ERNEREERER
B EREREESCEESINREMNIEG 28 - BRERA
BRGFCSE WIS -
 EREERUESRNERRECHIAE / K& ERAKN
BERZEE B ABRELCEESNHESREASMD - 55
EEBmaRE BN ATAE -
n MREREERCIEE  FLAEEGBTEE - BH2XHA
EHERMRIEA ST LHBREE -
BEAENZ S
n EERERZE  BREMANEE « SREH S EEhE
B - BERBBEEANBIK  FEEERTNEHED -
n ARMBREEREREBEY  BHELERAELAIINIES B
W REMBEHNE  FAEEBETER S ER T D -
KB EZFURBZNEESCHEFETHRNERS
o EAEEERENEESLES -
B BB ERTIRNEESSEIRNMT -
n EBEAERNEAEATONRMTERE - BNEBKREN
BRBIRTASRE -
FEREEEE
B EERBRRERRFZA  BELEBRUTEESIE - DU
GEEBABNKRKRERAKEESEZEARAENEZE -
n  FAA FREERENNEGEEEE UREREESE
BERE  F2EEACROBERSE -
B MNRBTARERE  BEFRLACHNISEKHEESL B
BIFAAREE -
n ERNEBENUEFEEEXERS
E o
n RREMRTELROBIETER  RK - 2S-
MEBEEOMEFFIE -
FER  FEWNREBEMAERE - MR -
ERE - FRESERAERXFEECH L EEREBHE -
BERIBICER TR - LA SRS S -
B EARER B# RGBS/ RASOERZER
2 ANSE  BREREEBIARSERRE -
n FEBEOYMREAERA - DUBRSIREE RIS ERE

n
& -

n EmAR-EREEZE - BER KRN ICREBEZ R -
B2 BUVRTFEE IFERERAEEERAR -
n EZRYBREEZERKFTARAER -
» ERUERNERREIER 28788  BREEELH
BRI -
m EMRERR - BARAEOEKEMHEIGRE - BREMNUEA
ERB R R FLEAEE R KRG AEEENS - IFREERERY
BESB EFE -
EMA—EFAERERR  KEAZMEKX - FHERAERZERE
IRARIIR

CmERS - XGEHRHT

REESHEE
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REMESHEREREREE

Declaration of the Presence Condition of the Restricted Substances Marking
REEHE . PHBEREEMS \ A5k (B30) : OAP101
Equipment Name \ Type Designation (Type)

E 7T Unit PRAYE R E (LB RS Restricted substances and its chemical symbols
il x i NES E2L)ES 2R KR
(Pb) (Hg) (Cd) (cr® (PBB) (PBDE)
EERALH PCBA - O O ) ) O
#H 54 Cable ass'y - o o o (©] (@]
K#% Antenna ©) [©) O o ©] ©)
#7% Chassis [©) ¢) O ) O O

B E 1 "BHOIwt%" K "B 001wt %" GIEREAVEZESEEEBEENIESBEEE -

Note 1: "Exceeding 0.1 wt%" and "exceeding 0.01 wt %" indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence
condition.

B £ 2."O"@HEZERBYVEZANEEERBLAN LS EEXEE -

Note 2:" O "indicates that the percentage content of the restricted substance does not
exceed the percentage of reference value of presence.

# E 3."-"GIEZERBYELSHRESR -

Note 3: The"—"indicates that the restricted substance corresponds to the exemption.

Warnings and Cautionary Messages

parts.
Warning: Installation and removal of the unit must be carried
out by qualified personnel only.

i Warning: This product does not contain any serviceable user

measures to prevent electrostatic discharge when handling this
equipment.

Caution: Do not plug a phone jack connector in the RJ-45
port. This may damage this device.

Caution: Use only twisted-pair cables with RJ-45 connectors
that conform to FCC standards.

2 Caution: Wear an anti-static wrist strap or take other suitable
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Hardware Specifications

AP Chassis

Size (L\WxH)
Weight
Waterproof Rating

Temperature

Humidity

293.4x283.4x71 mm (11.55x11.16x2.80in.)

1725 g (3.80 Ib)
P66 and IP68

Operating: -40° C to 60° C (-40° F to 140° F)
Storage: -40° C to 70° C (-40° F to 158° F)

Operating: 5% to 95% (non-condensing)

Network Interfaces

Ports

2.4 GHz Radio
5 GHz Radio
6 GHz Radio
Bluetooth Radio

Radio Frequencies

Uplink(PoE) RJ-45: 2. 5GBASE-T, PoE PD
LANT RJ-45: 1000BASE-T

I[EEE 802.11b/g/n/ax

IEEE 802.11a/ac/n/ax

IEEE 802.11a/ac/n/ax (OAP101-6E only)
IEEE 802.15.1

US and TW:

2.4-2.4835 GHz

5.15-5.85 GHz

5.925-6.425 GHz (OAP101-6E only)
6.525-6.875 GHz (OAP101-6E only)
EU:

2.4-2.4835 GHz

5.47-5.725 GHz

Japan:

2.4-2.4835 GHz

5.47-5.730 GHz

Power Specifications

PoE Input Power

DC Power

25.5 W max
802.3at-compliant

DC Input: 48 VDC, 0.5 A

Regulatory Compliances

Radio

Emissions

Safety

EN 300 328 V2.2.2 (2.4G/BT-LE)
EN 301 893 V2.1.1 (5G)
EN 303 413 V1.1.1 (GPS)

EN 50385 / EN 62311: 2017 (MPE)

47 CFR FCC Part 15.247

47 CFR FCC Part 15.407

MIC Certification Rule, Article 2 Paragraph 1 ltem
19 and 19-3 (OAP101 only)

MIC Terminal Equipment Design Certification,
Articles 3, 4, 6, 9, and 34 (OAP101 only)

NCC LP0O02 (OAP101 only)

EN 301 489-1V2.1.1 (2017-02)

EN 301 489-17 V3.1.1 (2017-02)

EN 55032:2015

47 CFR FCC Rules and Regulations Part 15
Subpart B, Class B Digital Device

VCCI CISPR 32:2016 Class B ITE (OAP101 only)
BSMI CNS 15936 ( OAP101 only)

EN 62368-1: 2014 + A11: 2017

EN 60950-22: 2017

I[EC 62368-1: 2014 (Second Edition)

I[EC 60529: 1989+AMD1: 1999+ AMD2:
2013CSV (IP68)

BSMI CNS 15598-1 ( OAP101 only)
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Quick Start Guide EHEEHEEHE

Outdoor Access Point
OAP101 (T) | OAP101-6E (T)

Package Contents

,,,,;" ‘) el
Z . .4 sl =
33//‘,,‘ :’ el e
©) @ - ©) ® © @
e |
1. OAP10T (T) or OAP101-6E (T) access point 5. 2 x Steel-band clamps for pole mount (2.5 inch diameter max.)
2. Mounting bracket and 4 x M6 screws 6. Screw kit—4 screws and 4 plugs
3. DC terminal plug 7. QR code card
4. 3 x Cable glands
Overview
e 1. Grounding point
i - 2. DC In port: 48 VDC
@"' 3. Uplink (PoE) port: RJ-45 2.5GBASE-T connection to 802.3at PoE
l 4. LAN port: 1 Gbps LAN connection
5. Console port
6. Moisture protective vent
7. Power/Status LED:

m  Yellow green: On (power OK), Blinking (boot up)

®  Blue: On (cloud managed)

m  Purple: Blinking (uplink activity in cloud managed mode)

®m  Orange: Blinking (uplink activity in stand-alone mode)
8. Restart/Reset button:

m A quick press restarts the system.

m  Press and hold for 5 seconds resets to factory defaults.

Installation

1. Atthe installation location on the wall, use the mounting bracket to
mark four holes for the wall plugs and screws. The bracket must be
installed with the marking “UP” at the top.

Warning: For a safe and reliable installation, use only the
& accessories and screws provided with the device. Use of other
accessories and screws could result in damage to the unit. Any
damages incurred by using unapproved accessories are not Drill four holes for the wall plugs, and then insert the plugs and tap
covered by the warranty.

& Warning: To ensure compliance with IP66 and P48
standards, maintain a cap or a cable gland on all ports.

them flush with the wall surface.

Note: Drill 2.5 mm (=0.2 mm) holes for M3 self-tapping
screws, or 4.5 mm (=0.2 mm) holes for nylon wall plugs.

Note: The drawings in this document are for illustration only

and may not match your particular model. 2. Use the included Mé screws to attach the mounting bracket to the
device.
o Mount the Device 3. With its ports facing down, slide the device down onto the pre-

installed screws until it snaps into its secured position. Do not let go

a. Mounting on a Wall of the device until you confirm that it is secure.

Nm'm_iMWbS&@ﬁ%@ﬂEBMB&B‘RBQ9ngﬁé%admin'e;ttat(DA_PdmthﬁﬁigtﬁEo_Tﬂ?QQﬂl?;SBpéﬂEQZ@Qﬁﬂa.‘dﬁ/MD92@2&5%&?04
04 o 150200002630A
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b. Mounting on a Pole

e
=¥

1. Use the included M6 screws to aftach the mounting bracket to the
device.

2. Feed the two steel-band clamps through the pole-mount bracket
mounting points.

3. Fasten the steel-band clamps around the pole to secure the AP to
the pole.

a Ground the Device

1. Ground the device by connecting a ground wire to the grounding
point on the device and to nearby good earth.

B Connect Cables

a. Connect Ethernet Cables

BT

. P

=

\d

(O 0

7 LARNMRRARRAAL. ) E 3

8-

“-—

Note: Port covers and cable glands should be tightened to a
torque of 10 kgf.cm.

1. Connect Category 5e or better cable to the Uplink (PoE In)
2.5GBASE-T RJ-45 port. When connected to a PoE source, the
Uplink (PoE In) port connection provides power to the unit.

2. (Optional) Connect a local LAN switch or computers to the LAN
T000BASE-T RJ-45 port.
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b. (Optional) Connect DC Power

3. Wire the included DC terminal plug to a 48 VDC, 0.5 A source to
provide power to the device. Follow the wiring scheme shown on the
panel with the negative pole (-) on the left and the positive pole (+)
on the right.

c. (Optional) Management Connection

4. Connect an RJ-45 to DB9 straight-through console cable and then
configure the serial connection: 115200 bps, 8 characters, no
parity, one stop bit, 8 data bits, and no flow control.

3 Check AP LED

o

- s 5 -
F = 8

™

d

1. When operating normally, the Power/Status LED should be on yellow
green. Blinking indicates the device is booting up.

B Initial Setup and AP Registration
There are two options for setting up the AP for your network:

m  When the AP is first connected to the Internet through the
Uplink port, it is automatically redirected to ecOpen
(https://cloud.openwifi.ignitenet.com/). Enter the AP’'s MAC
address and serial number for device registration.

® By default, the AP is assigned an IP address through DHCP. If
the AP cannot connect to ecOpen, access the AP’s web
interface through one of the AP’s LAN ports to make
configuration changes (for example, to change from DHCP to
a static IP). See section “Connecting to the Web Interface”.
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Connecting to the Web Interface

Note that you can only connect to the AP’s web interface when the AP is
not connected to the Internet.

Follow these steps to connect to the AP’s web interface through a network
connection to one of the AP’s LAN ports.

1.
2.

Connect a PC directly to one of the AP’s LAN ports.

Set the PC IP address to be on the same subnet as the AP LAN port
default IP address. (The PC address must start 192.168.1.x with
subnet mask 255.255.255.0.)

Enter the AP’s default IP address of 192.168.1.1 into the web
browser address bar.

Log in to the web interface using the default user name “root” and
password “openwifi”.

OpenWiF?\

5 1 PROJEC
S/ ELECOM INFRA PROJEC

Authorization Required
Platise entar your usarname and password

Username ook

Password [

Note: The TIP OpenWiFi SDK default URL of the DigiCert

certificate is set to ecOpen: (https://cloud.openwifi.ignitenet
.com). If you want fo register the AP to your own TIP OpenWiFi
SDK, contact oxherd@edge-core.com to change the default
URL.

Quick Start Guide
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Safety and Regulatory Information

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment and receiver
Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected

Consult the dealer or an experienced radio/TV technician for
help

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to
operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

For product available in the USA/Canada market, only channel 1-11
can be operated. Selection of other channels is not possible.

The operation of this device is prohibited on oil platforms, cars,
trains, boats, and aircraft.

Operation of transmitters in the 5.925-7.125 GHz band is prohibited
for control of or communications with unmanned aircraft systems.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 59 ¢cm between the radiator
and your body.

1. Installation personnel

This product is designed for specific applications and should be installed
by qualified personnel who have knowledge of RF and its related
regulations. A general user shall not attempt to install or modify the
equipment configuration.

2. Installation location

To meet regulatory RF exposure requirements, this product shall be
installed at a location where, during normal operations, the radiating
antenna is at least 59 cm away from any nearby persons.

3. External antenna

Use only the antennas which have been approved by the applicant.
Using non-approved antenna(s) is prohibited and may produce
unwanted spurious or excessive RF fransmitting power which may lead to
a violation of FCC limits.

4. Installation procedure

Please refer to this equipment's user manual for the procedure details.
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FCC Warning: The installation position must be carefully selected so
that the final output power does not exceed the limit set forth in relevant
regulations. Violation of output power regulations could lead to serious
federal penalties.

CE Statement

This equipment complies with EU radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your

body.
All operational modes:

2.4 GHz: 802.11b, 802.11g, 802.11n (HT20), 802.11n (HT40),
802.11ac (VHT20), 802.11ac (VHT40), 802.11ax (HE20), 802.11ax
(HE40)

5 GHz: 802.11a, 802.11n (HT20), 802.11n (HT40), 802.11ac
(VHT20), 802.11ac (VHT40), 802.11ac (VHT80), 802.11ax (HE20),
802.11ax (HE40), 802.11ax (HE80), 802.11ax (HE160)

BLE 2.4 GHz: 802.15.1

The frequency and maximum transmitted power limit in EU are listed as
below:

2412-2472 MHz: 20 dBm
5470-5725 MHz: 30 dBm

AT |BE |BG |CH |CY |CZ
DE |DK |EE |EL |[ES |FI
FR |HR |HU [IE [IS |IT
U (LT LU |V [MT |NL
NO [PL |PT |RO |[SE |SI
SK|TR UK

The abbreviations of the countries, as prescribed in above table, where
any restrictions on putting into service or any requirements for
authorization of use exist.

C€

CE Mark Declaration of Conformance for EMI and Safety (EEC)

This information technology equipment is in compliance with the
Directive 2014/53/EU and Directive 2014/35/EU.

The Declaration of Conformity (DoC) can be obtained from www.edge-
core.com -> support -> download.

Japan - VCCI Statement

COEE[L. V5ABWETYT, COEER. FERRTHEATIZLZEN
ELTVETH COEBMNSIADTLEY a>ZERICGEEUTERSN
&, REREESISRITIEDBIET,

R ERBAE (SR> TELVERYRWE LTTRZL,
Applies to OAP101 (T) only.

VCCI—B

NCC Statement (Taiwan)

NCC &:5

MSERBIBZERINRGERM - IR - A8 - BRI ERE
BHABEEEEEE MAWERFEERKET 2R RINEE - B
HEERM 2 ERABTERMLE A TESERE  KBRRFTER
%205 - BUHER  TXESERTESSBEEER - fIS 58
5 BREEEREREFEZEFERE - BINRFIRREMARR
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BSMI (Taiwan)
ERAENZEH
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BERSER R ERIGEEDPHIE -

n ERENMABEREEIAAIAEEBRARPWERES
B BELAEEZEENNREG REBEESERE - O
BERIRE LSRR EE YAt ERNE R R ERER

B ERERETHREEIIRRTONMRSR 2T - BRERA
BRFEE LIS -
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BEEMOAEENENATIALE -
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EERIMRIEA SN KHERERERE -
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W FAtEEERENB RS -

B BEOBERTIENEERSERN -

r EEAESNERLAEANRIITERE  BNEBKREN
BB A BB -

EREESE

B EERRBERAFZE  BHLERNTEESIE - DU
GRBABNRKERLZFKIEBEZANERBNLE -

m FAR BRETERSITOAGERSER  UREEREHGESE
BIWE  I2EEACROBREEE -

B IRBTAREREY BREERECHRELCHTEE  Fig
BIFRIRES -

P ERMENNUSEERRERS
j‘j- o

n REERESIENEBETER  RK - ER-

MBS RERE TR -

ERE  FEELFRSEENNER - DRI -

FEHA - FREREARRBREEH CABEXEBRRK -
BB IERmEER - MR RR A S E -

BRI RBARER  BHRRES/ )\ RASIERZEE
22 EmE - AUSE  BREBRNEBARSEREE -

B BEOBTAYREAERRA - DUBSSIEEE S ERE

n
8 -

n ERAR-EREEZE - BER KRN ICKRECBEZ A -
BE  B7RTFHEE  TUFERERAREEHHAR -
n EZRRYBREEERKFTARER -
n BERHEBSNRBERR  I2B7TEBE  FRERELH
BRI -
m EMBERR - BARAEOEKEMEGERE - BREESNUEA
IR R L MERHE R RiIn R IBEEIS - RREERR R
BEE EFE -
ENMAE—EFAEAERR  KRAZMRERX -
IRARIIR

CmEBRS - XGEHRMT

REEEHEE

FHFAERZERE

1Doc: Protocolo 1.943/20@%: | MD&XAdeﬁn_iMKBS&@ﬁMBMBﬁB‘R‘BQ922&02_?11rMné;ttat@A_PdtﬁthliﬁiiaﬁEo_T (RIQSIR5R4rt202809#3 e/ 6)

Quick Start Guide

REMESHEREREREE

Declaration of the Presence Condition of the Restricted Substances Marking
REEHE . PHBEREEMS \ A5k (B30) : OAP101
Equipment Name \ Type Designation (Type)

E 7T Unit PRAYE R E (LB RS Restricted substances and its chemical symbols
il x i NES E2L)ES 2R KR
(Pb) (Hg) (Cd) (cr® (PBB) (PBDE)
EERALH PCBA - O O ) ) O
#H 54 Cable ass'y - o o o (©] (@]
K#% Antenna ©) [©) O o ©] ©)
#7% Chassis [©) ¢) O ) O O

B E 1 "BHOIwt%" K "B 001wt %" GIEREAVEZESEEEBEENIESBEEE -

Note 1: "Exceeding 0.1 wt%" and "exceeding 0.01 wt %" indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence
condition.

B £ 2."O"@HEZERBYVEZANEEERBLAN LS EEXEE -

Note 2:" O "indicates that the percentage content of the restricted substance does not
exceed the percentage of reference value of presence.

# E 3."-"GIEZERBYELSHRESR -

Note 3: The"—"indicates that the restricted substance corresponds to the exemption.

Warnings and Cautionary Messages

parts.
Warning: Installation and removal of the unit must be carried
out by qualified personnel only.

i Warning: This product does not contain any serviceable user

measures to prevent electrostatic discharge when handling this
equipment.

Caution: Do not plug a phone jack connector in the RJ-45
port. This may damage this device.

Caution: Use only twisted-pair cables with RJ-45 connectors
that conform to FCC standards.

2 Caution: Wear an anti-static wrist strap or take other suitable
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Hardware Specifications

AP Chassis

Size (L\WxH)
Weight
Waterproof Rating

Temperature

Humidity

293.4x283.4x71 mm (11.55x11.16x2.80in.)
1725 g (3.80 Ib)
P66 and IP68

Operating: -40° C to 60° C (-40° F to 140° F)
Storage: -40° C to 70° C (-40° F to 158° F)

Operating: 5% to 95% (non-condensing)

Network Interfaces

Ports

2.4 GHz Radio
5 GHz Radio
6 GHz Radio
Bluetooth Radio

Radio Frequencies

Uplink(PoE) RJ-45: 2. 5GBASE-T, PoE PD
LANT RJ-45: 1000BASE-T

I[EEE 802.11b/g/n/ax

IEEE 802.11a/ac/n/ax

IEEE 802.11a/ac/n/ax (OAP101-6E (T) only)
IEEE 802.15.1

US and TW:

2.4-2.4835 GHz

5.15-5.85 GHz

5.925-6.425 GHz (OAP101-6E (T) only)
6.525-6.875 GHz (OAP101-6E (T) only)
EU:

2.4-2.4835 GHz

5.47-5.725 GHz

Japan:

2.4-2.4835 GHz

5.47-5.730 GHz

Power Specifications

PoE Input Power

DC Power

25.5 W max
802.3at-compliant

DC Input: 48 VDC, 0.5 A

Regulatory Compliances

Radio

Emissions

Safety

EN 300 328 V2.2.2 (2.4G/BT-LE)
EN 301 893 V2.1.1 (5G)
EN 303 413 V1.1.1 (GPS)

EN 50385/ EN 62311: 2017 (MPE)

47 CFR FCC Part 15.247

47 CFR FCC Part 15.407

MIC Certification Rule, Article 2 Paragraph 1 ltem
19 and 19-3 (OAP101 (T) only)

MIC Terminal Equipment Design Certification,
Articles 3, 4, 6, 9, and 34 (OAP101 (T) only)
NCC LP002 (OAP101 (T) only)

EN 301 489-1V2.1.1 (2017-02)

EN 301 489-17V3.1.1 (2017-02)

EN 55032:2015

47 CFR FCC Rules and Regulations Part 15
Subpart B, Class B Digital Device

VCCI CISPR 32:2016 Class B ITE (OAP101 (T)

only)
BSMI CNS 15936 (OAP101 (T) only)

EN 62368-1: 2014 + A11: 2017
EN 60950-22: 2017

IEC 62368-1: 2014 (Second Edition)

IEC 60529: 1989+AMDI1: 1999+ AMD2:
2013CSV (iP68)

BSMI CNS 15598-1 (OAP101 (T) only)

Quick Start Guide
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Quick Start Guide EHEEHEEHE

Outdoor Access Point

OAP101 (P)
Package Contents
Y o0 el
Z . .4 sl =
33//‘,,‘ :’ el e
©) @ - ©) ® © @
e |
1. OAP101 (P) access point 5. 2 x Steel-band clamps for pole mount (2.5 inch diameter max.)
2. Mounting bracket and 4 x M6 screws 6. Screw kit—4 screws and 4 plugs
3. DC terminal plug 7. QR code card
4. 3 x Cable glands
Overview
e 1. Grounding point
i - 2. DC In port: 48 VDC
@"' 3. Uplink (PoE) port: RJ-45 2.5GBASE-T connection to 802.3at PoE
l 4. LAN port: 1 Gbps LAN connection
5. Console port
6. Moisture protective vent
7. Power/Status LED:

m  Yellow green: On (power OK), Blinking (boot up)

®  Blue: On (cloud managed)

m  Purple: Blinking (uplink activity in cloud managed mode)

®m  Orange: Blinking (uplink activity in stand-alone mode)
8. Restart/Reset button:

m A quick press restarts the system.

m  Press and hold for 5 seconds resets to factory defaults.

Installation

1. Atthe installation location on the wall, use the mounting bracket to
mark four holes for the wall plugs and screws. The bracket must be
installed with the marking “UP” at the top.

Warning: For a safe and reliable installation, use only the
& accessories and screws provided with the device. Use of other
accessories and screws could result in damage to the unit. Any
damages incurred by using unapproved accessories are not Drill four holes for the wall plugs, and then insert the plugs and tap
covered by the warranty.

& Warning: To ensure compliance with IP66 and P48
standards, maintain a cap or a cable gland on all ports.

them flush with the wall surface.

Note: Drill 2.5 mm (=0.2 mm) holes for M3 self-tapping
screws, or 4.5 mm (=0.2 mm) holes for nylon wall plugs.

Note: The drawings in this document are for illustration only

and may not match your particular model. 2. Use the included Mé screws to attach the mounting bracket to the
device.
o Mount the Device 3. With its ports facing down, slide the device down onto the pre-

installed screws until it snaps into its secured position. Do not let go

a. Mounting on a Wall of the device until you confirm that it is secure.

Im WI |NHMH|W‘|H” MHMF@MGX%&%@WMGQQ@Mammmzaiwomemsmmcma@nm_rﬂeggngapagegzomqm/en@nQz(xngmaam
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b. Mounting on a Pole

©] :{' 1

1. Use the included Mé screws to attach the mounting bracket to the
device.

2. Feed the two steel-band clamps through the pole-mount bracket
mounting points.

3. Fasten the steel-band clamps around the pole to secure the AP to
the pole.

a Ground the Device

®

1. Ground the device by connecting a ground wire to the grounding
point on the device and to nearby good earth.

B Connect Cables

a. Connect Ethernet Cables

[
’
9/

I

DO @6 A

o

J

Note: Port covers and cable glands should be tightened to a
torque of 10 kgf.cm.

1. Connect Category 5e or befter cable to the Uplink (PoE In)
2.5GBASE-T RJ-45 port. When connected to a PoE source, the
Uplink (PoE In) port connection provides power to the unit.

2. (Optional) Connect a local LAN switch or computers to the LAN
TOO0BASE-T RJ-45 port.
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3. Wire the included DC terminal plug to a 48 VDC, 0.5 A source to
provide power to the device. Follow the wiring scheme shown on the
panel with the negative pole (-) on the left and the positive pole (+)
on the right.

c. (Optional) Management Connection

4. Connect an RJ-45 to DB9 straight-through console cable and then
configure the serial connection: 115200 bps, 8 characters, no
parity, one stop bit, 8 data bits, and no flow control.

3 Check AP LED

i l . i Ty
I »

a8

T P e & &
F = 8

1. When operating normally, the Power/Status LED should be on yellow
green. Blinking indicates the device is booting up.

B Connect to Plume Cloud

The AP can be connected to Plume Cloud via the Plume mobile app and
the OAP101 (P) BLE function, or manually by adding the NODE _ID (the
OAP101 (P)'s serial number) into your Plume Cloud website when the AP
is in the Plume Cloud inventory.
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Safety and Regulatory Information

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment and receiver
Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected

Consult the dealer or an experienced radio/TV technician for
help

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to
operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

For product available in the USA/Canada market, only channel 1-11
can be operated. Selection of other channels is not possible.

The operation of this device is prohibited on oil platforms, cars,
trains, boats, and aircraft.

Operation of transmitters in the 5.925-7.125 GHz band is prohibited
for control of or communications with unmanned aircraft systems.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 59 ¢cm between the radiator
and your body.

1. Installation personnel

This product is designed for specific applications and should be installed
by qualified personnel who have knowledge of RF and its related
regulations. A general user shall not attempt to install or modify the
equipment configuration.

2. Installation location

To meet regulatory RF exposure requirements, this product shall be
installed at a location where, during normal operations, the radiating
antenna is at least 59 cm away from any nearby persons.

3. External antenna

Use only the antennas which have been approved by the applicant.
Using non-approved antenna(s) is prohibited and may produce
unwanted spurious or excessive RF fransmitting power which may lead to
a violation of FCC limits.

4. Installation procedure

Please refer to this equipment's user manual for the procedure details.
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FCC Warning: The installation position must be carefully selected so
that the final output power does not exceed the limit set forth in relevant
regulations. Violation of output power regulations could lead to serious
federal penalties.

CE Statement

This equipment complies with EU radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your

body.
All operational modes:

2.4 GHz: 802.11b, 802.11g, 802.11n (HT20), 802.11n (HT40),
802.11ac (VHT20), 802.11ac (VHT40), 802.11ax (HE20),
802.11ax (HE40)

5 GHz: 802.11a, 802.11n (HT20), 802.11n (HT40), 802.11ac
(VHT20), 802.1 1ac (VHT40), 802.11ac (VHT80), 802.11ax (HE20),
802.11ax (HE40), 802.11ax (HE8O), 802.11ax (HE160)

BLE 2.4 GHz: 802.15.1

The frequency and maximum transmitted power limit in EU are listed
as below:

2412-2472 MHz: 20 dBm
5470-5725 MHz: 30 dBm

AT |BE |BG |CH |CY |CZ
DE |DK |EE |EL |[ES |FI
FR |HR |HU [IE [IS |IT
U (LT |LU |V [MT |NL
NO [PL |PT |RO |[SE |SI
SK|TR UK

The abbreviations of the countries, as prescribed in above table, where
any restrictions on putting into service or any requirements for
authorization of use exist.

C€

CE Mark Declaration of Conformance for EMI and Safety (EEC)

This information technology equipment is in compliance with the
Directive 2014/53/EU and Directive 2014/35/EU.

The Declaration of Conformity (DoC) can be obtained from
www.edge-core.com -> support -> download.

Japan - VCCI Statement

COEEBF, V7ABWETYT. COXEQ. FERRTEATSILEZEN
ELTVETH, COEBAZIAPTLEY s> ZERICEELTERSZN
BL, REMELFSRCIZLHBUET,

EUiREHBAE (CHE > TIELWEWIRWLWE LTTFEL, VCCI—B
NCC Statement (Taiwan)
NCC %8
WMEERFBIPZEINRGISESERM - SELE - A8 - BREERE
BHABEBEEERE - MAWERFEEIRKET 2R RINEE - B

EHRSRM Z ERASEERMZERTESABE ; KBRETER
2R - BUBER  UAEERTERSSEERR - Be5E
5 - IFREEEEAREFEZREERE - BINRFBESIMEARSE
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EREESE
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GRBABNRKERLZFKIEBEZANERBNLE -
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BIWE  I2EEACROBREEE -
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REMESHEREREREE

Declaration of the Presence Condition of the Restricted Substances Marking
REEHE . PHBEREEMS \ A5k (B30) : OAP101
Equipment Name \ Type Designation (Type)

E 7T Unit PRAYE R E (LB RS Restricted substances and its chemical symbols
il x i NES E2L)ES 2R KR
(Pb) (Hg) (Cd) (cr® (PBB) (PBDE)
EERALH PCBA - O O ) ) O
#H 54 Cable ass'y - o o o (©] (@]
K#% Antenna ©) [©) O o ©] ©)
#7% Chassis [©) ¢) O ) O O

B E 1 "BHOIwt%" K "B 001wt %" GIEREAVEZESEEEBEENIESBEEE -

Note 1: "Exceeding 0.1 wt%" and "exceeding 0.01 wt %" indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence
condition.

B £ 2."O"@HEZERBYVEZANEEERBLAN LS EEXEE -

Note 2:" O "indicates that the percentage content of the restricted substance does not
exceed the percentage of reference value of presence.

# E 3."-"GIEZERBYELSHRESR -

Note 3: The"—"indicates that the restricted substance corresponds to the exemption.

Warnings and Cautionary Messages

parts.
Warning: Installation and removal of the unit must be carried
out by qualified personnel only.

i Warning: This product does not contain any serviceable user

measures to prevent electrostatic discharge when handling this
equipment.

Caution: Do not plug a phone jack connector in the RJ-45
port. This may damage this device.

Caution: Use only twisted-pair cables with RJ-45 connectors
that conform to FCC standards.

2 Caution: Wear an anti-static wrist strap or take other suitable
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Hardware Specifications

AP Chassis
Size (LxWxH) 293.4x283.4x71 mm (11.55x11.16x2.80in.)
Weight 1725 g (3.80 Ib)

Waterproof Rating  IP66 and 1P68

Temperature Operating: -40° C to 60° C (-40° F to 140° F)
Storage: -40° C to 70° C (-40° F to 158° F)

Humidity Operating: 5% to 95% (non-condensing)

Network Interfaces

Ports Uplink(PoE) RJ-45: 2. 5GBASE-T, PoE PD
LANT RJ-45: 1000BASE-T

2.4 GHz Radio I[EEE 802.11b/g/n/ax
5 GHz Radio IEEE 802.11a/ac/n/ax
Bluetooth Radio |[EEE 802.15.1

Radio Frequencies US and TW:
2.4-2.4835 GHz
5.15-5.85 GHz
EU:
2.4-2.4835 GHz
5.47-5.725 GHz
Japan:
2.4-2.4835 GHz
5.47-5.730 GHz

Power Specifications

PoE Input Power 25.5 W max
802.3at-compliant

DC Power DC Input: 48 VDC, 0.5 A

Regulatory Compliances

Radio EN 300 328 V2.2.2 (2.4G/BT-LE)
EN 301 893 V2.1.1 (5G)
EN 303 413 V1.1.1 (GPS)

EN 50385 / EN 62311: 2017 (MPE)

47 CFR FCC Part 15.247

47 CFR FCC Part 15.407

MIC Certification Rule, Article 2 Paragraph 1 ltem
19 and 19-3

MIC Terminal Equipment Design Certification,
Articles 3, 4, 6, 9, and 34

NCC LP002

Emissions EN 301 489-1V2.1.1 (2017-02)
EN 301 489-17 V3.1.1 (2017-02)
EN 55032:2015
47 CFR FCC Rules and Regulations Part 15
Subpart B, Class B Digital Device
VCCI CISPR 32:2016 Class B ITE
BSMI CNS 15936

Safety EN 62368-1: 2014 + A11: 2017
EN 60950-22: 2017
I[EC 62368-1: 2014 (Second Edition)
I[EC 60529: 1989+AMD1: 1999+ AMD2:
2013CSV (IP68)
BSMI CNS 15598-1

Quick Start Guide
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. NETWORKS . www.edge-core.com

OAP103-BR
OUTDOOR WI-FI 6 ACCESS POINT

INTRODUCTION
] |

OAP103-BR is an enterprise-grade, concurrent dual-band Wi-Fi 6 outdoor access point. OAP103-BR supports 5G
4 x 4 : 4 uplink and downlink MU-MIMO between the AP and multiple clients, with up to 2.9 Gbps aggregated
data rate.

OAP103-BR can be operated as standalone mode or managed by Edgecore ecCLOUD and EWS-Series controller.

[]
- EEEE EEEE Controller l &
0000

R =
Int t
—3 )

OAP103-BR
=
= | Appliance-base Cloud-base |======== T e ¢ | Switch

OAP103-BR
~— — ﬁ OAP103-BR

HIGHLIGHTS

Switch

+ Concurrent Dual-Band 2.4GHz & 5GHz

+ 802.11ax 4x4:4 UL MU-MIMO supporting up to 2.9 Gbps data rate
+ Support up to 32 ESSIDs.

+ Enterprise-Grade Wireless Security

+ 802.3at Power over Ethernet (PoE)

For a world always connected...




CONCURRENT DUAL-BAND WI-FI 6 OUTDOOR AP OAP

SPECIFICATIONS
S S —

www.edge-core.com

PHYSICAL

Power + PoE: 802.3at compliant
Dimensions + 45.0cm (L) x23.0cm (W) x 7 cm (H)
Weight + 2.10 kg (4.63 Ibs)
+ Uplink: 1 x 10/100/1000/2.5GBase-T Ethernet, Auto MDIX, RJ-45 with 802.3at PoE
Interfaces

LAN: 1 x 10/100/1000/2.5GBase-T Ethernet, Auto MDIX, RJ-45

LED Indicator

Power / System / Uplink / LAN / 2.4G / 5G

Environmental Conditions

Operating Temperature: -20°C (-4°F) to 50°C (122°F)
Humidity: 10% to 95% non-condensing
IP68 Rating

Power Consumption

25W max*?

Type: Omni directional antenna (2.4 GHz & 5 GHz)

A

neenna + Gain: 5 dBi (2.4 GHz), 6 dBi (5 GHz)
Mounting + Pole mount hose clamp, wall, ceiling
Protective Vent

WI-FI

Standards

.

802.11a/b/g/n/ac/ax
Concurrent dual-band 2.4 GHz & 5 GHz

Supported Data Rates

.

802.11b: 1,2, 5.5, 11 Mbps

802.11a/g: 6,9, 12, 18, 24, 36, 48, 54 Mbps
802.11n: 6.5 -300 Mbps (20 / 40 MHz)

802.11ac: 6.5 -1733 Mbps (20 / 40 / 80 MHz)
802.11ax: 3.6 -574 Mbps (2.4 GHz, 20 / 40 MHz)
802.11ax: 3.6 -2400 Mbps (5 GHz, 20 / 40 / 80 MHz)

Radio Chains

24GHz:2x2
5GHz:4x4

Spatial Streams

2.4 GHz: 2; MU-MIMO support
5 GHz: 4, MU-MIMO support

Aggregate Conducted
Transmit Power™

2.4 GHz: Up to 23dBm™
5 GHz: Up to 26dBm™

Channelization

2.4 GHz: 20/ 40 MHz
5 GHz: 20 / 40 / 80Mhz

Frequency Range

2.400 -2.483 GHz
5.150 -5.850 GHz

Operating Channels

2.4 GHz: 1 -11 (US), 1 =13 (Europe)
5 GHz™: 36 -165 (US), 36 -140 (Europe)

ESSIDs

Up to 16 per radio (32 total)

Certifications

PERFORMANCE

Physical Data Rate

*

-

ANATEL, WIFI Alliance (Sub-category: Enterprise/Service Provider Access Point,
Switch/Controller or Router)

Up to 574 Mbps (2.4 GHz)
Up to 2,400 Mbps (5 GHz)

Supported Clients

*

512 clients

*1: One USB port work at a time

*2:22W when powered by DC

*3: RF output power aggregates across MIMO chains and doesn’t contain antenna gain
*4: Maximum power is limited by local regulatory requirements

*5: Some channels are restricted by local regulatory requirements and certifications

1R1/203) 2808/4726



CONCURRENT DUAL-BAND WI-FI 6 OUTDOOR AP O -

www.edge-core.com

FEATURES

+ 802.11 k/r

+ Orthogonal Frequency Division Multiple Access (OFDMA)
+ Client Isolation

+ OpenMesh

+ Auto Channel Selection

+ Support up to 1024 QAM Modulation

+ Spanning Tree Protocol (STP)

+ Dynamic Host Configuration Protocol (DHCP)
+ 802.1q

Network + Access Control List (ACL)

+ Network Address Translation (NAT)

+ Dynamic VLAN

Link Layer Discovery Protocol (LLDP)
WPA-Personal (AES)

WPA-Enterprise (AES)

WPA2-Personal (AES)

WPA2-Enterprise (AES)

WPA3-Personal (AES)

WPA3-Personal Transition (AES)
WPA3-Enterprise (AES)
WPA3-Enterprise transition (AES)

MAC Address Authentication

802.1X

Support MPSK

Network Time Protocol (NTP)
Standalone

Management by ecCLOUD
Management by EWS-Series Controller (Complete tunnel)
SSH

QR Code Onboarding

SNMP v2c

Remote Syslog

QoS + RSSI Threshold (Optimal Client Filtering)
+ 16 VLANs

+ Static IP addressing

+ DHCP client for automatic network configuration
+ Bluetooth Low-Energy (BLE)

Others + SSID propagation

+ Dynamic Power Level Adjustment

+ Operation in Mesh mode

+ Target Wake Time (TWT)

+ BSS Coloring

Wireless

*

Security
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*

Maintenance
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PROCURACAO

A empresa SH7 PROTECAO E INTELIGENCIA CIBERNETICA LTDA, Inscrita no CNPJ sob o n°
44.122.701/0001-79, sediada na Setor SRTVS Qd 701 bloco O - Sala 122, Multiempresarial, Asa
Sul, Brasilia-DF — Cep: 70.340-000, por intermédio de seu representante legal, Roselane Gonzalez
do Nascimento Almeida, portadora da CNH sob n? 01375790968, CPF sob n2 078.944.777-02, nomeia
e constitui sua bastante procuradora , Paola Derriaux Chastagnier, inscrita no CPF sob o numero
093.870.557-10, residente e domiciliado na cidade de Nova Friburgo, Rio de Janeiro, doravante
denominada OUTORGADA, para representar a OUTORGANTE como se presente fosse, em qualquer
instancia, em portais de licitacOes, certames licitatérios, pregdes e congéneres, de qualquer entidade
de direito publico ou privado, incluindo autarquias, sociedades de economia mista, fundacdes,
empresas publicas e agéncias governamentais, podendo também, assinar, acordar, declarar, transigir,
formular ofertas, lances e propostas verbais, assinar documentos, assinar comerciais, desistir
verbalmente de formular ofertas, lances e propostas verbais, negociar reducao de precos, recorrer,
impugnar, esclarecer, tomar qualquer decisdo durante todas as fases da licitacdo ou pregao, inclusive
apresentar a declaracdo de que a OUTORGANTE licitante cumpre os requisitos de habilitacdo,
apresentar envelopes de propostas de precos e documentacdo de habilitacdo, desistir expressamente
da intencdo de interpor recurso administrativo ao final da sessdo, assinar a ata da sessao, prestar todos
os esclarecimentos solicitados pelo pregoeiro ou pela comissdo de licitacdo , praticando, enfim, todos
os atos pertinentes permitidos em Direito, por mais especiais que seja, em nome da OUTORGANTE, em
todo o territdrio Nacional, o que tudo dard por firme, e valioso, a bem deste mandato.

A presente tera validade até 31 de dezembro de 2025.

Brasilia, 03 de julho de 2025.

Assinado de forma digital por
ROSELANE GONZALEZ ¢ iR GONZALEZ DO

DO NASCIMENTO NASCIMENTO
ALMEIDA:07894477702
ALMEIDA:07894477702 1, 40s. 2025.07.03 12:10:28 0300

ROSELANE GONZALEZ DO NASCIMENTO ALMEIDA
CPF 078.944.777-02
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PROPOSTA COMERCIAL

Ao Estimado Orgéo: PREFEITURA MUNICIPAL DE CACERES - MT
UASG: 989047
Processo n° N° N° 90015/2025

Pregao Eletrénico n°®: Processo Administrativo n° 29/2025

Objeto: Registro de Preco para futura e eventual contratacdo de empresa especializada
para prestacdo de servicos de seguranca cibernética com Inteligéncia Artificial
Preditiva, garantindo alta disponibilidade, segurancga, eficiéncia e sustentabilidade no
atendimento as demandas do Municipio de Céaceres, conforme condi¢gbes e exigéncias

estabelecidas neste instrumento
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Sobre a Sh7:

A Sh7 é uma empresa brasileira de ciberseguranga com DNA em telecomunicacoes e
um proposito claro: proteger governos, instituigdes e empresas contra ameacas digitais,
promovendo soberania e segurancga da informacao em todo o territério nacional.

Solucodes de Ciberseguranca Sh7:

SOC - Security Operations Center

Monitoramento continuo e resposta a incidentes em tempo real.

NOC - Network Operations Center

Sustentacao de infraestrutura com foco em disponibilidade e performance.
NDR - Network Detection and Response

Detecgéao e resposta a ameagas com base em analise comportamental da rede.
ZTNA — Zero Trust Network Access

Controle de acesso seguro baseado no modelo de confiancga zero.

CTI - Cyber Threat Intelligence

Inteligéncia contra ameacas em surface, deep e under web.

Gestao de Credenciais

Controle e protecao de acessos privilegiados e sensiveis.

Reputacao de Terceiros

Avaliacao continua da postura de seguranca de parceiros e fornecedores.
LGPD - Conformidade com a Lei Geral de Protecdo de Dados

Solucdes técnicas e administrativas para adequacao legal e governanca de
dados.

Blindagem Digital com Netsensor

Tornamos a rede invisivel para atacantes, protegendo contra ameagas
desconhecidas (zero day).

Parceiros:

Padtec (@ Qualys [/ InterOp wazuh.

@

SITSIGHT tsenhasegura
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APRESENTACAO DA PROPOSTA

Razao Social: SH7 Protecéao e Inteligéncia Cibernética Ltda
CNPJ: 44.122.701/0001-79

Inscricao Estadual: 0809456400111
Endereco: Setor SRTVS Qd 701 bloco O - Sala 122, Multiempresarial, Asa Sul,
Brasilia-DF — Cep: 70.340-000
Telefone: 11 97825-8402

e-mail: paola@tycheconsultoria.com.br

VIr Total
ltem Especificacdo Marca Modelo Unidade | Qtd VIr Unit Anual
(R$) R$

Servigo de
provimento de BBX 40

1 solucdo de Firewall de Nova Blockbit BBX 80 unid 2076 564,99 | 1.172.919,24
Geragao e SD- WAN BBX 140

(Alta Disponibilidade) BBX 200-
Cluster

Servigo de

2 Seguranga cibernética, | Netsensor Magic unid 24 8.999,99 215.999,76
baseado em Inteligéncia
Artificial Preditiva
Servigo de Link dedicado de Rede EXS | ASN EXS

3 Acesso a internet, bloco /29 e Bertasso | ASN Nltro Unid 24 3.399,99 81.599,76
Banda Minima de Acesso
Servico de Link de acesso a

4 Internet Banda Minima de
Acesso Garantida de 150Mbps Bertasso n/a link 2052 214,99 441.159,48
Sites Remotos (Fibra
Optica)
Servico de Link de acesso a
Internet Banda Minima de

5 Acesso Garantida de 35Mbps EXS n/a link 2052 164,66 337.882,32
Sites Remotos (Fibra
Optica e 4/5G)

6 Implantacé@o da Solugdo n/a n/a Ativagao 1 269.999,99 269.999,99
Capacitagao especializada da

7 equipe com emissdo de n/a n/a Turma 1 8.416,67 8.416,67
certificacao.

8 Consultoria Politica de n/a n/a Servigo 1 35.666,67 35.666,67
Seguranca

Valor negociado total: R$ 2.563.643,8900

O preco total desta proposta é de R$ 2.563.643,8900 (dois milhdes quinhentos e
sessenta e trés mil e seiscentos e quarenta e trés reais e oitenta e nove centavos). Foi
o total de descontos que ofertamos em decorréncia da disputa. Portanto, ndo ha mais
descontos possiveis para estes itens.
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Data: 03/07/2025
Validade da proposta: 90 (noventa) dias, a contar da data de sua apresentacao.

DECLARAMOS QUE ESTAMOS DE ACORDO COM TODAS AS CONDICOES
ESTABELECIDAS NO EDITAL E SEUS ANEXOS.

Estdo incluidos nos pregos todos os custos da mao de obra, encargos sociais,
trabalhistas e previdenciarios, uniformes, tributos, taxas, contribuicdes, insumos,
equipamentos e quaisquer outros encargos que incidam sobre a prestagao do servigo
a ser executado.

Declaramos, que estamos cientes da responsabilidade de manter nossos dados
cadastrais atualizados junto ao Contratante, bem como se compromete a informar
qualquer alteragcao que venha a ser realizada.

PAOLA DERRIAUX Assinado de forma digital por

PAOLA DERRIAUX

CHASTAGNIER:09 CHASTAGNIER:09387055710
Dados: 2025.07.03 12:15:58

387055710 ~0300'

Paola Derriaux Chastagnier
Diretora de Licitacoes - CPF: 093.870.557-10
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Sistema de Cadastramento Unificado de Fornecedores - SICAF

Declaracio
Declaramos para os fins exigidos na legislacio, conforme documentacio registrada no SICAF, que a situagio do
fornecedor no momento é a seguinte:

Dados do Fornecedor

CNPJ: 44.122.701/0001-79

Razio Social: SH7 PROTECAO E INTELIGENCIA CIBERNETICA LTDA

Nome Fantasia: G2Z

Situa¢io do Fornecedor: Credenciado Data de Vencimento do Cadastro: 21/01/2026
Natureza Juridica: SOCIEDADE EMPRESARIA LIMITADA

MEI: Nio

Porte da Empresa: Micro Empresa

Ocorréncias e Impedimentos
Ocorréncia: Nada Consta

Impedimento de Licitar: Nada Consta

Niveis cadastrados:

Documento(s) assinalado(s) com

nEn

esti(3o) com prazo(s) vencido(s).
Automitica: a certidio foi obtida através de integracio direta com o sistema emissor. Manual: a certidio foi inserida
manualmente pelo fornecedor.

I - Credenciamento
II - Habilitag¢ao Juridica
IIT - Regularidade Fiscal e Trabalhista Federal

Receita Federal e PGEN Validade: 12/10/2025 Automatica

FGTS Validade: 25/07/2025 Automatica

Trabalhista  (http://www.tst.jus.br/certidao) Validade: 30/12/2025 Automatica
IV - Regularidade Fiscal Estadual/Distrital e Municipal

Receita Estadual/Distrital Validade: 27/07/2025

Receita Municipal (Isento)

VI - Qualifica¢io Econdmico-Financeira
Validade: 30/06/2026

Esta declara¢io é uma simples consulta e nio tem efeito legal

Emitido em: 03/07/2025 10:14 1 de 1
CPE: 093 Nome: PAOIA DERRIAUX CHASTAGNIER

XXX XXX-10
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Comprovante de Pagamento Pix

Valor: RS 7.460,00

Realizado em: 11/06/2025 - 14:05:17
Solicitante: ROSELANE GONZALEZ DO NASCIMENT

Cooperativa e conta origem: 3953/36087-6

Nome do destinatério: G2Z

CNPJ do destinatdrio: 44.122.701/0001-79
Instituicdo do destinatdrio: NU PAGAMENTOS - IP
Agéncia e conta do destinatdrio: 1/ 160626821-5
Nome do pagador: Rede Exs Telecomunicacoes Ltda

CNPJ do pagador: 23.935.457/0001-93

Instituicao do pagador: BANCO COOPERATIVO SICREDI S.A.

ID da transagdo: E1073621420250611170501kTrODMo1k

Autenticacdo Eletronica: E107.3621.4202.5061.1170.501k.TrOD.Mo1k

Numero de Controle: 12532167101

Emitido em: 03/07/2025 - 17:19:43

7 Sicredi

* A transacdo acima foi realizada no nosso Aplicativo Sicredi conforme as condigoes especificadas neste comprovante.

* Os dados digitados sdo de responsabilidade do usudrio.

Servigos por telefone 3003 4770 (Capitais e Regibes Metropolitanas) / 0800 724 4770 (Demais Regides)

SAC 0800 724 7220 / Ouvidoria 0800 646 25 19
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Comprovante de Pagamento Pix

Valor: R$ 20.000,00

Realizado em: 03/07/2025 - 18:15:16
Solicitante: ROSELANE GONZALEZ DO NASCIMENT

Cooperativa e conta origem: 3953/36087-6

Nome do destinatério: G2Z

CNPJ do destinatdrio: 44.122.701/0001-79
Instituicdo do destinatdrio: NU PAGAMENTOS - IP
Agéncia e conta do destinatdrio: 1/ 160626821-5
Nome do pagador: Rede Exs Telecomunicacoes Ltda

CNPJ do pagador: 23.935.457/0001-93

Instituicao do pagador: BANCO COOPERATIVO SICREDI S.A.

ID da transagdo: E1073621420250703211432J8CBvC6qg3

Autenticacdo Eletronica: E107.3621.4202.5070.3211.432J).8CBv.C693

Numero de Controle: 12731695532

Emitido em: 03/07/2025 - 18:15:19

7 Sicredi

* A transacdo acima foi realizada no nosso Aplicativo Sicredi conforme as condigoes especificadas neste comprovante.

* Os dados digitados sdo de responsabilidade do usudrio.

Servigos por telefone 3003 4770 (Capitais e Regibes Metropolitanas) / 0800 724 4770 (Demais Regides)

SAC 0800 724 7220 / Ouvidoria 0800 646 25 19
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NETWORKS

VEWS-Series o

VIRTUAL WIRELESS LAN CONTROLLER

INTRODUCTION

The Edgecore VEWS Virtual Wireless LAN Controller allows to run on any VMware infruscture such
as servers, personal computers, and cloud computing resource to provide much-needed
hardware independence while offering the same functionality as the physical controller. With AP
management, user authentication, policy assighnment, traffic shaping, firewall features, and much
more all packaged into a single windowpane, the VEWS-series Controller provides network
administrators with a reliable, easy-to-use, and centralized management console for an entire
organization’s wireless network infrastructure, including Edgecore Access Points and Switches and
the communication among Controllers, Switches and Access Points are encrypted.

The VEWS-series Controller can be deployed and configured easily, even non-wireless savvy users.
For example, automated AP discovery prevents network administrators from having to go through
the hassle of individually adding and configuring each access point. Access points as well as
connected Wi-Fi devices can then be monitored and managed from a centralized point, with
extensive logging & reporting features to assist in troubleshooting and maintenance and it is
compatible on VMware 6.7 version. Besides, VEWS-series Controller supports maps functionality
allowing the administrator to view and monitor the wireless network coverage map.

For user management, the VEWS-series supports from 3,000 to 100,000 connected clients,
according to different models. Moreover, as Wi-Fi-enabled handheld devices, such as smartphones
and tablets, become ever so prevalent in our daily lives, businesses and network operators alike are
faced with a mind-boggling dilemma — how to simultaneously address the needs of BYOD (Bring
Your Own Device), manage Wi-Fi users, and maintain network service quality for mission-critical
applications. The VEWS-series is designed exactly with these requirements in mind, and with a total
cost of ownership that satisfies even the most price conscious, organizations are guaranteed to
receive an unmatched ROl on their wireless LAN infrastructure.

Indoor AP
VEWS Controller
r/ “\.-- —
\' EEEREEEEEEER B
:\ nternet ; Outdoor AP
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FEATURES

SECURITY

Security is often one of the most important concerns
when it comes to enterprise wireless networks. From
the most basic need of preventing network access by
unauthorized users to performing rogue AP detection
and enforcing network isolation, the Edgecore VEWS-
series Controller provides a complex set of features
that prevent malicious activities in an organization's
network.

For deployment flexibility, the Edgecore VEWS-series
Controller supports user authentication via both the
industry standard 802.1X as well as web-based captive
portals. The highly customizable captive portals with
integrated walled garden capability can be adapted to
suit the needs of hotels, schools, and other public
venues. For unregistered users without an account,
guest access can be provided by simply entering an e-
mail address, logging in with social media accounts, or
purchasing a data plan through PayPal.

With various account generation methods, the
Edgecore VEWS-series Controller is able to identify
users and track user activities, ensuring network
security in public Wi-Fi.

The Edgecore VEWS-series Controller also supports
remote access via VPN, which is crucial for travelling
businessmen. At the same time, site-to-site VPN
establishes secure connections between corporate
headquarters and branch offices.

USER SECURITY

* 802.1X
Authentication Types *  UAM (browser-based)
* IP or MAC-based

* Local
*  On-Demand
*  QGuest
Authentication * RADIUS
Servers * LDAP
*  NT Domain
< SIp
* POP3
Customizable Captive
Yes
Portal
Customizable Wild Yes
Card Walled Garden
User Blacklisting * Yes
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ACCOUNT GENERATION

* SMS registration

* Purchase via PayPal
On-demand Account * Hotel PMS integration

* Selectable Billing Plans

* Account Ticket Printer

* Limitation by duration and

volume
L. * Configurable reactivation
Guest Wi-Fi Account -
time
* E-mail registrationand
activation
Social Media Login * Yes
NETWORK SECURITY
* Remote
VPN * Site-to-Site
. * |PSec
Tunneling Protocols PPTP

* Intra-VLAN or Port

Network Isolation « Inter-VLAN or Port

Rogue AP Detection * Yes
Certificates *  Built-in Root CA
MOBILITY

The advent of the era of smartphones and tablets has
opened a chasm between how the Internet is used
and how organizations provide Internet connectivity.
Wireless networks have transformed from a luxury to
a necessity, in order to support devices that don't
have legacy wired capability. Furthermore, additional
features need to be provided in order to address the
rapidly changing usage behavior.

The Edgecore VEWS-series Controller supports a
variety of mobility features that aim to make
enterprise Wi-Fi both easier to use and simpler to
manage. For example, by supporting fast roaming,
users on mobile devices can be on-the-go without
worrying about interrupted connections. It is also not
uncommon to see a single user with multiple
handheld devices - with the Edgecore VEWS-series
Controller all of the devices can login to Wi-Fi using
the same username and password. Finally, mobile-
optimized captive portals and ticket-printed QR code
automatic login are both easy methods for a user to
get online from their mobiledevice.
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DEVICE MOBILITY

Fast Roaming Between Access Points * Yes

Cross Gateway Roaming * Yes

WISPr Smart Client * Yes

Mobile Device Recognition for .« Yes
Optimized Captive Portal

Multiple Device Logins Per Account * Yes

QR Code Automatic Login * Yes

Device Plug-and-Play * Yes
MANAGEMENT

In a wireless LAN, the Edgecore VEWS-series

Controller is the central point of management for
network administrators, whether it is monitoring
current online users or troubleshooting network
connectivity issues. The management console of the
Edgecore VEWS-series Controller is a browser-based
GUI that is simple and intuitive to operate. From this
interface, network administrators can configure traffic
shaping profiles, track previous network usage,
perform systembackup and restore, and much more.

From the user management perspective, one of the
core benefits of the Edgecore VEWS-series Controller
is its ability to enforce different traffic profiles based
on both the location (Service Zone) of the user and the
time of access. For example, the profiles applied
during work hours can be different from that of during
after-work hours. From bandwidth limitations to
specific routing rules, network administrators gain
fine-grained control over Wi-Fiusers.

For access points, Edgecore VEWS-series Controller
supports automatic discovery and provisioning,
eliminating many repetitive and cumbersome tasks
often faced during initial network deployment.
Centralized AP configuration and monitoring also
greatly reduces maintenance overhead for IT staff.

SYSTEM MANAGEMENT

Browser-Based

. . * Yes
Configuration €

* Multiple tiered access
privileges

* Monitor each admin’s
current accessed page

* Local database and

Administrator Accounts

3

System Time
System Backup &
Restore

SNMP .

Network Utilities

Automatic AP Discovery .

AutomaticAP
Provisioning

AP Configuration Backup
& Restore

AP Firmware Batch
Upgrade

Tunneled AP
Management

AP Load Balancing .

Automatic AP Firmware
Upgrade

Individual AP
Information

AP Planning Type

AP Entry Preparation
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NTP synchronization
Manually configured

Yes

Yes; v2c

Yes; built-in packet
capture

AP MANAGEMENT

Yes

Yes; template-based

Yes

Yes

Yes; both L2 & L3 APs
Yes

Yes

Associated Clients

Power & Channel
SNR report

INVENTORY MANAGEMENT

New Stock
Pre-configured
Configured-in-use
Not-to-use

CSV file uploadable
Manual added
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USER MANAGEMENT

* Role-based

User Policy Assignment e Time &location
dependent

Bandwidth Limitation * Yes

Traffic Classification /

Remarking * Yes; 802.1p / DSCP

* Yes; each rule with

. individual
Stateful Firewall
enforcement
schedules
Static Route Assignment * Yes

Concurrent Session Limit * Yes

* Allow clients to obtain
different IP addresses
after authentication

IP Address Reassignment

SERVICE

As wireless networks increasingly become the primary
network used by organizations, it is crucial to take into
consideration fundamental network services, such as
DHCP, NAT, and routing. In addition to providing these
functions, the Edgecore VEWS-series Controller also
implements the concept of a "Service Zone", which
essentially segments the controller into multiple
virtual controllers, each with its own associated
network services, user policies, authentication
settings, etc.

On the reliability end, the Edgecore VEWS-series
Controller supports WAN port failover, which helps
businesses reduce the chance of network downtime
and prevents lost productivity and revenue.
Furthermore, load balancing between the WAN ports
increases overall performance by alleviating
congestion and distributing traffic between the two
outgoinglinks.

Finally, the Edgecore VEWS-series Controller provides
unique value- added capabilities, such as a direct
integration with Micros Opera PMS that greatly
simplifies the overhead of providing managed Wi-Fi in
hotels.
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NETWORK SERVICES

Redundancy * N+1 with automatic
(High Availability) synchronization

Internet Protocols * |Pv4
Supported * |Pv6

DHCP Server / DHCP Relay * Yes

Network Address
Translation

Built-in HTTP Proxy Server * Yes

WAN Port Load Balancing * Yes
Dynamic Routing * Yes
Local DNS Records * Yes

* Oracle Hospitality

Hotel PMS Integration OPERA

Integrated Billing &

Accounting System "oYes

* By duration

Billing Quota Types * By traffic volume

REPORTING

Whether it is real-time monitoring of network activity
or tracking the usage of previous Wi-Fi users, network
administrators need the appropriate tools at their
disposal to increase efficiency and reduce workload.
The Edgecore VEWS-series Controller have an
extensive set of logging and reporting features that
allow network administrators to easily find any
information related to the wireless network.

The built-in system dashboard provides a quick
overview of the current system status, along with
graphical reports of network traffic and system
performance. In addition, there is a simple interface
for viewing online devices and their associated
detailed statistics, including but not limited to the
roles they belong to, enforced network policies, and
packets transferred.

Alongside network monitoring, the Edgecore VEWS-
series Controller also performs detailed logging of all
network activity. For example, the User HTTP Web Log
allows network administrators to track users who
visited malicious websites, while the DHCP Lease Log
can assist in troubleshooting clients who cannot
receive an IP address. Lastly, the Configuration
Change Log shows administrators which settings have
been modified in the past, in case there are

configuration errors that need to bereverted.
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SYSTEM & NETWORK STATUS

NETWORK ACTIVITY LOGS

®
VEWS-SERIES VIRTUAL ENTERPRISE-GRADE WIRELESS LAN CONTROLLER | lﬂaanaanl

NETWORKS

System Dashboard * Yes System Log (SYSLOG) * Yes
Dashboard Customization * Yes CAPWAP Log * Yes
Graphical System Performance .« Yes *  Yes;
Reports Configuration Change Log History
. View
Traffic Volume Reports * Yes
. RADIUS Server Log * Yes
System Process Monitor * Yes
. . . User Events Log * Yes
Online Device Monitoring * Yes
. . . User HTTP Web Log * Yes
Active Sessions List * Yes
. . Firewall Log * Yes
Configurable SYSLOG Severity * Yes
. . DHCP Server/Lease Log * Yes
SMTP (E-mail) Notifications *  Yes
. . PMS Interface Log * Yes
Multiple Concurrent E-mail .« Yes
Notification Receivers On-Demand Billing Report * Yes
AP Status E-mail Notification * Yes
Logging to External FTP * Yes
Configurable Logs & Reporting
* Yes
Intervals
VEWS5203 VEWS5204 VEWS5207 VEWS1000
Managed APs Up to 300 Upto 1,000 Up to 3,000 Up to 10,000
Local Accounts Up to 10,000 Up to 30,000 Up to 50,000 Up to 120,000
On-Demand
A Up to 10,000 Up to 30,000 Up to 50,000 Up to 120,000
ccounts
Max. Number of
3,000 10,000 30,000 100,000

Online Users

Installation Hardware Requirement

CPU 4 cores 8 cores 16 cores 40 cores
Memory 4 GB 8 GB 16 GB 32GB
HDD 512 GB 512 GB 512 GB 512 GB
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How to Use This Guide

This guide includes detailed information on Edgecore access point (AP) software,
including how to operate and use the management functions of APs. To deploy APs
effectively and ensure trouble-free operation, you should first read the relevant
sections in this guide so that you are familiar with all software features.

Who Should Read This guide is for network administrators who are responsible for operating and
This Guide?2 maintaining network equipment. The guide assumes a basic working knowledge of
LANs (Local Area Networks) and the Internet Protocol (IP).

How This Guide The organization of this guide is based on the AP’s web management interface. An
is Organized introduction and initial configuration information is also provided.

The guide includes these sections:

Section | “Getting Started” — Includes an introduction to AP management and
initial configuration settings.

Section Il “Web Configuration” — Includes all management options available
through the web interface.

Section Il “Appendices” — Includes information on troubleshooting AP
management access.

Related This guide focuses on AP software configuration, it does not cover hardware
Documentation installation of an AP. For specific information on how to install an AP, see the
following guide:

Quick Start Guide
For all safety information and regulatory statements, see the following documents:

Quick Start Guide
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How to Use This Guide

Conventions

N

Revision History

The following conventions are used throughout this guide to show information:

Note: Emphasizes important information or calls your attention to related features
or instructions.

Caution: Alerts you to a potential hazard that could cause loss of data, or
damage the system or equipment.

This section summarizes the changes in each revision of this guide.

March 2024 Revision
This is the 14th revision of this guide. It is valid for software release v12.5.3 and
includes the following changes:

®  Minimum Signal Allowed setting for each SSID, see “Wireless Networks —
General Settings” on page 69

®m  Added Device OS Blacklist, see “Wireless Networks — General Settings” on
page 69

January 2024 Revision
This is the 13th revision of this guide. It is valid for software release v12.5.0 and
includes the following changes:

®  Added support for EAP111

m  Added RADIUS NAS ID, see “Wireless Networks — Security Settings” on
page 70

®  Modified Minimum Signal Allowed default, see “Physical Radio Settings” on
page 65

m  Added OpenRoaming captive portal, see “OpenRoaming” on page 58

®  Added OpenRoaming NAI Realm List Method/Authentication, see
“OpenRoaming” on page 58

®  Added Syslog Level, see “System Settings” on page 83

September 2023 Revision
This is the 12th revision of this guide. It is valid for software release v12.4.3 and
includes the following changes:

®  Added support for OAP101
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How to Use This Guide

®  Added SSID isolation, see “Physical Radio Settings” on page 65

®  Multiple PSK enhancement, see “Wireless Networks — Security Settings” on
page 70

July 2023 Revision
This is the 11th revision of this guide. It is valid for software release v12.4.1 and

includes the following changes:

®m  Added OpenRoaming, see “OpenRoaming” on page 58 and “Wireless
Networks — OpenRoaming” on page 78

®  Modified broadcast rate, see “Physical Radio Settings” on page 65

m  Access Control List enhancement, see “Wireless Networks — Security Settings”
on page 70

® Hostname enhancement, see “System Settings” on page 83

®  Moved the language setting to the System page, see “System Settings” on
page 83

®  Firmware upgrade enhancement, see “Upgrading Firmware” on page 88

®  Account username enhancement, see “User Accounts” on page 89

May 2023 Revision
This is the 10th revision of this guide. It is valid for software release v12.4.0 and
includes the following changes:

®m  Added WAN port auto-detection to QR code Onboarding, see “QR Code
Onboarding” on page 27

®  Added automatic mesh AP configuration, see “Mesh AP Configuration” on
page 30

®  Removed Mark and Notrack from firewall rules, see “Firewall Rules” on
page 51

®  Modified Minimum Signal Allowed, see “Physical Radio Settings” on page 65
®m  Added RF Isolation, see “Physical Radio Settings” on page 65

®  Modified Dynamic VLAN, see “Wireless Networks — Network Settings” on
page 76

®  Modified HotSpot 2.0 settings, see “Wireless Networks — Network Settings” on
page 76

®  Added Log Level, see “System Settings” on page 83
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How to Use This Guide

Added SNMPv3 User, see “SNMP” on page 94

Modified Diagnostics and added Speed Test, see “Diagnostics” on page 98

January 2023 Revision
This is the ninth revision of this guide. It is valid for software release v12.3.0 and
includes the following changes:

Updated QR code Onboarding, see “QR Code Onboarding” on page 27
Updated wireless status, see “Wireless Status” on page 38

Added support for dynamic PSK, see “Wireless Networks — Security Settings”
on page 70

Updated Hotspot 2.0 settings, see “Wireless Networks — Network Settings” on
page 76

Added CAPWAP Tunnel Interface to Ethernet Settings, see “Ethernet Settings”
on page 46

November 2022 Revision
This is the eighth revision of this guide. It is valid for software release v12.2.0 and
includes the following changes:

Added Airtime Fairness, see “Physical Radio Settings” on page 65

Modified the value range of BSS Coloring, see “Physical Radio Settings” on
page 65

Modified wireless security default, see “Wireless Networks — Security Settings”
on page 70

Added 802.11v, see “Wireless Networks — Security Settings” on page 70
Added SNMP Trap, see “SNMP” on page 94

Added BLE Scan, see “BLE” on page 97

November 2022 Revision
This is the seventh revision of this guide. It is valid for software release v12.1.0 and
includes the following changes:

Updated SNMP read/write community settings, see “SNMP” on page 94
Added BLE radio Tx Power, see “BLE” on page 97

Added Interference Detection, see “Physical Radio Settings” on page 65
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How to Use This Guide

® Added zero-touch provisioning information, see “Zero-Touch Provisioning” on
page 20

®  Modified the default value for Minimum Signal Allowed, see “Physical Radio
Settings” on page 65

m  Added 160MHz channel bandwidth option, see “Physical Radio Settings” on
page 65

®m  Removed uCentral cloud option from the Setup Wizard.

July 2022 Revision

This is the sixth revision of this guide. It is valid for software release v12.0.0 and
includes the following changes:

®  Updated Setup Wizard for uCentral cloud, see “AP Setup Wizard” on page 22
®  Added Proxy ARP, see “Wireless Networks — Network Settings” on page 76

B Added Multicast-to-Unicast Conversion, see “Wireless Networks — General
Settings” on page 69

® Added Bandsteering, see “Physical Radio Settings” on page 65

®  Added WPAS3 Enterprise 192-bit and OWE security, see “Wireless Networks —
Security Settings” on page 70

®  Added multiple PSK keys, see “Wireless Networks — Security Settings” on
page 70

®  Added Short Guard Interval (SGI), see “Wireless Networks — Advanced Radio
Settings” on page 79

®  Added Multicast/Broadcast Rate, see “Physical Radio Settings” on page 65

®m  Added UPnP, see “LAN Settings” on page 49

®  Added DHCP Snooping, see “DHCP Snooping” on page 61

®m  Added ARP Inspection, see “ARP Inspection” on page 62

® Added DHCP Relay, see “DHCP Relay” on page 63

m  Added IPvé for Internet access, see “IPvé Settings” on page 46

®  Added Hotspot 2.0, see “Wireless Networks — Network Setftings” on page 76

®  Added Device Discovery Tool, see “Device Discovery” on page 99
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How to Use This Guide

m  Added Discovery Agent settings, see “Edgecore Networks Discovery Tool” on
page 91

®m  Added Reset button and LED enable, see “System Settings” on page 83
®  Added PoE Out setting, see “Ethernet Settings” on page 46

®  Added caution on firmware upgrades in uCentral mode, see “Upgrading
Firmware” on page 88

April 2022 Revision

This is the fifth revision of this guide. It is valid for software release v11.6.0 and
includes the following changes:

m  Added Client mode, see “Physical Radio Settings” on page 65

m  Added Site Survey, see “Wireless Networks — General Settings” on page 69
® Added Custom LAN, see “LAN Settings” on page 49

m  Added WME configuration, see “Physical Radio Settings” on page 65

®m  Added BSS Coloring, see “Physical Radio Settings” on page 65

®  Added OFDMA, see “Physical Radio Settings” on page 65

®  Added Target Wake Time, see “Physical Radio Settings” on page 65

®m  Added HTTPS captive portal, see “Captive Portal Settings” on page 56

®m  Added HTTPS certificate upload, see “Upload Certificate” on page 88

December 2021 Revision

This is the fourth revision of this guide. It is valid for software release v11.4.0 and
includes the following changes:

®  Updated QR code onboarding, see “QR Code Onboarding” on page 27

®  Added mesh traffic graph to the dashboard, see “Traffic Graphs” on page 40
®  Added MSP mode, see “System Settings” on page 83

November 2021 Revision
This is the third revision of this guide. It is valid for software release v11.3.1 and
includes the following changes:

®  Updated the Setup Wizard, see “AP Setup Wizard” on page 22

®  Updated the Dashboard, see “Status Information” on page 33
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How to Use This Guide

®  Added Smart Isolation, see “LAN Settings” on page 49
® Added Hoftspot Settings, see “Hotspot Settings” on page 53

®m  Updated wireless network settings, see “Wireless Networks — Network
Settings” on page 76

®m  Updated wireless open mesh settings, see “Wireless Networks — Open Mesh
Settings” on page 78

®  Added Telnet settings, see “Telnet” on page 91

®m  Added web server settings, see “Web Server” on page 91
®  Added multicast DNS, see “Multicast DNS” on page 95
m  Added firewall settings, see “Firewall Rules” on page 51

®  Added a guest network, see “LAN Settings” on page 49

July 2021 Revision
This is the second revision of this guide. It is valid for software release v11.2.0 and
includes the following changes:

®  Added WPA3-Personal transition, WPA3-Enterprise, and WPA3-Enterprise
transition. See “Wireless Networks — Security Settings” on page 70

m  Support for IEEE 802.11 k/r, see “Wireless Networks — Security Settings” on
page 70

®  Added Minimum signal allowed (RSSI Threshold), see “Physical Radio Settings”
on page 65

m  Support for Open Mesh, see “Wireless Networks — Open Mesh Settings” on
page 78

m  SNMP v2 support, see “SNMP” on page 94
m  Support for remote Syslog, see “Remote System Log Setup” on page 92
m  Support for LLDP, see “LLDP” on page 96

m  Support for management by an EWS-Series Controller, see “System Settings”
on page 83

April 2021 Revision
This is the first revision of this guide. It is valid for software release v11.1.1.
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Section |

Getting Started

This section provides an overview of the access point, and introduces some basic
concepts about wireless networking. It also describes the basic settings required to
access the management interface.

This section includes these chapters:

B “Introduction” on page 19
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1 Introduction

The access point (AP) runs software that includes a network management agent.
The agent offers a variety of management options, including a web-based
interface. The AP can also be accessed through Secure Shell (SSH) for
configuration using a command line interface (CLI).

Note: This manual describes the configuration interface for stand-alone mode.
Refer to the Edgecore ecCLOUD Controller User Manual for information on
configuring the AP through the cloud interface.

This chapter includes the following sections:

“Configuration Options” on page 20

m  “Connecting to the Web Interface” on page 21
m  “AP Setup Wizard” on page 22

m “QR Code Onboarding” on page 27

B “Main Menu” on page 30
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Chapter 1 | Introduction
Configuration Options

Configuration Options

The access point’s web agent allows you to configure AP parameters, monitor
wireless connections, and display statistics using a standard web browser. The AP’s
web management interface can be accessed from any computer attached to the
network.

The CLI program can be accessed remotely by a Secure Shell (SSH) connection
over the network. The CLI is used primarily for technical support.

The AP’s web interface allows you to perform management functions such as:
Set management access user names and passwords
Configure IP seftings
Configure 2.4 GHz, and 5 GHz radio settings
5 GHz, and 6 GHz radio settings
Control access through wireless security settings
Filter packets using Access Control Lists (ACLs)
Download system firmware
Download or upload configuration files

Display system information

Zero-Touch Provisioning

APs can be automatically managed by the Edgecore ecCLOUD controller or an
EWS-Series controller. If an AP is already registered with the ecCLOUD controller, it
will be automatically managed when the WAN port of the AP is connected to the
Internet.

When an AP is connected to a local LAN with an EWS-Series controller, the AP can
be configured with the controller IP address through DHCP Option 138 and then

automatically managed by the controller.

As an alternative to zero-touch provisioning, you can manually set the preferred
management method from the web interface, see “System Settings” on page 83.
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Chapter 1 | Introduction
Connecting to the Web Interface

Connecting to the Web Interface

For first-time access to the AP’s web management interface, you can connect a PC
directly to one of the AP’s LAN ports or use the quick-setup QR code (printed on a
label next to the AP’s ports). The first-time you access the web interface, it
automatically runs the Setup Wizard for initial AP configuration.

For information on the Setup Wizard, see “AP Setup Wizard” on page 22.

For information on using the QR code, see “QR Code Onboarding” on page 27.

LAN Port Connection When connecting to the web management interface through one of the AP’s LAN
ports, the AP has a default management IP address of 192.168.2.1 and a subnet
mask of 255.255.255.0. Therefore, you must set your PC IP address to be on the
same subnet as the AP (that is, the PC and AP addresses must both start
with192.168.2.x).

Note: To connect to the web interface using the Uplink(PoE) port, the IP address is
automatically assigned through DHCP by default. If a DHCP server is unreachable,
the Uplink(PoE) port reverts to a fallback IP address of 192.168.1.10.

To access the AP’s web management interface, use your web browser to connect to
the management interface by entering the default IP address of 192.168.2.1.

For first-time access, there is no user login and the Setup Wizard starts
automatically. Follow the steps described in “AP Setup Wizard” on page 22.

Figure 1: Web Management Login

SETUP WIZARD

Will this device be managed?

@ Yes, | will manage this device by ecCloud controller.

Yes, | will manage this device by EWS-Series controller.
Nao, | will be operating this device in stand-alone mode.

+ Select Your Country

Note: To configure the AP with a different management IP address that is
compatible with your network, see “LAN Settings” on page 49.
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AP Setup Wizard

The Setup Wizard is designed to help you configure the basic settings required to
get the AP up and running.

Step 1 Select How the AP will be Managed — To manage the AP using the Edgecore
ecCLOUD controller, select “Yes, | will manage this device by ecCloud controller,”
and then continue to Step 6.

To manage the AP using the an Edgecore EWS-series controller, select “Yes, | will
manage this device by EWS-Series controller,” and then continue to Step 2.

Otherwise, select “No, | will be operating this device in stand-alone mode” and
continue to Step 3.

Figure 2: Select ecCloud, EWS Controller, or Stand-Alone

SETUP WIZARD

Will this device be managed?

@ Yes, | will manage this device by ecCloud controller.

Yes, | will manage this device by EWS-Series controller.
Mo, | will be operating this device in stand-alone mode.

+ Select Your Country

If you select to manage the AP using the Edgecore ecCLOUD controller, go to
cloud.ignitenet.com to register your AP. Log in and select Devices from the menu.
Click Add Device and enter the AP serial number and MAC address to register the
AP with your cloud network. The serial number and MAC address can be found on
the product packaging or label.

Note: This manual describes the configuration interface for stand-alone mode.
Refer to the Edgecore ecCLOUD Controller User Manual for information on
configuring the AP through the cloud interface or the EWS-Series Controller User
Manual for information on managing the AP through an EWS controller.
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Step2 CAPWAP Setup — When EWS-Series Controller management is selected, you can
set the mode for discovering the controller. Once the AP has discovered the
controller on the network it can then send a CAPWAP (Control And Provisioning of
Wireless Access Points) join request.

In Auto mode, the AP uses four methods to discover the controller. These methods
require no further configuration.

In manual mode, two options are available. Specify the Domain Name Suffix so
that the AP can use DNS server records to discover the EWS controller. Or, just
specify a static IP address for the controller.

For more information on CAPWAP setup, see “System Settings” on page 83.

Figure 3: CAPWAP Setup

SETUP WIZARD

Will this device be managed?

Yes, | will manage this device by ecCloud controller.

@ Yes, | will manage this device by EWS-5Series controller.
Mo, | will be operating this device in stand-alone mode.

- CAPWAP Setup

Mode Auto v

(In auto configuration, Br

¢ Fhamaa Vo Nacmaned

After completing the CAPWAP setup, continue with Step 5.

Step 3 Wireless Setup — If you select to manage the AP in stand-alone mode, you can
configure the default wireless network.

The default wireless network name (SSID) consists of the AP model and its serial
number, and there is a default wireless password. You have the option to modify the
wireless network name and password to your preferred configuration. The wireless
name must be 1-32 ASCII characters, and the password must be 8 to 63 ASCII
characters (no special characters are allowed).
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Figure 4: Wireless Setup

SETUP WIZARD

Will this device be managed?
Yes, | will manage this device by ecCloud controller.
Yes, | will manage this device by EWS-Series controller.
® Mo, | will be operating this device in stand-alone mode.
- Wireless Setup

5510 EAP101-EC2107004231

Wireless password 12345678 v| Show Key

+ Network Setup

Step 4 Network Setup — For AP stand-alone mode, you also have the option to configure

the IP address mode used to provide an IP address for the Internet access port.

The default IP Address Mode is DHCP and other options include Static IP and
PPPoE. For more information, see “Internet Settings” on page 43.

Figure 5: Network Setup

SETUP WIZARD

Will this device be managed?

Yes, | will manage this device by ecCloud controller.

Yes, | will manage this device by EWS-Series controller.
® Mo, | will be operating this device in stand-alone mode.

+ Wireless Setup

- Network Setup

IP Address Mode DHCP

+ Change Your Password
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Step5 Change Your Password — Set a new password for management access to the AP
(the default user name is “admin” with password “admin”). The password must be
6-20 ASCII characters (case sensitive with no special characters).

Figure 6: Change Password

- Change Your Password

Please change the default password on first login.

Username admin

New password &

Confirm password &

- Select Your Country v

Note: For information on changing user names and passwords, see “User
Accounts” on page 89.

Step 6 Select Your Country — Select the access point’s country of operation from the
drop-down menu. You must set the AP’s country code to be sure that the radios
operate according to permitted local regulations. That is, setting the country code
restricts operation of the AP to the radio channels and transmit power levels
permitted for wireless networks in the specified country.

Figure 7: Select Country

- Select Your Country

Please select your location. This setting will be used to determine your country's regulatory
rules. This selection can only be changed if you reset to defaults.

United States v

Caution: You must set the country code to the country of operation. Setting the
country code ensures that the radios operate within the local regulations specified
for wireless networks.
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Note: The country code selection is for non-US models only and is not available to
any US models. Per FCC regulation, all Wi-Fi products marketed in the US must be

fixed to US operation channels only.

Step 7 After completing the Setup Wizard, click “Done.”
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QR Code Onboarding

For quick set up and registration of your AP with the ecCLOUD controller, you can
scan the QR code on the AP using a phone.

Follow these steps:
1. Power on the AP.

2. Connect the AP to the Internet. Connect your network or Internet access device
to the AP’s RJ-45 Uplink port.

3. Use the camera or a barcode app on your phone to scan the AP’s QR code.
The QR code is printed on a label next to the AP’s ports.

Figure 8: Scanning the AP QR Code

Consocle LANZ

" sw! AT -
" popnosaoan

e orenT
I [%é ‘_

LN F@

4. When a message pops up, tap “yes” to join the Wi-Fi network. (iPhone requires
you to go to Settings > Wi-Fi or open the browser for the message to pop up.)

The web browser should open and redirect to the Setup Wizard page.

@ Note: If the phone cannot connect to the Wi-Fi network, type the SSID (network
name) and password manually. The SSID name is the AP serial number (for
example, EC0123456789), and the password is the AP MAC address (for
example, 903CB3BC1234).

5. Wait for the auto-detection of the WAN port configuration (DHCP, Static IP, or
PPPOE).

When DHCP is detected, the AP automatically continues with the Setup Wizard.
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Figure 9: Setup Wizard - Detect Network

Detect Network

Checking the network connection... please wait a
second.

6. Select to manage the AP using the ecCLOUD controller or to manage the AP in
stand-alone mode.

Figure 10: Setup Wizard - Device Management

Will this device be managed?

® Yes, | will manage this device by ecCloud
controller.

No, | will be operating this device in stand-
alone mode.

+ Select Your Country

a. Stand-Alone Mode: Use the default wireless network setting or customize
the network name and password. Change the login password and set the
country of operation. Tap “Done” to finish the setup wizard.

Wait about two minutes for the AP configuration to update, and then
connect to the wireless network name configured in the Setup Wizard.

Figure 11: Connect to New SSID

192.168.2.1 @)

Please use the new configured SSID EAP101-
EC2107004231 to connect to the WiFi.

b. Cloud-Managed Mode: Set the country of operation and then tap “Done”
to finish the Setup Wizard. The browser is redirected to the ecCLOUD login
page.
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Figure 12: ecCLOUD Login Page

ecCLOUD

Powered by IgniteNet

English

B Remember me

If you already have an ecCLOUD account, log in and select a site for the
AP. The AP is automatically registered for cloud management. Modify the
device name, login password, SSID, and security key. After you tap “Save,
wait about five minutes for the cloud controller to configure the AP.

4

Figure 13: ecCLOUD Device Registration

Register Device

Cloud TestCloud *
Site TPS-World -
Device Name *
Test Device
Login Password * (o]

SSID*

EAP101-EC2107004231

Key*

12345678

If you do not have an ecCLOUD account, tap “l want to register” and set
up an account. Create a cloud and site before confirming the regulatory
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country. After tapping “Next,” the AP is then automatically registered for
cloud management.

After you tap “Save,” wait about five minutes for the cloud controller to
configure the AP.

Note: Refer to the Edgecore ecCLOUD Controller User Manual for more
information on setting up and configuring APs through ecCLOUD.

Mesh AP The first AP can be managed either through ecCLOUD or in stand-alone mode. If a
Configuration second AP needs to establish a mesh connection with the first AP, follow these steps:

1. Connect the LAN port of the first AP (Mesh Portal Point) to the LAN port of the
second AP (Mesh Access Point), which then allows the second AP to synchronize
its configuration with the first AP.

2. After unplugging the LAN port, the mesh connection will be established
automatically.

Main Menu

The web interface Main Menu provides access to all the configuration settings
available for the AP.

To configure settings, click the relevant Main Menu item. Each Main Menu item is
summarized below with links to the relevant section in this guide where the
configuration parameters are described in detail:

Dashboard — The dashboard shows basic settings for the AP, including
general status, local network settings, and wireless radio status. See “Status
Information” on page 33.

Network — Configures Internet, Ethernet, and LAN settings. See “Network
Settings” on page 42.

Wireless — Configures 2.4 GHz Radio, 5 GHz Radio, and VLAN settings. See
“Wireless Settings” on page 64

System — Configures System (including cloud agent and various system
settings), Maintenance (such as view log, reboot, reset defaults, backup
defaults, restore defaults, and firmware upgrade), User Accounts, Services
(network time), and Diagnostics (including ping, traceroute).
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Dashboard After logging in to the web interface, the dashboard displays. The dashboard shows
basic setftings for the AP, including Internet status, local network settings, and
wireless radio status.

Figure 14: The Dashboard

EAP101 EAP107 IeF Lo
ki DASHEGRAD GENERAL STATUS NETWORK STATUS WIRELESS STATUS TRAFFIC GRAPHS SERVICES
& NETWORK
M WIRELESS PORT STATUS
{8 SYSTEM
, ETHERNET PORT #0 ., ETHERNET PORT #1 ETHERNET PORT #2
e |inked at 25000/ Full-duplex Linkec at TOOOM/FUIl duplex o connection. detected
INTERNET INFO DEVICE INFO INTERFACE INFO
INTERNET STATUS . » % Internetconnedtion is up! FIRMWARE P 11.3.0-927 PORTS BRIDGED TO INTERNET »

INTERNET SOURCE » SERIALNUM. » EC2107004231 (no additional interfaces)
IP ADDRESS » 10278173 © SYSTEM MAC b 00:3C:B3:BC:29:4F
ROUTED PORTS +
MODE » DHCP-assigned MTU v 1500
IPV6 ADDRESS » - UPTIME » 0Th 18min -
NETMASK b 255.255:254.0 LOADAVG b 0.080.040.01
GATEWAY » 10.278.254 MEM.USED  » 20%

DNS

10.2.244.2  10.2.26.1

Copyright & 2021, Edge-care Networks

Common Web Page The list below describes the common buttons found on many of the web
Buttons management pages:

®m  Save — Applies the new parameters and saves them to temporary RAM
memory. Also displays a message at the top of the screen to inform you that the
changes have not yet been saved to Flash memory. The running configuration
will not be saved upon a reboot unless you click the “Save & Apply” button.

Figure 15: Saving Configuration Changes

m  Save & Apply — Saves the changes made on a page and then applies them so
that the configuration is retained after a restart.

m  Revert — Cancels newly enfered settings and restores the originals.

® Logout - Ends the web management session.
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Section i

Web Configuration

This section provides details on configuring the access point using the web browser
interface.

This section includes these chapters:
®m  “Status Information” on page 33
m  “Network Settings” on page 42
®  “Wireless Settings” on page 64

B “System Settings” on page 82
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2 Status Information

The Dashboard displays information on the current system configuration, including

Internet status, local network settings, wireless radio status, traffic graphs, and

services.

This chapter includes the following sections:
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“General Status” on page 34
“Network Status” on page 36
“Wireless Status” on page 38
“Traffic Graphs” on page 40

“Services” on page 40
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General Status

The General Status section shows descriptive information about the AP.

Figure 16: General Status Information

INTERNET SOURCE »

IP ADDRESS » 102.78173 ©
MODE » DHCP-assigned

IPV& ADDRESS L

NETMASK b 255.255.254.0
GATEWAY » 10:2.78.254

DNS ¥ 1022442 10236

SERIAL NUM. #
SYSTEM MAC »
MTU L
UPTIME >
LOAD AVG L

MEM. USED  »

EC2107004231
90:3C:B3:B:99:4F
1500

01h 18min

0.08 0.04 0.01

20%

GENERAL STATUS NETWORK STATUS WIRELESS S5TATUS TRAFFIC GRAPHS
PORT STATUS
ETHERNET PORT . ETHERNET PORT #1
Linked at 2 /Full duplex = | inked gt 1000M/FUll duplex
INTERNET INFO DEVICE INFO
INTERNET STATUS » FIRMWARE b 11.3.0-027

Copyright @ 2021, Edge-core Networ!

SERVICES

ETHERNET PORT #2

on detected

INTERFACE INFO

PORTS BRIDGED TO INTERNET »

(no additional interfaces)

ROUTED PORTS »
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The following items are displayed in the “Port Status” section:

Ethernet Port #0 — Shows the status of the WAN Ethernet port, including link-
up state, speed, and duplex mode.

Ethernet Port #1 — Shows the status of the LAN Ethernet port 1, including
link-up state, speed, and duplex mode.

Ethernet Port #2 — Shows the status of the LAN Ethernet port 2, including
link-up state, speed, and duplex mode.

The following items are displayed in the “Internet Info” section:

Internet Status — Shows whether or not the Internet connection is up.

Internet Source — The Ethernet port connected to the Internet. By default, this

is Ethernet Port O.

IP Address — IP address of the Internet connection.
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Mode — Shows if the IP address is a static setting or set by DHCP.
IPv6 Address — The IPvé address of the Internet connection.
Netmask — The subnet mask of the IP address.

Gateway — The IP address of the gateway router that is used when a
destination address is not on the local subnet.

DNS — The IP address of the Domain Name Server on the network. A DNS
maps numerical IP addresses to domain names and can be used to identify
network hosts by familiar names instead of the IP addresses.
The following items are displayed in the “Device Info” section:
Firmware — The software version number.
Serial Number — The serial number of the physical access point.
System MAC — The system MAC address of the access point.
MTU — The maximum transmission unit for packets sent on the network.

Uptime — Length of time the management agent has been up.

Load Average — The last 1-minute, 5-minute and 15-minute CPU load
average.

Memory Used — The percentage of memory being used.
The following items are displayed in the “Interface Info” section:

Ports Bridged to Internet — Additional interfaces attached directly to the
Internet. Lists interfaces attached to the WAN (that is, the Internet).

Routed Ports — By default, all interfaces are configured as a member of the

LAN. Traffic from these interfaces is routed across the access point through
Ethernet Port O to the Internet. (This is also called route to Internet.)
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Network Status

The Network Status section shows information about local network connections.

Figure 17: Local Networks

LOCAL NETWORKS

NAME NETWORK INFO DHCP SERVER MEMBERS

192.168.2.1 (Static IP)

Netmask: @ Enabled o
Network wall 2.4 GHz: EAP101-EC

255.255.255.0

Default Local

Copyright @ 2021, Edge-core Networks

The following items are displayed in this section:
® Name — Shows information on the name of the local network.

®  Network Info — Shows whether the local network uses static or dynamic
configuration, and the network mask.

m DHCP Server — Shows if DHCP service is enabled on this network.

B  Members — Shows the ports and wireless radios attached to this network.
(Click on any of these interfaces to open the corresponding configuration

page.)
® View ARP Table — Shows the ARP cache.

Figure 18: ARP Table

ARP TABLE

IP Address MAC Address Mask Device £y
10.2.78.152 0c:9d:92:5c:b0:6b & br-wan
10.2.78.38 BC:84:01:83:62:72 * br-wan
10.2.78.50 54:e1:ad:51:47:c9 & br-wan
192.168.2.9 00:e0:4C:68:12:66 * br-lan
10.2.78.254 ec9bi8bic7:b1:81 & br-wan
10.2.78.79 a8:5ed5:d2:8¢:22 * br-wan
10.2.78.146 d4:5d:64:59:78:9d & br-wan
1270 197 A1 ENER O * hrmmn Lo

2= Refresh
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® View DHCP Leases — Shows DHCP leases.

Figure 19: Active DHCP Leases

DHCP LEASES
NO. Expires MAC Address IP Address Client Name Client Id
1 11h BC:3D:85:Fe:58:4B  192.168.2.181 HUAWEI_Mate_10- 01:BC:3D:85:F6:58:4B
5am a2784e31da
425
< >
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Wireless Status

The Wireless Status section shows information about the radio settings and

associated clients.

Figure 20: Wireless Status

GENERAL STATUS NETWORK STATUS MIRELESS STATUS

WIRELESS RADIO #0 (5 GHZ)

RADIOSTATUS » @ Enabled

OP MODE » Access Point
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NAME » EAP101-EC2107004231
SECURITY »  WPA2-PSK (CCMPY
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NAME MAC ADDRESS IP ADDRESS SIGNAL CONNECTED TIM<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>